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Abstract:

The fact that there is not the slightest doubt in the field of Electronics is that
information crime represents a serious threat to the security of people and the
inviolability of their private life and money, and even represents a significant threat to
the security of states, and its effects may reach the point of being erased from
existence.

From another point of view, the definition of cybercrime is fraught with some
difficulties; this is due to the differences between countries in determining what
constitutes an attack on the inviolability of private life, and what is permissible and
can be addressed through electronic Media supports electronics, moral values differ
from one country to another.

The invasion of privacy L'atteinte a I'involilité de la vie privée, sexual harassment,
cyber slander and slander, information fraud, information theft, terrorism, cyber
espionage (cyberespionage) are all types of Information Crimes.

Indeed, cybercrime is increasing day by day, and the information criminal, who is
very smart and careful in concealing its physical traces, is proficient in committing it.it
is rightly called Clean crime, which is devoid of violence unlike traditional crime.

However, there are great challenges surrounding the face of this type of crime,
foremost among them: cooperation between states in preventing its commission,
arresting the perpetrators, and extraditing criminals Extradition; therefore, spatial and
judicial jurisdiction stands as an obstacle in facilitating the elimination of this crime.

Therefore, there must be genuine international and regional cooperation-not just
recommendations-and national measures to reduce the effects of this crime, the first of
these measures: raising awareness of all media outlets and channels of the seriousness
of this crime and its effects on societies, and the creation of advanced technological
infrastructure based on confronting the perpetrators of this type of crime.

Keywords: inviolability of private life-clean crime-International Cooperation-
Information criminal-electronic media - security of persons.
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(1) Explication donnée par F. Duflot, « Phishing: les dessous de la contrefacon »,
RLDI 2006/01, no 366, p. 54.
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(1) Selon l'article 263a du code pénal, quiconque influence délibérément le résultat
d'un traitement de données de maniére a porter atteinte au bien d'autrui dans
I'intention de s'enrichir est passible de poursuites pour fraude informatique
(amende, d'emprisonnement pouvant aller jusqu'a cing ans, dans les cas
particuliérement graves jusqu'a dix ans).

(2 (Frédérique CHOPIN, Cybercriminalité, op. cit., § Y'¢, P. 27.

(3 (Christiane Féral-Schuhl, Praxis Cyberdroit, op. cit., p. 70 et s.
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