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» Abstract

Modern technology has led to economic growth asttutional
development in African countries. However, thisgress has also
made the African digital environment more vulneeabd cyber
threats. To address this issue, multilateral omgimn sincluding
the African Union and regional economic groupinggehestablished
frameworks to harmonize cybersecurity legislatiaotoag member
states; The ranking of African countries accordiagthe Global
Cybersecurity Index issued by the InternationabG@mmunication
Union (GCI-2020) showed that Some African countrak highly
in cybersecurity, in contrast to the evaluation tbé African
continent among the various regions of the wotldhdicates that
African countries rely more on national capabistie face cyber
threats. This indication may challenge the goalirafreasing
cooperation between African countries through digystems for
sustainable development.

Keywords. cyber security, Cyber thrteats for Africa, GCI retab
ranking, African digital environment
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1- J. Hakmeh, K. Vignard. ICTs, International Ségyuand Cybercrime:
Understanding theirintersections for Better  Policymaking,
(Switzerland: Geneva, UNIDIR, 2021).
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1- African Union. Study on harmonization of telecommunication,
information and communication technologies policies and regulation
in Africa,Draft Report March 2008

2- African Union. extra-ordinary conference of A&n union ministers in
charge of communication and information technolsgd®hannesburg,

South Africa 2009'Oliver Tambo Declaration '
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1- Orji, Uchenna."The African Union Convention on Cybersecurity: A

Regional Response Towards Cyber Stabilitydasaryk University

Journal of Law and Technology, (Czech Republic: Institute of Law and
Technology, Faculty of Law, Vol.12, NqQ.2018). Pp 91-130.
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1-African Union. “Cyber Security Expert Group Termk Reference”the

32nd Ordinary Session of the Executive Council January 2018
2-Personal Data Protection Guideline for Africa, aldde at:
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content/uploads/2018/05/AUCPrivacyGuidelines_20B3HN.pdf
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1- ComesdMidum Term Strategic plan (2021- 2025)",(Zambia Lusaka,

September 17, 2020)
2- Southern African Development Communitye-SADC Strategic

Framework, May 2010
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1- Southern African Development Communitgomputer Crime and
Cybercrime Model Law

2- SADC Ministers for ICT, Information, Transport andeteorology

meeting in Namibia2018, Available at:
https://www.sadc.int/sites/default/files/2621
06/Media_Statement__ ICT_Information_Transport_anet vheeting.pdf
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1- East African Communitizegal Framework for Cyberlaws, 2008
2- East African CommunityEAC Model ICT Policy Framework, 20th

March, 2015
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1-African union, Convention on Cyber Security aredd®nal Data Protection
Status List, 14 April 2023, Avalible at:
https://au.int/sites/default/files/treaties/B05sI-
AFRICAN_UNION_CONVENTION_ON_CYBER_SECURITY_AND_

PERSONAL_DATA PROTECTION.pdf
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1- International Tele communication unioGlobal cybersecurity index
2020
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1- MuzaririJenalda; Jeffrey Kurebwaviultilateral Responses to Cybercrimes

in the SADC Region: The Case of Zimbabwe and SoAthca”
Canadian Social Science journal, (Canada: Quebec, Canadian academy
of oriental and occidental culture, Vol. 16, No, 2020) Pp 1-10
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1- Rwigema, P. C, “Digital technology and its relage to political and
social economictransformation. Case study of Edst#n Community

Region”, The Strategic Journal of Business & ChangeM anagement) “

Kenya: Nairobi, Star net College, Vol. 7,no 4, 2PPp.1402-1436

2- Centre for the study of the economies of Afri€x,engthening Data
Governance in Africa:Project Inception Report,July 2021 (Oxford:
center for the study of African Economies 2021)
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1-International Telecommunication Unioglobal Cybersecurity Index
2020,(Switzerland: Geneva,ITUPublications,2021)
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1-Ministry of Information Technology, Communicatiomnda Innovation
https://mitci.govmu.org/SitePages/Index.dspx
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—1Mauritius governmentComputer Misuse and Cybercrime Act 22,
August 2003

2- Mauritius governmentCybersecurity and Cybercrime billINo. XV of
2021, 22 October 2021
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1- Mauritius governmentThe Data Protction act 2017, (Act No 20 ,22
December 2017)

2- The United Republic of Tanzania,Ministry of wsrktransport and
communication  National Information and Communications
Technology Policy, May 2016

3- The United Republic of Tanzania, Ministry of Cwmwmication and
Information TechnologyDigital Tanzania Project, March 2021
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1- Presidential Decree Government Notice (GN) N8&,5published in the
Government Gazette No. 47 Vol. 96 dated 20th November, 2015.
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act, 2008 , date of assent: 6th January, 2009.
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2008, date of assent: 18th December 2008.
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assent: 10th May, 2012

2- The Parliament of The Republic of Ghaogher security act 1038, date
of assent: 29th December, 2020.
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