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Abstract:

The research aims to make a comparison between the position of
comparative legislation in (Egypt, France, and the United States of
America) regarding the legal guarantees taken by each of them to
protect the sanctity of private communications, indicate whether the
Egyptian legislator has achieved adequate protection for the sanctity
of these communications, or whether there is a deficiency in that
protection, and the aspects of its treatment to achieve a balance
between the individual's right to privacy and the right of the state to
maintain its security and safety, and to achieve this goal, the research
relied on the descriptive approach, which relies on collecting
information on the determinants taken by comparative legislation to
protect the sanctity of private communications and then interpreting
it. It has also relied on the analytical approach conducting an in-depth
analysis of that information, as well as the comparative approach; The
study deals with the comparison of the legislative organization of
these determinants in the legislation of the comparative countries.

The research has been concluded with a number of results, the
most important of which are: The Egyptian legislator permitted the
monitoring procedure to be the first investigation procedure without
requiring that it be preceded by any previous investigation
procedures, unlike the American legislator who stipulated that “the
futility of using other investigative procedures when conducted or that
it be one of the It is likely that it will fail or that its use will result in
serious consequences “to issue a monitoring order, and the Egyptian
legislator relied- with regard to issuing the order to monitor private
communications- on the “criterion of the gravity of the penalty”; In
order to issue the order to monitor private correspondence and
telephone conversations, it was stipulated that the crime in question
be one of the crimes punishable by imprisonment for a period of no
less than three months, while the American legislator intended to
specify specific crimes for which permission to monitor may be
issued, taking into account the nature of the crime and the effects that
can be left behind, the penalty prescribed for it, justifying the
violation of the sanctity of private communications.

Keywords: sanctity of private communications- monitoring of
private communications- private correspondence- telephone
conversations- electronic communication messages- electronic
conversations.
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@Y 18 U.S.C. 2510-2522. This part of ECPA was originally enacted as Title III
of the Omnibus Crime Control and Safe Streets Act of 1968, 18 U.S.C.
2510-2520 (1964 ed,) (Supp. IV).

@ 18 U.S.C. 27-1-2712.

@) 18 U.S.C. 3121-3127.

@9 18 U.S.C. 2510(4) "“intercept” means the aural or other acquisition of the
contents of any wire, electronic, or oral communication through the use of
any electronic, mechanical, or other device"
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@ 18 U.S.C. 2510(5) "“electronic, mechanical, or other device” means any
device or apparatus which can be used to intercept a wire, oral, or
electronic communication other than—..."

@9 United States v. Luong, 471 F.3d 1107, 1109 (9th Cir. 2006) (“an
interception occurs where the tapped phone is located and where the law
enforcement officers first overheard the call) "

Al g Loy Oglall ity Ao aailal) Laluiall agky Camg Citilgd) aagy Cus ¢l ie V) Caaa!

"5e JsY

United States v. Ramirez, 112 F.3d 849, 852 (7th Cir. 1997) (concluding that
an Interception occurs in the jurisdiction where the tapped phone is located,
where the second phone in the conversation is located, and where the
scanner used to overhear the call is located)

SOl g lacd pasiisal Slgall o duiadd) sl Jusyall Cilgll aags G ¢ alyieV) Guaay

@70 Noel v. Hall, 568 F.3d 743, 749 (9th Cir. 2009)(“In reaching this
conclusion, we join a number of other circuits that have held that replaying
of tapes containing recorded phone conversations does not amount to a new
interception in violation of the Wiretap Act”), citing inter alia, United
States v. Hammond, 286 F.3d 189, 193 (4th Cir. 2002)

O 0Sa ¥ Alas Aol lislae o (gyins Al ddaydlY) duadi Bale] o) o aSlaal) Curaa

Sl Al Je cuatill (9@ guda 8 alyieW) L e a3

@® United States v. Councilman, 418 F.3d 67, 79-80(1st Cir. 2005) (en
banc)(service provider’s access to email “during transient storage”
constitutes “interception”; without deciding whether “interception is limited
to acquisition contemporaneous with transmission”).
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Konop v. Hawaiian Airlines, Inc., 302 F.3d 868, 878 (9th Cir. 2002)

(fraudulent access to stored communication does not constitute

an“interception”; interception requires access contemporaneous with
transmission)

SOy
United States v. Jones, 451 F.Supp.2d 71, 75 (D.D.C. 2006) (government’s
acquisition from the phone company of text messages was no interception
because there was no contemporaneous access)
Jyas sy paal 'palyiel S0 Y Calel 458 P e dpaill Jlyll () dasSall Jgas’
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@) “The Attorney General, Deputy Attorney General, Associate Attorney
General, or any Assistant Attorney General, any acting Assistant Attorney
General, or any Deputy Assistant Attorney General or acting Deputy
Assistant Attorney General in the Criminal Division specially designated
by the Attorney General, may authorize an application to a Federal judge of
competent jurisdiction for, and such judge may grant in conformity with
section 2518 of this chapter an order authorizing or approving the
interception of wire or oral communications by the Federal Bureau of
Investigation, or a Federal agency having responsibility for the
investigation of the offense as to which the application is made, when such
interception may provide or has provided evidence of [the predicate

offenses]...”
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9 The list appears in 18 U.S.C. 2516(1).

GD 18 U.S.C. 2516(1)(1).

6218 U.S.C. 2518 " (1) Each application for an order authorizing or approving
the interception of a wire, oral, or electronic communication under this
chapter shall be made in writing upon oath or affirmation to a judge of
competent jurisdiction and shall state the applicant’s authority to make such
application. Each application shall include the following information:

(a) the identity of the investigative or law enforcement officer making the
application, and the officer authorizing the application;

(b) a full and complete statement of the facts and circumstances relied upon by
the applicant, to justify his belief that an order should be issued, including
(i) details as to the particular offense that has been, is being, or is about to
be committed, (ii) except as provided in subsection (11), a particular
description of the nature and location of the facilities from which or the
place where the communication is to be intercepted, (iii) a particular
description of the type of communications sought to be intercepted, (iv) the
identity of the person, if known, committing the offense and whose
communications are to be intercepted;

(c) a full and complete statement as to whether or not other investigative
procedures have been tried and failed or why they reasonably appear to be
unlikely to succeed if tried or to be too dangerous;

(d) a statement of the period of time for which the interception is required to be
maintained. If the nature of the investigation is such that the authorization
for interception should not automatically terminate when the described type
of communication has been first obtained, a particular description of facts
establishing probable cause to believe that additional communications of
the same type will occur thereafter;
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(e) a full and complete statement of the facts concerning all previous
applications known to the individual authorizing and making the
application, made to any judge for authorization to intercept, or for
approval of interceptions of, wire, oral, or electronic communications
involving any of the same persons, facilities or places specified in the
application, and the action taken by the judge on each such application; and

(f) where the application is for the extension of an order, a statement setting
forth the results thus far obtained from the interception, or a reasonable
explanation of the failure to obtain such results.

(2) The judge may require the applicant to furnish additional testimony or
documentary evidence in support of the application....."

©3 Identification of the place where, or facilities over which, the targeted
communications are to occur may be excused where the court finds that the
suspect has or will take steps to thwart interception, 18 U.S.C. 2518(11),
(12); United States v. Oliva, 686 F.3d 1106, 1109-110 (9th Cir. 2012).
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@9 18 U.S.C. 2518 "....(3) Upon such application the judge may enter an ex
parte order, as requested or as modified, authorizing or approving
interception of wire, oral, or electronic communications within the
territorial jurisdiction ofthe court in which the judge is sitting (and outside
that jurisdiction but within the United States in the case of a mobile
interception device authorized by a Federal court within such jurisdiction),
if the judge determines on the basis of the facts submitted by the applicant
that—

(a) there is probable cause for belief that an individual is committing, has
committed, or is about to commit a particular offense enumerated in section
2516 of this chapter;

(b) there is probable cause for belief that particular communications concerning
that offense will be

obtained through such interception;

(c) normal investigative procedures have been tried and have failed or
reasonably appear to be unlikely to succeed if tried or to be too dangerous;

(d) except as provided in subsection (11), there is probable cause for belief that
the facilities from which, or the place where, the wire, oral, or electronic
communications are to be intercepted are being used, or are about to be
used, in connection with the commission of such offense, or are leased to,
listed in the name of, or commonly used by such person...."

'the applicant must state and the court must find that normal investigative
procedures have been tried and failed or reasonably appear to be unlikely to
succeed if tried or to be too dangerous. §§2518(1)(c) and (3)(c),” United
States v. Giordano, 416 U.S. 505, 515 (1974).
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B9 «[t]he necessity requirement was intended to ensure that wiretaps are not
used as the initial step in a criminal investigation. However, officials need
not exhaust every conceivable investigative technique before obtaining a
wiretap.” United States v. Forrester, 616 F.3d 929, 944 (9th Cir. 2010)
(internal citations omitted); see also, United States v. Long, 639 F.3d 293,
301 (7th Cir. 2011).

67 18 U.S.C. 2518 "...(7) Notwithstanding any other provision of this chapter,
any investigative or law enforcement officer, specially designated by the
Attorney General, the Deputy Attorney General, the Associate Attorney
General, or by the principal prosecuting attorney of any State or subdivision
thereof acting pursuant to a statute of that State, who reasonably determines
that—

(a) an emergency situation exists that involves—

(i) immediate danger of death or serious physical injury to any person,

(i1) conspiratorial activities threatening the national security interest, or

(ii1) conspiratorial activities characteristic of organized crime,

that requires a wire, oral, or electronic communication to be intercepted before
an order authorizing such interception can, with due diligence, be obtained,
and

(b) there are grounds upon which an order could be entered under this chapter
to authorize such interception,

may intercept such wire, oral, or electronic communication if an application for
an order approving the interception is made in accordance with this section
within forty-eight hours after the interception has occurred, or begins to
occur. In the absence of an order, such interception shall immediately
terminate when the communication sought is obtained or when the
application for the order is denied, whichever is earlier. In the event such
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application for approval is denied, or in any other case where the
interception is terminated without an order having been issued, the contents
of any wire, oral, or electronic communicationintercepted shall be treated as
having been obtained in violation of this chapter, and an inventory shall
beserved as provided for in subsection (d) of this section on the person
named in the application..."

©% 18 U.S.C. 2518(5).

(* we consider the factors identified by the Supreme Court (1) whether a large
number of the calls are very short, one-time only, or in guarded or coded
language; (2) the breadth of the investigation underlying the need for the
wiretap; (3) whether the phone is public or private; and (4) whether the
non-minimized calls occurred early in the surveillance. 436 U.S. at 140-41.
It is also appropriate to consider (5) the extent to which the authorizing
judge supervised the ongoing wiretap. United States v. Lopez, 300 F.3d 46,
57 (1st Cir. 2002); United States v. Daly, 535 F.2d 434, 442 (8th Cir.
1976); United States v. Vento, 533 F.2d 838, 853 (3d Cir. 1976).
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@0 18 U.S.C. 2518(8)(a),(b).
“D 18 U.S.C. 2518(8)(d).
@218 U.S.C. 2518 (9).
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@3 18 U.S.C. 2703 "(a) Contents of wire or electronic communications in
electronic storage.—A governmental entity may require the disclosure by a
provider of electronic communication service of the contents of a wire or
electronic communication, that is in electronic storage in a wire or
electronic communications system for one hundred and eighty days or less,
only pursuant to a warrant issued using the procedures described in the
Federal Rules of Criminal Procedure (or, in the case of a State court, issued
using State warrant procedures) by a court of competent jurisdiction..."

18 U.S.C. 2703 "(a)..... A governmental entity may require the disclosure

by a provider of electronic communications services of the contents of a

wire or electronic communication that has been in electronic storage in an

electronic communications system for more than one hundred and eighty
days by the means available under subsection (b) of this section....."

9 18 U.S.C. 2703(d)(“A court order for disclosure under subsection (b) or (c)
may be issued by any court that is a court of competent jurisdiction...”); 18
U.S.C. 2711(3)(*“As used in this chapter... (3) the term ‘court of competent
jurisdiction’ has the meaning assigned by section 3127, and includes any
Federal court within that definition, without geographic limitation™); 18
U.S.C. 3127(2)(emphasis added) (“As used in this chapter... (2) the term
“court of competent jurisdiction” means—(A) any district court of the
United States (including a magistrate of such a court) or a United States
Court of Appeals having jurisdiction over the offense being
investigated...”), with, 18 U.S.C. 2516(3)(“Any attorney for the
Government... may authorize an application to a Federal judge of
competent jurisdiction for, and such judge may grant... an order authorizing
or approving the interception of electronic communications...”); 18 U.S.C.
2510(9)(“ As used in this chapter... ‘Judge of competent jurisdiction’
means—(a) a judge of a United States district court or a United States court

of appeals”™).
[ £¥A ]
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@9 United States v. Berkos, 543 F.3d 392, 397 (7th Cir. 2008), quoting 18
U.S.C. 2703(a), (“[W]hen ‘a court with jurisdiction over the offense’ issues
an out-of-district warrant for the seizure of electronic communications, it
must do so ‘using the procedures described in the Federal Rules of Criminal
Procedure’”); see also, 18 U.S.C. 2711(3).

@7 18 U.S.C. 2703(d) " Requirements for court order—A court order for
disclosure under subsection (b) or (¢) may be issued by any court that is a
court of competent jurisdiction and shall issue only if the governmental
entity offers specific and articulable facts showing that there are reasonable
grounds to believe that the contents of a wire or electronic communication,
or the records or other information sought, are relevant and material to an
ongoing criminal investigation. In the case of a State governmental
authority, such a court order shall not issue if prohibited by the law of such
State. A court issuing an order pursuant to this section, on a motion made
promptly by the service provider, may quash or modify such order, if the
information or records requested are unusually voluminous in nature or
compliance with such order otherwise would cause an undue burden on
such provider....."

“® United States v. Warshak, 631 F.3d 266, 283, 290 n.21 (6th Cir. 2010).
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@918 U.S.C. 2703 (b) (2) (B).

©9 18 U.S.C. 2705(a)(1)(B), (4) " .... Extensions of the delay of notification
provided in section 2703 of up to ninety days each may be granted by the
court upon application, or by certification by a governmental entity, but
only in accordance with subsection (b) of this section...... "

©D 18 U.S.C. 2705(a) "..... (2) An adverse result for the purposes of paragraph
(1) of this subsection is—

(A) endangering the life or physical safety of an individual;

(B) flight from prosecution;

(C) destruction of or tampering with evidence;

(D) intimidation of potential witnesses; or

(E) otherwise seriously jeopardizing an investigation or unduly delaying a
trial....."

4218 U.S.C. 3127 " As used in this chapter—....... (3) the term “pen register”
means a device or process which records or decodes or other dialing,
routing, addressing, and signaling information reasonably likely to identify
the source of a wire or electronic communication, provided, however, that
such information shall not include the contents of any communication, but
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such term does not include any device or process used by a provider or
customer of a wire or electronic communication service for billing, or
recording as an incident to billing, for communications services provided
by such provider or any device or process used by a provider or customer of
a wire communication service for cost accounting or other like purposes in
the ordinary course of its business;...... "

Jlail 1as lily Jla) o Jlad¥) lily i @l o Jsas e st Slea 5o "deadll) o
D 5yeal) dadn ¥ L eV Lal) sda (ssine calibull @l cpeuats YT daji 8la) 3ok o
Gliws b (5ral dage L ALl ol Aardl) A Clead VL] dadd 393 Lgadiiay
cJaall
4318 U.S.C. 3127 " As used in this chapter—....... (4) the term “trap and trace
device” means a device or process which captures the incoming electronic
or other impulses which identify the originating number or other dialing,
routing, addressing, and signaling information reasonably likely to identify
the source of a wire or electronic communication, provided, however, that

such information shall not include the contents of any
communication;......
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918 U.S.C. 3122.
6918 U.S.C. 3123.
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G718 U.S.C. 3125.
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950 U.S.C. § 1805 (requiring probable cause for electronic surveillance); 50
U.S.C. § 1824(requiring probable cause for physical surveillance).
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69 50 U.S.C. § 1801(h) (defining minimization procedures).
D 50 U.S.C. § 1842(a)(1).

2 1d. at (c)(2).

(63 USA FREEDOM Act of 2015, Pub. L. 114-23, Sec. 201.
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6950 U.S.C. § 1861(a)(1).
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% Art. 100 " En matiére criminelle et en matiére correctionnelle, si la peine

encourue est €gale ou supérieure a trois ans d'emprisonnement, le juge

d'instruction peut, lorsque les nécessités de l'information l'exigent, prescrire

l'interception, I'enregistrement et la transcription de correspondances

émises par la voie des communications é€lectroniques. Ces opérations sont
effectuées sous son autorité et son controle..."
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"alors qu'il résulte des articles 100, 100-4 et 100-5 du code de
procédure pénale que seul le juge d'instruction détient le pouvoir
d'ordonner des écoutes téléphoniques et des retranscriptions des
conversations ainsi interceptées dans le cadre d'une information

judiciaire".
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9 Cour de cassation, criminelle, Chambre criminelle, 24 septembre2019, 18-
85.736, Inédit.

9 Art 100-1 "La décision prise en application de l'article 100 est motivée par
référence aux éléments de fait et de droit justifiant que ces opérations sont
nécessaires. Elle comporte tous les ¢léments d'identification de la liaison a
intercepter, l'infraction qui motive le recours a l'interception ainsi que la
durée de celle-ci".

Y Art. 100-2 "Cette décision est prise pour une durée maximum de quatre
mois. Elle ne peut étre renouvelée que dans les mémes conditions de forme
et de durée, sans que la durée totale de l'interception puisse excéder un an
ou, s'il s'agit d'une infraction prévue aux articles 706-73 et 706-73-1, deux
ans".




Aalaa pale Alaa (A8 $LAN) & gand) g bl Al & danadia Alaa) 443 gilal) Alpal)

(ISSN: 2537- 0758)

o st w0 S e il

o —Mae g oy sl — il dalall clelaY) sl
Deana e o oY) 20 4 Jagiall Jloadll Javall jsele ol Ggaiatll el
Cbantl) 23 g o(Leileil Gli cdadaal) o2y ) 4dd 3 (bl ke JS
olaal) plgul an

asi ol a1 i S e —Masa 0 =10 alall Gy —elliS Gl LS
sl

oAl 13gl JBse ()5 ansie Blana) 2 daiad dal i JlatV) oIS 13y

Lalg)) Gl e colantll o Ao duwi @) (i) AaSas sliad Sl dg
Jlai¥) (sgine s U pabyally Gllaadlall (1920 89 pin 4n aladl) by chia)
Cleba¥l Ol e 0=V ee s E-) 0 sl B lgle Gageaidl gLl
Lady Ay cdzaall leh) b had sadall cOluhall il calln Al Al
L dalid) Bl 3 sobad) dlea ) g B g dujlas e 3 VI
Llee (g0 AlZaiall bl 83 8yg i Lad Ol by WS cddlaall
L e )

2 Art. 100-4 " Le juge d'instruction ou l'officier de police judiciaire commis
par lui dresse proces- verbal de chacune des opérations d'interception et
d'enregistrement. Ce procés-verbal mentionne la date et I'heure auxquelles
l'opération a commencé et celles auxquelles elle s'est terminée.

Les enregistrements sont placés sous scellés fermés."

) Art. 100-5 " Le juge d'instruction ou l'officier de police judiciaire commis
par lui transcrit la correspondance utile a la manifestation de la vérité. Il en
est dressé proces-verbal. Cette transcription est versée au dossier.

Les correspondances en langue étrangere sont transcrites en francais avec
l'assistance d'un interprete requis a cette fin.

A peine de nullité, ne peuvent étre transcrites les correspondances avec un
avocat relevant de I'exercice des droits de la défense.

A peine de nullité, ne peuvent étre transcrites les correspondances avec un
journaliste permettant d'identifier une source en violation de l'article 2 de la
loi du 29 juillet 1881 sur la liberté de la presse."

" Cour de cassation, criminelle, Chambre criminelle, 31 octobre2012, 12-
84.220, Inédit.
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"que les écoutes téléphoniques font I'objet d'enregistrements
téléphoniques dont l'exploitation impose la prise de notes et de
reperes préalables a leur retranscription dans les formes exigées par
les articles 100-4 et 100-5 du code de procédure pénale laquelle
nécessite une sélection des seules correspondances utiles a la
manifestation de la vérité et ne relevant pas de l'exercice des droits
de la défense ou de la protection des sources en mati¢re de presse
ainsi que la mise sous scellés des enregistrements".
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"que le pouvoir, conféré au juge d'instruction par l'article 100
du Code de procédure pénale, de prescrire, lorsque les nécessités
de l'information l'exigent, l'interception, l'enregistrement et la
transcription de correspondances émises par voie de
télécommunication trouve sa limite dans le respect des droits de la
défense qui commande notamment la confidentialit¢ des
correspondances entre la personne mise en examen et l'avocat
qu'elle a désigné ; qu'une conversation téléphonique intervenant
entre eux ne peut étre transcrite et versée au dossier que si son

contenu et sa nature sont propres a faire présumer la participation
de cet avocat a une infraction".

5 Cour de Cassation, Chambre criminelle, du 1 octobre 2003, 03-82.909,
Publié au bulletin.
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"le droit au respect de la vie privée doit reposer sur une base
légale suffisamment accessible et prévisible ; que les articles 100 et
suivants du code de procédure pénale, qui ne prévoient
I’interception de messages que pour [’avenir, ne sauraient
constituer une base l1égale suffisamment précise pour encadrer la
saisie d’un stock de mails ; que la chambre de I’instruction ne
pouvait, pour écarter le moyen tiré d’un défaut de base légale de
I’ingérence litigieuse, se borner a considérer qu’un mail entre dans
le champ des «correspondances» visées a 1’article 100 du code de
procédure pénale; qu’en effet, une intrusion dans une boite de
messagerie ¢lectronique, susceptible de conduire a la récupération
de données stockées, nécessite un encadrement particulier que

n’assurent pas les dispositions relatives a D’interception des
correspondances’.

76 Art. 100-6 "Les enregistrements sont détruits, 4 la diligence du procureur de
la République ou du procureur général, a l'expiration du délai de
prescription de I'action publique.

11 est dressé proces-verbal de 1'opération de destruction."

" Cour de cassation, Chambre criminelle, arrét du 8 juillet 2015.
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7% French Internal Security Code is available at
http://www.legifrance.gouv.fr/affichCode.do?cidTexte=LEGITEXT000025
503132&dateTexte=20151111

7 Law no 2015-912 of 24 July 2015 related to intelligence— Exposé des motifs
(available at
http://www.legifrance.gouv.fr/affichLoiPubliee.do;jsessionid=AC82D0703
DA2374DEF16BEA404A88989.tpdila23v_3?idDocument=JORFDOLE00
0030375694 &type=expose&typelLoi=&legislature=14)

®0 Article L811-3" Pour le seul exercice de leurs missions respectives, les
services spécialisés de renseignement peuvent recourir aux techniques
mentionnées au titre V du présent livre pour le recueil des renseignements
relatifs a la défense et a la promotion des intéréts fondamentaux de la
Nation suivants:

1- L'indépendance nationale, l'intégrité du territoire et la défense nationale;

2- Les intéréts majeurs de la politique étrangere, l'exécution des engagements
européens et internationaux de la France et la prévention de toute forme
d'ingérence étrangere;

3- Les intéréts économiques, industriels et scientifiques majeurs de la France;

4- La prévention du terrorisme;

5- La prévention:

a) Des atteintes a la forme républicaine des institutions;

b) Des actions tendant au maintien ou a la reconstitution de groupements
dissous en application de l'article L. 212-1;

¢) Des violences collectives de nature a porter gravement atteinte a la paix
publique;

6- La prévention de la criminalité et de la délinquance organisées;
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7- La prévention de la prolifération des armes de destruction massive."

@) Conseil d’Etat— séance du jeudi 12 mars 2015— avis sur un projet de loi
relative au renseignement (available at
file:///C:/Users/FPFBenedicte/Downloads/avis_ce prmx1504410L cm_19
03_2015.pdf)

®2 Article L. 851-1 of the French Internal Security Code.

®3) Article L. 851-2 of the French Internal Security Code.
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@4 Articles L. 851-1 to L. 851-7 of the French Internal Security Code.

®9 Article L. 851-3 of the French Internal Security Code.

®6 Art. L821-1 "La mise en ceuvre sur le territoire national des techniques de
recueil de renseignement mentionnées au titre V du présent livre est
soumise a autorisation préalable du Premier ministre, délivrée aprés avis de
la Commission nationale de contrdle des techniques de renseignement.

Ces techniques ne peuvent é&tre mises en ceuvre que par des agents
individuellement désignés et habilités."

@7 Art. 1L821-2 "L'autorisation mentionnée a l'article L. 821-1 est délivrée sur
demande écrite et motivée du ministre de la défense, du ministre de
l'intérieur, du ministre de la justice ou des ministres chargés de 1'économie,
du budget ou des douanes. Chaque ministre ne peut déléguer cette
attribution individuellement qu'a des collaborateurs directs habilités au
secret de la défense nationale.

La demande précise:

1- La ou les techniques a mettre en ceuvre;

2- Le service pour lequel elle est présentée;

3- La ou les finalités poursuivies;

[ o)
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4- Le ou les motifs des mesures;

5- La durée de validité de l'autorisation;

6- La ou les personnes, le ou les lieux ou véhicules concernés..."
®% Article L. 831-1 of the French Internal Security Code.
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9 Art. L821-4 "L'autorisation de mise en ceuvre des techniques mentionnées
au titre V du présent livre est délivrée par le Premier ministre pour une
durée maximale de quatre mois. Le Premier ministre ne peut déléguer cette
attribution individuellement qu'a des collaborateurs directs habilités au
secret de la défense nationale. L'autorisation comporte les motivations et
mentions prévues aux 1° a 6° de l'article L. 821-2. Toute autorisation est
renouvelable dans les mémes conditions que celles prévues au présent
chapitre.

Lorsque l'autorisation est délivrée apres un avis défavorable de la Commission
nationale de controle des techniques de renseignement, elle indique les
motifs pour lesquels cet avis n'a pas été suivi.

L'autorisation du Premier ministre est communiquée sans délai au ministre
responsable de son exécution ainsi qu'a la commission.

La demande et l'autorisation sont enregistrées par les services du Premier

ministre. Les registres sont tenus a la disposition de la Commission

nationale de contréle des techniques de renseignement."

Art. L821-5 "En cas d'urgence absolue et pour les seules finalités

mentionnées aux 1° et 4° et au a du 5° de l'article L. 811-3, le Premier

ministre, ou l'une des personnes déléguées mentionnées a l'article L. 821-4,

peut délivrer de maniere exceptionnelle I'autorisation mentionnée au méme

article L. 821-4 sans avis préalable de la Commission nationale de contrdle
des techniques de renseignement. Il en informe celle-ci sans délai et par
tout moyen.

Le Premier ministre fait parvenir a la commission, dans un délai maximal de
vingt- quatre heures a compter de la délivrance de l'autorisation, tous les
¢léments de motivation mentionnés audit article L. 821-4 et ceux justifiant
le caractére d'urgence absolue au sens du présent article."
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O Article L. 833-2 of the French Internal Security Code.

2 Art. L 833-6 "La commission peut adresser, a tout moment, au Premier
ministre, au ministre responsable de son exécution et au service concerné
une recommandation tendant & ce que la mise en ceuvre d'une technique soit
interrompue et les renseignements collectés détruits lorsqu'elle estime que:

1- Une autorisation a ét¢ accordée en méconnaissance du présent livre;

2- Une technique a été mise en ceuvre en méconnaissance du présent livre;

3- La collecte, la transcription, l'extraction, la conservation ou la destruction
des renseignements collectés est effectuée en méconnaissance du chapitre 11
du titre II du présent livre."

) Art. 1L833-4 "De sa propre initiative ou lorsquelle est saisic d'une
réclamation de toute personne souhaitant vérifier qu'aucune technique de
renseignement n'est irréguliérement mise en ceuvre a son égard, la
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commission procéde au contrdle de la ou des techniques invoquées en vue
de vérifier qu'elles ont été ou sont mises en ceuvre dans le respect du
présent livre. Elle notifie a I'auteur de la réclamation qu'il a été procédé aux
vérifications nécessaires, sans confirmer ni infirmer leur mise en ceuvre."

9 Art. 1L833-8 "Le Conseil d'Etat peut étre saisi d'un recours prévu au 2° de
l'article L. 841-1 soit par le président de la commission lorsque le Premier
ministre ne donne pas suite aux avis ou aux recommandations de la
commission ou que les suites qui y sont données sont estimées
insuffisantes, soit par au moins trois membres de la commission."

© Article L. 773-7 CAJ.

©9 Former Article L. 854-1 of the French Internal Security Code.
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©7 Decision 1n0.2015-713 of 23 July 2015— Considérant 49 (available at
http://www.conseil- constitutionnel. fr/conseil-
constitutionnel/root/bank/pdf/conseil-constitutionnel-144138.pdf).

%) Article L. 822-2 of the French Internal Security Code.

9 Article L. 822-3 of the French Internal Security Code.

190 T aw n2015-1556 of 30 November 2015 relating to surveillance measures
of international electronic measures (available at
http://www.legifrance.gouv.fr/affichTexte.do;jsessionid=998EACDAO0SB7
9BB46ECB1B480CC1846E.tpdila07v_2?cidTexte=JORFTEXT000031549
747&dateTexte=&oldAction=rechJO&categorieLien=1d&idJO=JORFCON
T000031549744).
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10D Article L. 854-2 of the French Internal Security Code.

192 Article L. 854-5 of the French Internal Security Code.

U Article L. 854-9 of the French Internal Security Code.

1% Individual recourse set forth in article L. 841-1 of the French Internal
Security Code applies to these provisions.

19" Decision 1n0.2015-722 DC of 26 November 2015 (available at
http://www.legifrance.gouv.fr/affichTexte.do;jsessionid=998EACDAO0S5B7
9BB46ECB1B480CC1846E.tpdila07v_2?cidTexte=JORFTEXT000031549
759&dateTexte=&oldAction=rechJO&categorieLien=1d&idJO=JORFCON
T000031549744).
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