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Abstract

The COVID-19 pandemic has led to unexpected changes in various sectors, particularly in the
health field. It has significantly impacted pharmaceutical supply chains, revealing weaknesses in
information exchange and transparency within the chain. Patients are uncertain about the
integrity of medications, and a major vulnerability is the lack of effective methods to track drugs
throughout different stages of the supply chain. There is also a lack of synchronized observations
among all parties involved in the system regarding the current status of drugs. The risks of the
pharmaceutical supply chain have become increasingly evident, contradicting the current digital
transformation era in Egypt. We propose a reliable automated system using blockchain
technology and the Internet of Things (IoT) to enhance the performance of the pharmaceutical
supply chain. This would make the manufacturing and distribution of drugs in Egypt more
efficient.

Keywords: Blockchain, pharmaceutical supply chain, Internet of Things (10T), Food and Drug
Administration (FDA), Egyptian Drug Authority (EDA).
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