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Evaluating the level of cyber awareness among employees
responsible for accounting information systems in Libyan
financial institutions
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Abstract:

This research aims to determine the level of knowledge
and public awareness of cyber information security risks and
threats among employees, and to evaluate the extent of
employees’ commitment to the information security policies and
procedures followed in their organizations. The research also
aims to identify the relationship between the level of cyber
awareness and some variables such as academic qualifications
and years of experience. The research seeks to develop
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recommendations and proposals to enhance the level of cyber
awareness and fill the existing gaps among employees in these
institutions. The quantitative methodology for this research was
followed as it is the most widespread methodology for collecting
and analyzing data in accounting and administrative sciences,
information systems sciences, and cybersecurity in order to reach
the desired results. Survey questions were created and distributed
to a group of employees in financial institutions in Libya to
assess the level of cyber awareness among employees responsible
for accounting information systems in financial institutions. The
questionnaire was created using Google Form and distributed to
the people involved in the experiment. 200 responses were
collected, and SPSS was used to analyze the data and reach
results. There is an inverse relationship between the high level of
cyber awareness and cases of exposure to cyber-attacks on
accounting information systems, as indicated by the Pearson
coefficient (0.695), at a significance level (0.05). The results also
indicated that there are high average values indicating that a large
number of employees have high degrees of cyber awareness
related to accounting information systems in financial
institutions, such as the ability of employees to recognize
electronic fraud attempts or fraudulent e-mail (average 3.99,
standard deviation 0.908). One manifestation of this awareness is
that the majority of employees take preventive measures such as
constantly changing default passwords (average 3.93, standard
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deviation 0.929), and striving to encrypt sensitive data during
transfer or storage (average 3.92, standard deviation 0.928). In
conclusion, the research recommended the necessity of
conducting intensive training courses for employees on best
practices in the field of cybersecurity. and developing a
mechanism to measure the extent of employees’ commitment to
implementing cybersecurity policies and procedures.

Keywords: cybersecurity, accounting information systems,
information security, financial institutions, Libya.
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