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Challenges and problems of using
artificial intelligence technologies
In police and judicial work
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Summary:

The research aims to study the challenges and problems of using
artificial intelligence technologies in police and judicial work,
explaining the concept of artificial intelligence and its types, the
most important technologies used, and an in-depth study of the
most important challenges and problems facing its use, such as:
protecting information security and the risks of electronic
penetration on cyber security and national security, then a
statement. The legality of this use in the procedures carried out
by the police officer of a security or police nature and those
actions and procedures carried out by him in his capacity as a
judicial arrest officer, as well as judicial procedures carried out
by the investigating authority or the court.

The researcher reached several results, including those related to
the importance of using artificial intelligence in police and
security work and the amazing results it achieved in reducing the
spread of crime, preventing and predicting it, such as: the use of
(self-driving) drones, independent (self-driving) cars, and highly
intelligent robots, As well as the paramount importance of using
these techniques in primary investigation and trial procedures,
especially in issuing orders for pretrial detention, arrest,
conditional release, and predictive justice. Among them is what
relates to the legality of this use and the adequacy of current
procedural texts in dealing with that use.

The recommendations, the most important of which are: The
Egyptian legislator should address electronic penetration of
artificial intelligence technologies and tampering with their
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software and operating systems, with special texts. The legislator
intervened by regulating the procedures in which a highly
intelligent robot can be used independently of the police. This
requires stipulating that this robot be considered a judicial police
officer of a special nature. It established procedural legislative
regulation for the use of these techniques in police work, to
prevent and predict the commission of crime, or in judicial work
by the Public Prosecution, or by the court.

Key words: Artificial intelligence - autonomous drones -
autonomous cars - crime prediction - predictive justice.
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1) John E. Kelly, Computing, Cognition, and the Future of Knowing: How
Humans and Machines are Forging a New Age of Understanding,
September 2016, Vol. 28/No.8, available at:
https://cra.org/crn/2016/09/computing-cognition-future-knowing-humans-
machines-forging-new-age-understanding/8/1/2021
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3) Brown, Brad, Michael Chui, and James Manyika, “Are You Ready for the
Era of ‘Big Data’?” McKinsey Quarterly, Vol. 4, No. 1, October 2011, P:25.
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See: Jeff Crume, Doug Lhotka, Carma Austin, Security and Artificial
Intelligence, op. cit., P:7.
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1) https://www.ibm.com/ae-ar/security/artificial-intelligence/7/1/2021
2) Brown, Brad, Michael Chui, and James Manyika, “Are You Ready for the
Era of ‘Big Data’?”, op. cit., P:26.

( )
L "°V )



d}y‘cvﬂ‘—\"YOﬁL;iJ‘Ml—M‘gasw‘bw‘—ws‘jﬁ|C‘9J:\l@°

AhY) Caendy i) S 2Ly ey deganal) oda e 3Ly Auaylal)
N EESNIAPIN g S NEN (P

e Ao gana gl (laly e ol ag (WPS) duiis oo 355al cule] LS
leie Bl (Ko Aanadie Lllat b i ) AllSid) @l Sl
pxing cdbyre iyl g ¢ geliball clSA ae s Jola aaadi] dan )8 eSS
A (e ajal) padien AV (aslly (Gaeal) aleil) S Y alail) Lgaany
(Yot

1l Gaiilly (gl i) Jolas - Ll

g5l jaalis anall dbila dud) by 1@l (Big Data) (5l cibilul) Cajes
lellas (Sary clgiallany lgiiads lehaad dgawy Wjolias dasly dejull
Ll il padlaial (S WS gl cOlanl) dadiy il lead) alasiuly
...... Sy e oalaill (W aall g Uadll s e degiia cilelll 8 AR
selaa¥) dalsll dilus DA e (S bl muead g o (M)oal
& bl ol ) yualSs (GPS) allall adlgal) wa 53625 Social Media

oWV clillay o SA bl Glag gl c@satll Sy g lsdll

1) Jeff Crume, Doug Lhotka, Carma Austin, op. cit., P:5.
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1) Randy Rieland, Artificial Intelligence Is Now Used to Predict Crime. But
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gsed-predict-crime-is—it-biased-180968337/11/1/2021
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YAngwin, Julia, Jeff Larson, Surya Mattu, and Lauren Kirchner, “Machine
Bias: There’s Software Used Across the Country to Predict Future
Criminals. And It’s Biased Against Blacks,” ProPublica, May 23, 2016. As
of December 5, 2016:

https://www.propublica.org/article /machine-bias-risk-assessments-in-
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1) Larson, Jeff, Surya Mattu, Lauren Kirchner, and Julia Angwin, “How We
Analyzed the COMPAS Recidivism Algorithm,” ProPublica, May 23, 2016.
As of December 6, 2016:
https://www.propublica.org/article/how-we-analyzed-the-compas-
recidivism-algorithm

%) Osonde A. Osoba, William Welser IV, op. cit., P: 26.
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1) Randy Rieland, Artificial Intelligence Is Now Used to Predict Crime. But
Is It Biased?, MARCH 5, 2018, available at:
https://www.smithsonianmag.com/innovation/artificial-intelligence-is-now-
used-predict-crime-is-it-biased-180968337/11/1/2021
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Business Insider, August 8, 2017.

Nick Statt, “Skydio’s Al-Powered Autonomous R1 Drone Follows You
Around in 4K,” TheVerge, February 13, 2018.

2)KATHARINA LEY BEST and Others, op. cit., P:xi.
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1 ibid.

%) Andrew J. Kerns, and others, “Unmanned Aircraft Capture and Control
Via GPS Spoofing,” Journal of Field Robotics, Vol. 31., No. 4, July/August
2014; Fernando Trujano, and others, “Security Analysis of DJI Phantom 3
Standard,” Massachusetts Institute of Technology, May 11, 2016, P:3,
1/1/2021, available at:
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https://courses.csail.mit.edu/6.857/2016/files/9.pdf. Junia Valente and
Alvaro E. Cardenas, “Understanding Security Threats in Consumer Drones
Through the Lens of the Discovery Quadcopter Family,” Proceedings of the
2017 Workshop on Internet of Things Security and Privacy, Dallas, Tex.:
Association for Computing Machinery, 2017.
1) Fernando Trujano, and others, op. cit., P:3

[ s¢¢ )

\ )


https://courses.csail.mit.edu/6.857/2016/files/9.pdf

JL&.&JU L;b,.:.“ J.q.d\ é u.é\..h.,a&| S CJ\,..\B c\.b's’;a‘ CJ\.)K.J:L; h:)liv\?h: -y

DAY dE e @l Lo Al paanally il ol llad) (g
oY) alall 31pa) e aai B L Jhlaal s Gl e clawsally
Electronic ) s 5 eVl pabaall Hhlde e 23 Lo sy (Al

.(Cyber Security) ) A (Security

Jo¥) gl
) a1l Cgpe BALAY 403 lyal) il Al ld

Bt Cage Lol 5oLl A513 LSyall dilels Joa Lyl (e <)l
OSV LAY pe agleling aglacy cagidane Bol  uldl) gy iy Al 4ua<l)
BN Ll LSyl L Linds () Cgl) (b Caans Tegan ST )58 llia
Caal A ais duygsall Aokl alatiy Gully et Jale (S kil sale)
led Coefies N SR Ly Lital Slaaiad] 8ygpm M (N)a¥ 0 Yo Gle

gand ling gl A ms Gl Led Lo e Jalaill LaSy LSl o

) Sean E. Goodison and others, Autonomous Road Vehicles and Law
Enforcement, published by RAND Corporation, 2017, P: 1, available at:
file:///C:/Users/HP/Downloads/RAND_RRA108-4.pdf/2/1/2021
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James M. Anderson and others, op. cit., P: Xiv.
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1) Sean E. Goodison and others, op. cit., P: 2.
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James M. Anderson and others, op. cit., P: 58-59.
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') Quain, John R., “These High-Tech Sensors May be the Key to
Autonomous Cars,” New York Times, September 26, 2019. Siddiqui, Faiz,
“What Self-Driving Cars Can’t Recognize May Be a

Matter of Life and Death,” Washington Post, November 11, 2019.

?) Sean E. Goodison and Others, Autonomous Road Vehicles and Law
Enforcement, op. cit., P:8.

%) ibid, P:9.
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1) Sean E. Goodison and Others, op. cit., P:11.
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1) Sean E. Goodison and Others, op. cit., P:12.
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1) James M. Anderson and others, Autonomous Vehicle Technology, A
Guide for Policymakers, op. cit., P: 70.

2) Manar Abu Talib and Others, Systematic literature review on Internet-of-
Vehicles communication security, International Journal of Distributed
Sensor Networks, Vol. 14(12), 2018, P:2.
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