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Developing Cybersecurity Culture for Helwan University Students
in Light of Digital Media Education Competencies

(A Suggested Proposal)
Dr. Asmaa Mourad Saleh Mourad Zeidan
Assistant Professor at Foundations of Education Department

Faculty of Graduate Studies for Education - Cairo University
Abstract

The study aimed to identify the conceptual framework of digital
media education in universities, identify the most important digital
media education competencies necessary for university students to
develop cybersecurity culture, and reveal the current reality of
cybersecurity culture for Helwan University students in light of
digital media education competencies and their development
methods. Also, a suggested proposal was provided to develop
cybersecurity culture for Helwan University students in light of
digital media education competencies. The study followed the
descriptive approach and used a questionnaire as a tool for
collecting data. The study sample consisted of (347) students from
the faculties of (Education, Commerce and Business
Administration, Tourism and Hotels) at Helwan University. The
study revealed several results, perhaps the most important of

which were:

- Weak focus of university regulations and laws on
cybersecurity issues and practices at universities, which
exposes university systems and networks to the risk of
hacking and cyberattacks.
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Lack of specialists in the field of cybersecurity in universities,
which makes it difficult to implement cybersecurity strategies
effectively.

Students’ poor awareness of how to use public Internet
networks in a secure and encrypted manner to protect their
sensitive data from hacking and theft, which exposes them to
the risk of digital identity theft, hacking of email accounts and
social networks, and electronic fraud.

Lack of specialized educational and training programs in the
field of cybersecurity, which negatively affects students’
ability to acquire skills and safe practices in using digital
technology.

Students’ poor awareness of the importance of using strong
passwords and changing them regularly to secure their
personal accounts and sensitive data from cyber threats and
hacks.

Some students neglect the procedures for updating programs
and applications necessary to address security vulnerabilities.
This makes them vulnerable to electronic attacks targeting
out-of-date versions.

Key words: Cybersecurity - Competencies- Digital Media Education
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