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The Role Of Cybersecurity In Protecting Parties

To E-Commerce Contracts
Mohamed Ebrahim Morsi
Department of Commercial And Maritime, Faculty Of Law,
Alexandria University, Egypt.
E-mail: mohamedebrahimmorsy@hotmail.com
Abstract:

E-commerce platforms and companies deal with sensitive
customer data, such as personal information and credit card
details, which can be seized and exploited by hackers and
cybercriminals. Therefore, companies and e-commerce platforms
must adhere to cybersecurity measures and procedures to protect
contractors in e-commerce And the completion of its contracts,
due to the multiple benefits that cybersecurity brings to
companies, merchants, and customers, and to exchanging trust
between them, and contractors in e-commerce expect that
platforms and online commercial companies will provide them
with a safe and reliable shopping experience, and customers will
shop safely through committed e-commerce platforms. With
cybersecurity, which attracts consumers and clients to deal and
contract with these secure platforms, and with the spread of
transactions, With the diversity of e-commerce, new types of
cybercrimes have emerged, which are constantly changing and
evolving, which poses challenges to cybersecurity. Cybercriminals
have become more sophisticated and innovative in methods and
techniques for launching cyberattacks, and they target new
technologies. Therefore, cybersecurity has become necessary and

inevitable to protect ,Ecommerce contractors.

Keywords: Cybersecurity, E-Commerce Contracts, Protection
Of Contractors, Companies, And Customers, Cybercrime.
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mutatalabat tahqiq al'amn alsiybiranaa Ili'anzimat almaelumat
al'iidariat bijamieat almalik saeud, majalat kuliyat altarbiat jamieat
almansurati, yuliu 2020 .
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* husin bin rashid alttyaar, al'amn alsiybirania fi manzur maqasid
alsharae ,dirasat tasiliati, almamlakat alearabiat alsaeudiat jamieat
altaayif, majalat altaayif lileulum al'iinsaniati, alsanat 2020.

* alduktur/eadnan mustafi albari, maqal bieunwan 'amn almaelumat
wal'amn alsaybiranaa, kuliyat alhasibat watigniat almaelumat
,Jamieat almalik eabd aleaziza.

* alduktur /eadil radi ,maqal bieunwan alwiqayat min almakhatir
alsiybiraniat ,jamieat tabuk , alsanat 2006.

* nahaa majdi alsayid ,maqal bieunwan al'amn alsaybiraniu
waealagatuh  bialmadmun al'iielamii  fi  zili ruyat misr
2030,almajalat aleilmiat libuhuth al'aelami, alsinati2021.

* alduktur /husam al'ahwanaa ,maqal bieunwan 'athabat euqud
altyjarat al'iiliktruniat ,mutamar alqanun watahadiyat almustagbal
,kuliyat alhuquq jamieat alkuayt ,1997.

* alduktur / ashraf wafa muhamad ,maqal bieunwan euqud altijarat
al'iiliktruniat fi alqanun alduwalii alkhasi ,almajalat almisriat
lilganun alduwalii ,aleadad 57,alsanat 2001.

* alduktur adris eatiat ,maqal bieunwan makanat al'amn alsiybirania
fi manzumat al'amn alwatanii aljazayirii, misdaqiatun, la yujad
sanatan .

¢ alduktur /aymin alharbi, magal bieunwan muqadimat fi al'amn
alsiybirania, maehad albuhuth waldirasat ,wahat am alqari.

* lamiat, maqal bieunwan altahdidat waljarayim alsaybaraniat
tathiruha eali al'amn alqgawmiu wastiratijiaat mukafahatiha ,majalat
aldirasat alganuniat walsiyasiat ,alsanat2020.

* salam lamiatun, maqal bieunwan aljarayim al'iilikturuniat baed
jadid limathum al'ajram eabr minasaat altawasul alaijtimaeii
,majalat alrawaq lildirasat aliajtimaeiat wal'iinsaniati, alsanat 2020.
* alduktur/qasim muhamad husayn, maqgal bieunwan 'asasiaat fi
al'amn alsiybirania, kuliyat alkunuz aljamieiat ,qism al'amn
alsiybirani.

* alduktur /muhamad saeid ,maqal bieunwan altaamin al'iiliktruniu
dida almakhatir alsiybiraniat ,almajalat alduwaliat lilganun ,dar
nashr gatar ,2021.

* wlid athmad ,maqal bieunwan alfarq bayn amin almaelumat
wal'amn alsiybirania ,sahifat aljazirat al'iiliktruniat ,muasasat
aljazirat al'nliktruniat lilsahafat ,alsanat 1431.
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* kamil khadir ,smar almadahi, maqal bieunwan alealagat bayn
alaiqtisad alraqgmii ,wamin almaelumat ,dirasat tatbiqiat ,almajalat
aleilmiat lilaiqtisad waltijarati, aleadad 3,alsanat 2020.

* alduktur/eabd aleaziz fathi aleulwani, maqal bieunwan himayat
almustahlik al'iiliktrunii wifq nizam altijarat al'iliktruniati, majalat
alsidi lildirasat alganuniat walsiyasiat ,aleadad alsaabie ,alsanat
2021.

* alduktur/hsin saeid alghafiri ,alsiyasat aljinayiyat fi muajahat
jarayim al'antirinti, dar alnahdat alearabiati, alsanat 2009

* alduktur/khalid eayaad alhalbi, ajara'at altahariy waltahqiq fi
jarayim alhasub ,dar althaqafat walnashr ,alsanat 2011.

* alduktur/mustafi muhamad musi ,altahqiq aljinayiyu fi aljarayim
al'niliktruniati, matabie alshurtat ,alsanat 2009.

¢ alduktur/muhamad anur eashur ,almabadi al'asasiat fi altahqiq
aljinayiyi aleamaliu, ealam alkutub ,alsanat 1987,s34.

* alduktur /khalid muhamad eajaaj ,asul altahqiq aljinayiyi ,dar
altaelim aljamieii ,alsanat2018.

* alduktur/ jamil eabd albaqi alsaghir, adalah al'athabat aljinayiyu
waltiknulujia alhadithat ,dar alnahdat alearabiat ,alsanat 2001.

¢ alduktur/khalid mamduh ‘iibrahim ,fan altahqiq aljinayiyu fi
aljarayim al'ilikturuniat ,dar alfikr aljamieii, alsanat 2018.

* alduktur/mamun muhamad salamat, al'ijjra'at aljinayiyat fi
altashrie almisrii ,dar alnahdat ,alsanat 2008

* alduktur/tariq eabd aleal hamaad ,altijarat al'iliktrunia (al'abead
altiknulujiat walmaliatu),aldaar aljamieiat ,alsanat 2008.
 alduktur/eabd almutalib eabd alhamidi, aqtisadiaat altijarat
al'iilikturuniati, aldaar aljamieiat ,alsanat 2014

* alduktur / alsayid eimran ,al'usus aleamat fi alqganun ,manshurat
alhalabii alhuqugqiat ,alsanat 2002

gawanin watashrieat:

¢ alganun almudnaa almisrii ragm 13 11sanat 1948.

e alganun ragqm 175 lisanat 2018 bishan mukafahat tagniat
almaelumat walayihatih altanfidhiat alsaadirat biqarar rayiys majlis
alwuzara' ragm 16991sanat 2020.

* ganun himayat almustahlik ,alganun ragm 181lsanat 2018
walayihatat altanfidhiat alsaadirat bigarar majlis alwuzara' ragm
lisanat 2019.

* ganun al'ijjra‘at aljinayiyat almisriu.
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e ganun al'uwnsitral alnamudhajiu bishan altjjarat alilikturuniat
1996

tigarir:

* taqrir bieunwan al'amn alsiybirania fi muasasat manzumat
al'umam almutahidati, taqrir wahdat altaftish almushtarakati,
al'umam almutahidat ,alsanat 2021.

 alastiratijiat alwataniat lil'amn alsiybiranii lidawlat alkuayt
,alhayyat aleamat lilaitisalat watiqniat almaelumat ,2017-2020.

* alastiratijiat alwataniat lil'amn alsiybirania ,wizarat alaitisalat
watiknulujiat almaelumat al'urdun ,alsanat 2021.

* taqrir al'amin aleami ,almabadi altawjihiat liaistiemal albarnama;j
alealamii lil'amn alsiybiranii ,jinif alwathiqat 65-Aalsanatu2020

* mutamar al'atraf fi aitifaqiat al'umam almutahidat limukafahat
aljarimat almunazamat eabr alwataniat ,alsanat 2015

rasayil eilmia:

* alduktur/mhand eazmi maseud ,alganun alwajib altatbiq eali
aleaqd alduwaliu ,risalat dukturah ,huquq eayn shams ,alsanat
2005.

e itifaqiaat:

« atifaqiat al'umam almutahidat almutaealiqat biaistikhdam
alkhitabat al'iilikturuniat fi aleuqud alduwalia (niuyurk 2005).
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