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Abstract:
The problem of the study: After digital transformation became an inevitable necessity, this opened the way for
many individuals to commit fraud crimes in dynamic forms constantly evolving as technology develops.
The study aims to identify the risks of introducing digitization into economic life and discuss how to protect
against electronic fraud crimes.The study's importance is Increasing individuals’ awareness to avoid falling
victim to electronic fraud, the patterns of which are rapidly developing in direct proportion to the development of
the global information society.
Method: Study type: Descriptive analytical. Used: Case study method, fraud triangle theory, case study guide on
a deliberate sample (20) cases.
Results: Most of the perpetrators were males and most of the victims were females. The relationship between
the perpetrators and their victims was mostly through social media. Electronic fraud methods: job offers, online
shopping, marriage requests, mobile messages to update bank data, and deception of winning a sum of money.
The perpetrators used many methods to gain the trust of their victims, such as private conversation, deceiving the
perpetrator's victim that his economic status is very high, face-to-face meetings, giving the victim profits before
the electronic fraud to prove the sincerity of intentions, creating social relationships, hacking a page on a social
network and sending messages from it to the people on it. The victims did not recover any money from the
perpetrators.
Recommendations: Do not respond directly to friends on social media pages when they ask to transfer money.
Do not respond to numbers from which messages are sent, such as Your Visa card account has been suspended,
please get in touch with us. Do not display Visa information to anyone. Be careful when entering any link.
Dating applications are a fertile ground for scammers. Formulate and implement laws that keep pace with rapid
technological development. Do not shake self-confidence no matter how much the perpetrator tries to weaken
the victim.
Keywords: Electronic fraud; Digital age; Electronic crimes; Scam; Social media
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