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The role of social networks in enhancing intellectual security
Mechanisms of terrorist practices and methods of combating them
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Abstract:-

The study aims to identify the role of social media networks in threatening
intellectual security and spreading extremist terrorist ideas by reviewing the
mechanisms and methods of terrorist groups to communicate through these
networks with the aim of reaching a proposed strategy that contributes to
combating extremism and violence and achieving intellectual security in
society.

The study relied on the descriptive approach through the qualitative analysis
method by monitoring and reviewing Arab and foreign media studies in the
field of the study topic. The study reached the following:-

V-The use of social media networks is characterized by a set of elements that
have increased the rates of reliance on them by terrorist organizations to
achieve the dissemination and propaganda of extremist and terrorist ideas,
the most important of which are Ensuring the element of confidentiality and
the ability to communicate with a broad public base easily and smoothly, in
addition to low expenses, which made it a contributing element in the
information and communications revolution in the spread of new patterns of
terrorism, as the process of computerizing infrastructure in many countries of
the world has placed in the hands of terrorist organizations from computer
experts the ability to achieve severe economic damage without having to
confront the security services and mobilize and recruit new terrorists through
coordination and planning to launch attacks Terrorist and members of
terrorist cells use chat, emails, rooms, etc. to plan terrorist attacks, distribute
roles, and coordinate the work and tasks of each member of the cell.

2- The most prominent types of social networking sites that are most
common and used in the field of spreading extremist and terrorist ideology
are represented in blogs: Twitter is considered one of the most important
blogs used for interaction and coordination during terrorist operations, and
the main advantage of Twitter is that it provides changing virtual
communities. Facebook is also one of the most used networking sites in
recruiting extremists, and terrorist organizations often create a “Group” on
Facebook to attract those who agree with them intellectually, then video
sharing & streaming sites: The most famous of which are YouTube,
Livestream, Sevenload, Metacafe. Terrorist groups use Instagram as
accounts that help them publish their own photos and videos.

3- The researcher reviewed some terrorist practices through social media
networks, and she addressed two realistic models, which are the model of
Israeli terrorism against Palestine and Al-Agsa Mosque, and the model of
ISIS against the Arab world. 4- Through the Zionist media experience, it
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becomes clear that the Zionist entity uses psychologists and specialists in
counter-rumors and broadcasting news with a negative impact, especially
during wars and major shocks. Some Zionist media methods directed at
Arabs can be pointed out - Using the method of falsifying facts in terms of
exaggerating small events and interpreting them in a manner consistent with
Israeli policies. - Spreading counter-rumors to stir up confusion, chaos and
despair. - Showing neutrality in the way news is broadcast and publishing the
quick news before broadcasting it through news agencies to show the news
scoop of the Zionist media.

4- All indicators confirm that "ISIS" has been able, despite its recent
emergence, to outperform all other terrorist organizations in using and
developing social media networks as a primary tool for spreading extremist
ideas and promoting itself, and this is due to the fact that the media is a
central part of the organizational structure of ISIS.

5- The most important reports stated that (80%) of those who joined ISIS
were recruited through social media, and the media dominance of ISIS is
witnessing a great development in form and content, as many media
institutions affiliated with the organization have emerged, such as "Al-I'tisam
Foundation”, "Al-Hayat Center"”, "Dabiq Media Foundation”, "Al-Khilafah
Foundation”, "Ajnad Media Production Foundation", and a number of Arabic
and English magazines have been issued, such as "Dabiq", "Al-Shamekha",
and the organization has established local radio stations such as "Al-Bayan
Radio" in Mosul, Irag, in addition to continuing to work on blogs in Russian
and English. The organization also controls a large number of websites and
electronic forums.

Keywords:- Terrorism - Social media networks - Intellectual security.
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