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Abstract

Withthe tremendous technological progress in the field of information
and communications technology via the Internet, it has become easy
for states and non-state entities to employ these advanced technologies
to carry out large-scale cyber- attacks. Thus, cyber- attacks constitute a
serious and dangerous challenge that threatens the national security of
states and the international community as a whole, especially since
some major countries have begun to resort to these attacks in order to
achieve some gains or to direct threats to other countries.

In fact, the enormous challenge facing the issue of regulating the use of
cyber- attacks is the lack of international will at the international and
regional levels, which is met by the accelerating pace of development
of electronic systems capable of infiltrating and penetrating the
electronic systems of another country, and causing damage to them,
which constitutes a sudden attack and aggression against the vital
facilities of the country subject to the cyber- attack. This challenge has
raised questions about the ability of the rules of contemporary
international law to confront the effects of the use of cyber- attacks,
especially since international humanitarian law regulates the use of
weapons, while most cyber- attacks are based on operations that do not
conform to the standards that international law aims to regulate, due to
the real risks to humans on the humanitarian level as a result of the use
of cyber- attacks.

To shed light on the topic of cyber-attacks, our research was titled
"Confronting Cyber-attacks in Light of the Provisions of International
Law ", and we divided it into an introductory section and three main
sections. In the introductory section, we discussed the concept of
cyber-attacks. In the first section, we discussed the legal classification
of cyber-attacks. Then, in the second section, we discussed
international efforts to confront cyber-attacks. In the third section, we
discussed international responsibility for the use of cyber-attacks.
Then, the study concluded with results and recommendations.
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2) Resolution adopted by the General Assembly [on the report of the Third Committee
(A/55/593)], General Assembly, United Nations, Fifty-fifth session Agenda item 105,
22 January 2001, p. 2.

%) Resolution adopted by the General Assembly [on the report of the Third Committee
(A/56/574)], General Assembly, United Nations, Fifty-sixth session Agenda item 110,
23 January 2002, p.2.
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) Resolution adopted by the General Assembly [on the report of the Third Committee
(A/60/510 and Corr.1)], General Assembly, United Nations, Sixtieth session Agenda
item 106 , 20 March 2006, p.1
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