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Abstract:

There are divergent views about the existence of a rule or principle of 'due diligence in
cyberspace', As some jurisprudence claiming the absence of an obligation to act
seriously in cyberspace. In this study, we try to analyze these points of view, in an
attempt to fill the gap between the two point of view.

The objective of highlighting the exercise of due diligence in this context, is to
consolidate the international commitment to take reasonable steps to prevent and / or
stop and / or deter acts of cyber aggression issued or cross the territory of the state.
The renewed interest in the concept can be explained by the continuing challenges from

a realistic and legal point of view, such as the ratio of these malicious cyber operations
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to a person in international law, in light of the growing reliance on techniques of
concealment and redirection.

In light of the escalation of military operations in Ukraine 2022, As cyber—attacks have
increased remarkably. These dangerous threatening practices do not appear as
temporary operations that can be eliminated. On the contrary, they gradually turn into a
consistent pattern in international conflicts, and the fact that they do not rise to the level

of armed attack necessarily sheds light on the Due diligence in cyberspace.

cC Cyber Crime

DRM Digital Rights Management

EC European Court of Justice

ECOWAS Economic Community of West African States
FBI Federal Bureau of Investigation

GDPR General Data Protection Regulation

ICCPR International Covenant on Civil and Political Rights
IPR Intellectual Property Rights

LEA Law Enforcement Agency

ICSPA International Cyber Security Protection Alliance
MLA Mutual Legal Assistance

Mou Memorandum Of Understanding

N
D

——
N9
Nt


https://www.allacronyms.com/CC/Cyber_Crime
https://www.allacronyms.com/DRM/Digital_Rights_Management
https://www.allacronyms.com/ECJ/European_Court_of_Justice
https://www.allacronyms.com/ECOWAS/Economic_Community_of_West_African_States
https://www.allacronyms.com/FBI/Federal_Bureau_of_Investigation
https://www.allacronyms.com/GDPR/General_Data_Protection_Regulation
https://www.allacronyms.com/ICCPR/International_Covenant_on_Civil_and_Political_Rights
https://www.allacronyms.com/IPR/Intellectual_Property_Rights
https://www.allacronyms.com/LEA/Law_Enforcement_Agency
https://www.allacronyms.com/ICSPA/International_Cyber_Security_Protection_Alliance
https://www.allacronyms.com/MLA/Mutual_Legal_Assistance
https://www.allacronyms.com/MOU/Memorandum_Of_Understanding
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NCSD National Cyber Security Division

NCFTA National Cyber-Forensics & Training Alliance
NCUTE National Cyber Investigative Joint Task Force
NCSA National Cyber Security Alliance

NCSC National Cyber Security Centrum

FAR Federal Acquisition Regulation

GPL General Public License

IRS Internal Revenue Service

MLAT Mutual Legal Assistance Treaty

MO Modus Operandi

URL Uniform Resource Locator

ACHR American Convention on Human Rights
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Koivurova, ‘Due Diligence’, in Max Planck Encyclopedia of Public International Law (MPEPIL) (2010), paras 1-2, available at
opil.ouplaw.com/view/10.1093/ law:epil/9780199231690/law-9780199231690-e1034?prd=EPIL (referring to due diligence as ‘an
obligation of conduct’ as well as a ‘concept’ and a ‘general principle of law.
2
=
Corfu Channel (United Kingdom v. Albania), Judgment, 9 April 1949, ICJ Reports (1949) 4, at 22 (hereinafter ‘Corfu Channel’). ,
&
Reinisch and Beham, ‘Mitigating Risks: Inter-State Due Diligence Obligations in Case of Harmful Cyber-Incidents and Malicious Cyber-
Activity — Obligations of the Transit State’, 58 German Yearbook of International Law (GYIL) (2015) 101, at 106 (framing the Corfu
Channel principle as a ‘conflict-related no harm rule’).

4
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Case Concerning Pulp Mills on the River Uruguay (Argentina v. Uruguay), Judgment, 20 April 2010, ICJ Reports (2010) 14, paras 101, 187, 197,

204, 223 (hereinafter ‘Pulp Mills’).
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kil 2
Corfu Channel Case (United Kingdom v. Albania), 1949. I.C.J. 244 (Dec.15). de Maiziére, Thomas. 2014. 1

No
D
O

~t
s



12025 Cuole" oY1 daal) jde galal) Alaall - daSas dsale A g — Aol g AL ¢IAY bl al) Alaa
(ISSN: 2356 - 9492)

Dl 5Lelye pa el langl (e L€ cpuelal Ladlas) A6l Lil A alall S, ally Joal e
§ sl Js3 Gl ghaas Hsés

5 32l alou Lk e adlayy  Shoad) e dal ) dliadl Hlire oLl Aol sl Joadll 138 iy
R P O s (P D) \ i
L bl o loaill b daliaall Claal Cilina dulidly 48 k) il gadl) lie)

Jo¥ culbaalf

) Gl 5 A sl) Lilied) S o 59

P lasteal Jsmal ol Lardt sl Ly cally ilalaally Aasal) dnahya’ Losly b al) Amlgll Al iyt S

sacluall i sagSall 5 e g dnafall Ao il ulgall 4yl 2l gally dviagll O3V 4l o 4 egh oy Sy Caypill 12

Ol 3t LA (e il DU Gl g &S pall by ihuaad) (oY) lujlas Joamdl fepasgip ayaas
LY Ly Cilaglaal) Ll i€l Agatll Ailly CilSailly gl 3¢

&-\L@AJ‘} "".JL\.“J\ <l d}ﬂ\ U"-‘ d_d:u Afd‘ ).u\_a.d\} .J.c\}sl\ "4:%_\.\}1\31\ A.c\)sl\ A_G)AM 4_1\4 "A}.ﬂ\ u}.auj\ A_LJ):_} O \ﬁ)u.k.\\}
.4_}5;]\ Al Apad il atai Al cchludal) saaate S AN Al gall Giledaiall @) 3 Lay o Jsall e (e Alell)

kil b
Ensign, Rachel Louise. 2014. Cybersecurity due diligence key in M&A deals. W all Street Journal, April 24.
http://blogs.wsj.com/riskandcompliance/ 2014/04/24/ cybersecurity-due-diligence-key-in-ma-deals

il 2
Ryan, Tim, and Leonard Navarro. 2015. Cyber due diligence: Pre-transaction assessments can uncover costly risks. Kroll, January 28.
http://blog.kroll.com/2015/cyber-due-diligencepre-transaction-assessments-can-uncover-costly-risks/
el g e ganlly Caati g tgall o ilal) (alasy elaia¥) o gLl pSai Ay i e g 4y i Bael8 JS o Ay sall A gilal) sacldl) O ¢ 338 el ilaias /) ol Lidliud (55 8
25 =« FMUJJ‘MWBM&Gew\LA}ﬂ| u}.\lﬂ\els;\ ¢ J\)ﬂ.‘u\;\@k@.«/.\\)}m\
b s ) FIVG ) g e DUl sl L 00 A gall A jlae e Sl Ll callay 1 5 eyl 5 o 3l bl fgalaall 5 eclaalaall (o sal) ) 538l Bl aliadll
438MNe u.\;u,n‘;),ﬂ L_;JAS\ u);\AS\ )JJ@A}JL;JJ)..A\ e sd\a.d\ (K%Y ‘;nmhu\.\s\m\ u@uga;b.zﬂ‘\.\.m\.u).\aﬂ ub)a...al\ é\ )Mh}&)&&&bueu;uuhc d.La
o3 olad Jsall el 31 5 (3 s apaaill 4y e J5m Al colaabeall (g Vs JulE 220 @llin ¢ jupnadl <l pasl) o puadl |y shaill 5 Apand) Zagudal) ) kil Lal gl Al
el (ol 53 A8 iy Lmg 34 5 pmall) Al pspndl g sad) L A5 51 AHE0U T gL il o Ayl ol )
Shackelford, Scott J., Scott Russell, and Andreas Kuehn. "Defining cybersecurity due diligence under international law: Lessons from the private
sector." Ethics and Policies for Cyber Operations (2017): 115-137. 25 Mar 2021.

D

——
NJ
RIS

Nl


http://blogs.wsj.com/riskandcompliance/
http://blogs.wsj.com/riskandcompliance/

el gladll 8 L) o) Alad) Jayy Jall o) 530
8l Al jaall ) ¥ aia g deal 1yl

CUSJ\ Ac D gana B jan S| o

dgalaty) o A gilal) b Al Aaa

(Bl s o) ApaiSall e e lil) Sleadl Oy ¢ sl G ) 0l dlae (8 Lanlsl Al Jy Ll a5
A5 A0 ) bty Al el Gadaill AL W) Jadi AaSal) yue s asSall cilead) Gus c(Raldll @Sl
Loalall g il delia aelgs dbasl) cilubidl (e Slmi (i gl saales oo

Slilee o Al ) Lpanll algeal g la) oSy - ns Gl aseiall 138 o8 ¢ Aanlgll Aliad) Jh 2aaiall oLaa¥) (e )l
s Agine Lliny iyl ) il ) F)lall G Calal) Gleny Aalaid) opdiall ) J5ly e gl () 8 el
Aot o N 138 o Glall Sd (3 aSatll L ans e3aY 5 b L dexiall JlaaY) e Al spesall slindy cCigplall o3 s
Ui asedall sk ecpal) I3 S % Led (5a9) Joal (3in Llen Lgia alliy Laa clgpaal)f o sl dpaland) (35inll pmyile
cadsall sl Ll ae gl (pe el g i )

lslasall pnpale Aoty & dunlol) Aialls 3 STV ¢ lail) 8 e ) aland) (po s Apnlsll Auliad) o le TaneS Jl iy,
Ay slslasall (e iy ApaBY) 52l L . ol S Leats) JalS e Ealoall AV Alal) piah ua sald) 3 Jeall o
6, sy Jalial)

s adl e g ladd) Conlsll 13a Ayl ol ey Wlgs degpiia e Vbl JS3 2 ¢ gAY Jsall s pe (mplat Jlee

RGN @ &\J 1
U.N. Charter art. 2(4), art. 51; Schmitt ed., Tallinn Manual, supra note 5, 45, 47-8; Michael Schmitt, Computer Network Attack and the Use of
Force in International Law: Thoughts on a Normative Framework, 37 Colum. J. Transnat’l L. 914 (1999);
Gl el
Terry D. Gill & Paul A. L. Ducheine, Anticipatory Self-Defense in the Cyber Context, 89 Int’l. L. Studies. 440 (2013); Matthew C. Waxman,
Cyber-Attacks and the Use of Force: Back to the Future of Article 2(4), 36 Yale J. Int’1 L. 421,431 (2011). ,
D)
Stephens, Tim, and Duncan French. "ILA Study Group on Due Diligence in International Law, Second Report, July 2016." International Law
Association, London (2016). t
L el
H. Krieger, A. Peters, and L. Kreuzer (eds), Due Diligence and Structural Change in the International Legal Order (2020); J. Kulesza, Due
Diligence in International Law (2016);
Ll aal
Pisillo-Mazzeschi, Riccardo. "The due diligence rule and the nature of the international responsibility of states." German YB Int'l L. 35 (1992): 9..
2 0n IS Janaliil e el a3
e.g., Alabama Claims (United States v UK) (1872) 29 RIAA 125, at 127, 129, 131-132; Wipperman (United States v Venezuela) (1887),
reprinted in J. Bassett Moore, History and Digest of the International Arbitrations to Which the United States Has Been a Party, vol. 3
(1898) 3039, at 3041.
=l
(United States v Mexico) (1926) 4 RIAA 60, at 61-62.

el
Island of Palmas (or Miangas) ( theUnited States v Netherlands), 4 April 1928, 1l RIAA 829 (1928), ICGJ 392 (PCA 1928), at 839
(hereinafter ‘Island of Palmas’).
® Reparation for Injuries Suffered in the Service of the United Nations, Advisory Opinion, 1949 1.C.J. Rep. 174, 180 (Apr. 11).
® Military and Paramilitary Activities in and against Nicaragua (Nicar. v. U.S.), 1986 1.C.J. Rep. 14, 106 para. 202.
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! Corfu Channel, Judgment, 9 April 1949, ICJ Reports (1949), at 22 (emphasis added).

2 International Law Commission (ILC), Articles on Responsibility of States for Internationally Wrongful Acts, GA Res. 56/83, 12 December
2000, art. 14(3) (hereinafter ‘ARSIWA”).

3 Corfu Channel, Judgment, 9 April 1949, ICJ Reports (1949), at 22.
4 See ILC, Draft Articles on Prevention of Transboundary Harm from Hazardous Activities, with commentaries, in Report of the
International Law Commission on the work of its fifty-third session (23 April-1 June and 2 July—10 August 2001), UN Doc. A/56/10, 144,
at 148-149 (hereinafter ‘Draft Articles on Prevention). )

Ll )y
Brunée and Meshel, ‘Teaching an Old Law New Tricks: International Environmental Law Lessons spacefor cyber Governance’, 58 GYIL
(2015) 129, at 134-135
*Trail Smelter (United States v. Canada) (1941) 3 RIAA 1911, at 1963.
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International Law Commission (ILC), Articles on Responsibility of States for Internationally Wrongful Acts, GA Res. 56/83, 12 December 2000,
art. 14(3) (hereinafter ‘ARSIWA”).

"Timo Koivurova, Due Diligence, in Max Planck Encyclopedia of Public International Law (Riidiger Wolfrum ed., Feb. 2010),
http://opil.ouplaw.com/view/10.1093/ law:epil/9780199231690/law-9780199231690-e1034; Pulp Mills on the River Uruguay (Arg. v.
Uruguay), 2010 I.C.R. Rep. 14, 55-56 para. 101 (Apr. 2010); Legality of the Threat or Use of nuclear weapons, Advisory Opinion, 1996
1.C.J. Rep. 226, 242 paras. 29 (July, 1996); Trail Smelter Arbitration (U.S. v. Can.), Award, 3 R.I.A.A. 1905, 1965 (Perm. Ct. Arb. 1941)

81LC, Draft Articles on Prevention, supra note 21, at 154, Commentary to art. 3, para. 7.

% Legality of the Threat or Use of nuclear weapons, Advisory Opinion, 8 July 1996, ICJ Reports (1996) 226, para. 2(hereinafter ‘Nuclear
Weapons’).

10 pylp Mills, Judgment, 20 April 2010, ICJ Reports (2010), para. 101.

“United Nations Human Rights Council (HRC), Res. 32/13 (‘The promotion, protection and enjoyment of human rights on the Internet’),
UN Doc. A/HRC/RES/32/13, 1 July 2016, § 1.
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Convention on the Prevention and Punishment of the Crime of Genocide, 1948, 78 UNTS 277, art. 1(hereinafter Genocide Convention).
See also Application of the Convention on the Prevention and Punishment of the Crime of Genocide (Bosnia and Herzegovina v Serbia and
Montenegro), Judgment, 26 February 2007, ICJ Reports (2007) 43, paras 430—431.

2 UN Convention on the Law of the Sea, 1982, 1833 UNTS 397, art. 194(2) (hereinafter

‘UNCLOS”).

3
=l
Ibid., arts 139, 153(4) and Annex IlI, art. 4(4). See also Responsibilities and Obligations of States with Respect to Activities in the Area,
Advisory Opinion, 1 February 2011, ITLOS Reports (2011) 10, paras 107-123, 136, 141-142, 147, 189, 217, 219, 239.

4
=l
e.g., International Convention for the Suppression of the Financing of Terrorism, 1999, 2178 UNTS 197, art. 18; United Nations
Convention against Transnational Organized Crime, 2000, 2225 UNTS209, art. 7.
Krieger and Peters, ‘Due Diligence and Structural Change in the International Legal Order’, in Krieger, Peters and Kreuzer
Kolb, ‘Reflections on Due Diligence Duties and Cyberspace’, 58 GYIL (2015) 113, at 116;

Pisillo-Mazzeschi, supra note 11, at 40, 42; Neer (United States v Mexico) (1926) 4 RIAA 60, at 61.

Besson, ‘Due Diligence and Extraterritorial Human Rights Obligations — Mind the Gap!’, 9 ESIL Reflections (2020) 2, at 4-5.
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Pisillo-Mazzeschi, supra note 14, at 31-34, citing Military and Paramilitary Activities in and against Nicaragua (Nicaragua v United States),
Judgment, 27 June 1986, ICJ Reports (1987) 14, para. 157 (finding that the United States was responsible for actively supporting the
Contras, thus breaching its duty to abstain from such support, whereas Nicaragua was responsible for tolerating arms traffic, thus breaching
its due diligence duty to protect).

ILC, Draft Articles on Prevention, ibid 21, at 159, Commentary to art. 8, para. 2; 169, Commentary to art. 11, para. 1.

e.g., Human Rights Committee (HRComm), General Comment No. 36 on Article 6 of the International Covenant on Civil and Political
Rights, on the Right to Life, CCPR/C/GC/36, 30 October 2018, §§ 25,28-30; European Court of Human Rights (ECtHR), Guide on Article
2 of the European Convention on Human Rights: Right to Life, updated on 31 December 2019, para. 101.

e.g., Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the

Protection of Victims of International Armed Conflicts 1977, 1125 UNTS 3, arts 57-58 (Additional Protocol I); International Committee of
the Red Cross (ICRC), Customary IHL Database, Rule 15, available

at https://ihl-databases.icrc.org/customary-ihl/eng/docs/v1_rul_rulel5.
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2 M. XINMIN, Letter to the Editors: What Kind of Internet Order Do We Need? 14 Chinese Journal of International Law, 2015, PP. 399: 402
8 Oxford English Dictionary Online, Cyberspace Oxford University Press November 2010, available at:
https://www.oxfordlearnersdictionaries.com/definition/english/cyberwarfare (Last visit March 2022)
*) T. PLOUG, Ethics in Cyberspace: How Cyberspace May Influence Interpersonal Interaction, 1st. edn., Springer, 2009, P. 70
Al Jals clee 8 aclud Al @ S35 5l 5 ¢ bl 5 ¢ gl Jadiy Ly @lla5 8
M. N. SCHMITT, L. VIHUL, Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations, P. R., P. 12
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6 Crimes related to computer networks, Background paper for the workshop on crimes related to the computer network, 10th UN Congress on the
Prevention of Crime and the Treatment of Offenders, 2000, A/CONF.187/10, page 5; available at:
www.uncjin.org/Documents/congr10/10e.pdf. ,
kil

Kumar, Anupa P. "Cyber law: A view to social security.” Bangalore, India (2009)., page 29

® Sicilianos, Linos-Alexander. "The classification of obligations and the multilateral dimension of the relations of international
responsibility.” European Journal of International Law 13.5 (2002): 1127-1145.

* Baxter, Richard R. "Multilateral treaties as evidence of customary international law." Brit. YB Int'l L. 41 (1965): 275.

® Jensen, Eric Talbot. "Cyber sovereignty: The way ahead." Tex. Int'l LJ 50 (2015): 275.
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Kissel, Richard, ed. Glossary of key information security terms. Diane Publishing, 2011.
2
=l
Lin, Herbert. "Cyber conflict and international humanitarian law." International Review of the Red Cross 94.886 (2012): 515-531. ,
D)

P. Fischerkeller, M. (2021, August 31). Current international law is not an adequate regime for Cyberspace. Lawfare. Retrieved March 23,
2022, from https://www.lawfareblog.com/current-international-law-not-adequate-regime-cyberspace

gy
United States v. Arjona, 120, US 479, 483 (1887); Lotus judgment, at 88 (Mo, - dissenting); Island of Palmas arbitral award, at 839; Corfu
Channel judgment, at Secretary-General, Survey of International Law in Relation to the Work of CodifxcaOct * the International Law
Commission, para. 57, UN Doc. A/CN.4/1/Rev.l (1 February Permanent Mission of the Federal Republic of Germany to the United
Nations, Gce » appreciation of the issues of information security, at 4, Note No. 516/2012; Development™* in the Field of Information and
Telecommunications in the Context of Inte Security, Report of the Secretary-General, at 9, UN Doc. A/68/156 Add. 1 (9 S: 2013) (Ger.).
See also Tehran Hostages judgment, paras. 67-68; Nicaragua y para. 157.

~t
No
«

s



12025 Cuole" oY1 daal) jde galal) Alaall - daSas dsale A g — Aol g AL ¢IAY bl al) Alaa
(ISSN: 2356 - 9492)

gl o Ayl 48 Jeall a5l Blay g Wladiul SV cllaadl 13 o) us Malgl) Bliad) " Tasall 13gd 5Ly
et bl sgs L Jsall (gl £y 58 e daal) L8 eae s uSati (53 Tasall 13g) JEY) vie Jsall (e gigiall ol lma sgd
Mgpall Jala gAY Jsall ia dlea” Agall (po iy alndl aseia (1a

pde Al 1aa dldas cdnlsl Aliad) dujlas 8 2150 Caals harad) o Liadll (b de ) e doldl 2 ) cualas i
Gsia Ao 55 A A S lleal) (d ApasSall Lgiplanad Aaalal) Ay S dsasll Al Ll lasinls o~ Lewd
ey il (5055 52 Jsal

Gin ol cdsharadl Slleall Sl (8 il Ul calad) dalgll 3lall Tase of aslie s dgass Jsall o)yl a8 il
UN ) sasial) aadU daslill cpuasSall bl de sana 8oy (pSindia Tauall 128 (e gpadlaall oS oy 3l caaly 0lal) Alls
Yiaere e S BV Jea CAY e il iy s 3¢ i o "y5 i Jsll (GGE

Laradid) Ladai¥y) 8 oaad 3 ale Tase sa 48l 8 Ak 553 die Hdaiall sl Aliall Tase of S X o dl) Ll g5
Glaall & Aajle bl Tase (g "t ) gl gl gale (b Lgastt dpasSall saniall aeYl (38 cul g ¢ ol (o gitall
Sl B ag e gisilh iy Waladivd 2 alle Gase 3sasell Joal) (gl a )il pmd saal) @l o Bl Lt
AR Caaly sl e Rl Bbiad) Tase W 4l SLis ¢ Ahandl Gladl (8 Galay Lalgll Dlial Tae of ) sDudd) il
Sl als

cllaiadl Galye ojliic) (S asl o 385 4] caalatind L) ¢ gun 8 "Rpalsl) Lliadl sllaias 30l o )al) de gene i
Y Al Llall fase of o 15880 o hall oY el 5l sllaas sladia) Joall plpal) Gy by cclld pag Ak SN
O Tasall 138 g Asall palf alasind axe (lecal Lle 4l 5 culgha Aa3) mjh Jody

et
Group on Due Diligence in International Law: First Report, 7 March 2014. In inter- -national environmental law, )
N B)
Alabama Claims Arbitration (the United States/Great Britain) 29 RIAA 125, 129 (1872) (describing the requirement of due diligence in various
contexts); Declaration of the United Nations Conference on the Human Environment, prin. 21, Doc. A/ICONF.48/14 (1972); Rio
Declaration on Environment and Development, rnn. 2, UN Doc. A/CONF.151/26/Rev.l (Vol. I), Annex | (12 August 1992); Nuclear
‘Weapons advisory opinion, para. 29.
" AN Jsall G5 sia aa i yleti Jlae Y Lgaial i alasiuly ale e and WIAY g0 US Ganl s e of Jaa Dy 3 ¢ 5h ) 58 58 Apad A 3 pall ol ASae 4] o jLaf?
Tsagourias, Nicholas. "Cyber-attacks, self-defense and the problem of attribution." Journal of conflict and security law 17.2 (2012): 229-244.

3
FaB)
Gaichiri, Mary N. The Role of the United Nations in Dealing with Cyber Insecurity (2007-2017). Diss. United States International University-
Africa, 2019.
sl ) Tase e Bl sl Aliadl J3y iy ¢l gl (88 Tasall 138 Jie 2 sm 5 odald ISy ani Y (e sSall o) il (3 8 cligdas (o e 38 A5 4
Barnidge, Robert. "The due diligence principle under international law." International Community Law Review 8.1 (2006): 81-121.
5
D)
Liu, lan Yuying. "State responsibility and cyberattacks: Defining due diligence obligations." Indon. J. Int'l & Comp. L. 4 (2017): 191.
6
'@‘)

Bannelier, Karine. "Cyber diligence: a low-intensity due diligence principle for low-intensity cyber operations?" Baltic yearbook of international
law 14 (2014).

No

F——



el gladll 8 L) o) Alad) Jayy Jall o) 530
8l Al jaall ) ¥ aia g deal 1yl

CUSJ\ Ac D gana B jan S| o

dgalaty) o A gilal) b Al Aaa

Gigin e ga QAL Lgie Cargll Aima gl elg o SN PR o ol eldll 558 B canall s
Llall alad) Tanadl (e Ll 030 e OV 25 Y cadl an e Leall 50Uy e cnly b adsaill JBalls . me sl
Ollaally Gl Ld Sadial) wlad) AN 138 Jie aag Vel o aiil) e il 4050 bl Jia WY diall)
2@ aa b ylaall Al

5 baclil) gmge sl (2) ¢ds S Alaadl e Adagiusall Asall (1) 1) o okl 205 AL sac il o3a (il
Lo Sl iy uil) e oyl By ) dlee gl o el Gudati 7. 35 SV asngl ASpa) Agall g Sl oyl (3)
A S daesSa e desena o A S pald ads Aadls WD S IS 1

ISy Hadiivne g S Afad Ay ol Jadin A clgioluad aalad) Agall i) oladl ppen (3 (aday Laalll Al o))

3 Al @y 8 Ay <)) Cililee oy shiy Gl Galasy)
degane hilic] (8 am JEdl Jun o AT sy e 2a e Jery 38 Bieal) g S Dlaall T (g3 Caplall o LanY
Asall 3 5asmgall g SV Afail) Al Aladinld o Alpall aim 8yene Ayl Alee 2wl T ALl 3 S5an calluiall (g

Aaalsl) Al Tase clgnn Ll cileall an puag) Ayane ol MAS) 8 Culidy Sl aladin¥ L " Al e 1Y) L
e Ac sane Aallaey iy aiad baga g)lal Jiy Joad) o iy o Jpmadl o Liadll 84l aai o ey
Lo ald o Led s (pae Bl a i (Ll splall of L)l (oo 35 G0N A ad gl of Adg ymal) Al )Yl
glee 450 IS (e agysY) a8 e lmeY) Jsall o dla (COVID-19 dsils oLl (JU Jopws e Lilad
lgamal)l e Uil [A 54 4 5i€0) Wl lee] 3w il A de ) clgal) 3 4 alid) colelyal) ALasly Al 4 lal

6 sl 0 1Sl 5t L

et
Milanovi¢, Marko. "State responsibility for genocide." European Journal of International Law 17.3 (2006): 553-604.
I omndl Glaall 8 Zan) 5l all clall fase Glaty lats L ea S 58 138 57
Patrick, Colin. "Debugging the Tallinn Manual 2.0's Application of the Due Diligence Principle to Cyber Operations." Wash. Int'l LJ 28 (2019):
581.
® Hathaway, Oona A., et al. "The law of cyber-attack.” Calif. L. Rev. 100 (2012): 817.
* Solomon, Jonathan. Cyperdeterrence Between Nation-States: Plausible Strategy Or A Pipe Dream?. SYSTEMS PLANNING AND ANALYSIS
INC ALEXANDRIA VA, 2011.
® Schmitt, Michael N. "In Defense Of Due Diligence In Cyberspace.” Yale LIJF 125 (2015): 68. Liu, lan Yuying. "State Responsibility And
Cyberattacks: Defining Due Diligence Obligations.” Indon. J. Int'l & Comp. L. 4 (2017): 191. ]
s kil

Council of the European Union, Press Release, ‘Declaration by the High Representative Josep Borrell, on Behalf of the European Union, on
Malicious Cyber Activities Exploiting the Coronavirus Pandemic’ (30 April 2020), available at :www.consilium.europa.eu/en/press/press-
releases/2020/04/30/declarationby-the-high  representative-josep-borrell-on-behalf-of-the  european-union-on-malicious-cyber-activities-
exploiting-the-coronavirus-pandemic/. A similar statement was made by the European Union and endorsed by member states during the
UN Security Council Arria-Formula Meeting on Cyber Stability and Conflict Prevention and Capacity Building:

Pawel Herczynski, Statement on behalf of the European Union (20 May 2020), at 2, available at:

No
(Us]

~t
s


http://www.consilium.europa.eu/en/press/press-releases/2020/04/30/declarationby-the-high
http://www.consilium.europa.eu/en/press/press-releases/2020/04/30/declarationby-the-high
http://www.consilium.europa.eu/en/press/press-releases/2020/04/30/declarationby-the-high

12025 Cuole" oY1 daal) jde galal) Alaall - daSas dsale A g — Aol g AL ¢IAY bl al) Alaa
(ISSN: 2356 - 9492)

L Jlaa sag bl olamill 8 3y Goyaaill dajle Jadl caslS 13 La Jpa Ll Jaall Iy Y el o
D il iy Aol slad gl ) (ICT) ¥ Laily clasbeall Lin iS5 Jadiy s3l) &gl

Aol 530 ol saaial aadl bl uesSall elpdd) 3 e polaall 2015 ale i iy gyl ali e
salaie) ot gilly ¢ ('GOE" —y L Lo 4l sliall) Jsnl oo 3lws 8 Jhmadl oLl 8 Jgysal) 41500
A JURICH BREFCT TIPS =P FONIR | NP PRV 0 B P SNPC  U SPA  WROR - SO 2 BV T
e ma IS5 ol delis o8 n T Ly lasball Linglgi€is Alaall b Ulga de gy sl 56 JLadVl
S e ladl) (b Jgpaaal) Agall ol "aile s esh Jlad 4l

e Guhall Joad) osilal ot (s Js e SUD sl (o LAl ool G 81 oAl Aali e
o il 35ase ol 138 (e Tase sl dle 32l o (o (s Jal aals (b Lad 4] Ll A Sy el
F ) s Ladll 8 ey ¢ ayall Jgall o308l

i) o Lgpaall aladiuly Jgad) zlaw are 8 dalgl) Al Alas T Jdadl e Al 32 e W) i llan Eua
o g3 GV Geda e et ol A SV llaall 8 A e Sal) gl wl da ualad) A pSIY) Al

." :’\.A:\.A} L_é\}c

https://vm.ee/sites/default/files/Estonia_for_UN/20_05_22 arria_cyber_eu_statement_as_delivered_unread_paras.pdf.

e.g., Mona Juul, Ambassador, Joint statement from Denmark, Finland, Iceland, Sweden and Norway at the Arria-Meeting on C)%gt‘a?
Stability and Conflict Prevention (22 May 2020), available at WWW.norway.no/en/missions/UN/
statements/security- council/2020/arria-cyber-stability-and-conflict-prevention.

Coco, Antonio, and Talita de Souza Dias. "‘Cyber Due Diligence’: A Patchwork of
Protective Obligations in International Law." European Journal of International

Law 32.3 (2021): 771-806.
=l

Delerue, Frangois. "Covid-19 and the Cyber Pandemic: A Plea for International Law and the Rule of Sovereignty in Cyberspace." 2021

13th International Conference on Cyber Conflict (CyCon). IEEE, 2021.

The Oxford Statement on the International Law Protections Against Cyber Operations Targeting the Health Care Sector, available at:

https://elac.web.ox.ac.uk/the-oxford-statement-on-the-international-law-protections-against-cyber-operations-targeting-the-hea (last visited

10 July 2021).

el el !

Sullivan, ‘The 2014 Sony Hack and the Role of International Law’, 8 Journal of National Security Law and Policy (2015) 437, at 454 n.88. See

also Tsagourias, ‘The Legal Status of Cyberspace’, in N. Tsagourias and R. Buchan (eds), Research Handbook on International Law and

Cyberspace (2015) 13; Johnson and Post, ‘Law and Borders: The Rise of Law in Cyberspace’, 48 Stanford Law Review (1996) 1367.

RGN ‘f C;\) 1
‘Law and Borders: The Rise of Law in Cyberspace’, 48 Stanford Law Review (1996) 1367.

el b aal 2
GA Res. 70/237, 30 December 2015, 88 1-2(a).

RO PINEE

Report of the Group of Governmental Experts (GGE) on Developments in the Field of Information and Telecommunications in the Context
of International Security, UN Doc. A/70/174, 22 July 2015, § 13(c) (‘UN GGE Report 2015”) (emphasis added).
RGN ‘f C;\) 4
M. Schmitt (ed.), Tallinn Manual 2.0 (2nd ed. 2017) 30, rule 6; 43, rule 7 (hereinafter Tallinn Manual 2.0).

——
No
D

Nl


https://vm.ee/sites/default/files/Estonia_for_UN/20_05_22_arria_cyber_eu_statement_as_delivered_unread_paras.pdf
http://www.norway.no/en/missions/UN/

el gladll 8 L) o) Alad) Jayy Jall o) 530
8l Al jaall ) ¥ aia g deal 1yl

CUSJ\ Ac D gana B jan S| o

Agalaidy) g A gAY il Jall A

A il "l el e e 15 BS 5 SH DUA e S B jasa Jalaty Ml ELEN o e oas
o arde IS Alinll Wl g g G (fiamiline s tea gseda () I3 oal 28y 55 A s Lmdl) o Ll
(LY e basas pxe

b ol da abagd " haad) Blad) (Al Alall o Le ol oY) 8 15 8 Al Wb aga o
o Gl i Ao gh laged (Sl el @ile e lalill Ad 50 oI Wy dAqleall (8 A ) 35l
DL LtV ls laglaal) Ll i€l agaladiind

(e ISl b aal 5t
Jensen and Watts are cautious about the legal basis of this rule, recognizing its advantages but also warning about its drawbacks. See Jensen and
Watts, ‘A Cyber Duty of Due Diligence: Gentle Civilizer or Crude Destabilizer?’, 95 Texas Law Review (2017) 1555, at 1568-1575. t
Lo el
L. Adamson, ‘Recommendation 13(c)’, in United Nations Office of Disarmament Affairs, Voluntary, Non-Binding Norms for Responsible State
Behaviour in the Use of Information and Communications Technology: A Commentary (2017) 49, at 55, § 12.
acldll @l Jsa €5 Jall (0 Ao gana o
Argentina, Statement at the2nd substantive session of the open-ended working group on developments in the field of information and
telecommunications in the context of international security (hereinafter ‘OEWG’) (11 February2020), available at
https://media.un.org/en/asset/k18/k18w6jg6eg (timestamp 02:15:05, hereinafter ‘
Lo el
‘Argentina’s OEWG Statement’); Schondorf, ‘Israel’s Perspective on Key Legal and Practical Issues Concerning the Application of International
Law to Cyber Operations’, EJIL: Talk! (9 December 2020), available at:
www.ejiltalk.org/israels-perspective-on-key-legal-and-practical-issues-concerning-theapplication- of international-law-to-cyber-operations/; and,
albeit in a less clear-cut way, New Zealand, The Application of International Law to State Activity in Cyberspace (1 December 2020), § 17,
available at https://dpmc.govt.nz/publications/application-international-law-state-activity-cyberspace; United Kingdom Mission to the
United Nations, United Nations Group of Governmental Experts on Advancing Responsible State Behaviour in Cyberspace in the Context
of International Security: Application of International Law to States’ Conduct In Cyberspace (3 June 2021), available at
https://www.gov.uk/ government/publications/application-of-international-law-to-states-conduct-in-cyberspace-uk-statement, para 10

No
No

~t
R
s



12025 ol Y sl jde galal) alaal) - daSaas duale &g — AalatBY g A gAY il Al Adaa

(ISSN: 2356 - 9492)

AL Eiasal
nd) pladl] 8 dun)gl) Lilind) S jlira Lual g (Gunbad Llild Jga IS

- 1

N o pmad) (el Alaial) Al ol Alial) Cilg ) ) pdilea JSi 1300 gl Al A gal) Jaad) daSaa o) (e a8 1) o
Ciliydait) Lga g a8 ) J gad! dale culald ) dgliag 090 ) (S La gas A o) Aliad) (EBLE A1 el ¢
(s lpal) Gang (1S Ay g SN claagd) ) sgdi U Lgagan il ci¥lad) oda (0 M) B LYY Jaady A saead) dualil
o L (A ) plall) 8 fasal) Jaali B L Alaiaa) ¢Sy (Al clidail) (amy Lgaal J) 50 Y 3B Lgale 2 685 1)
sLa1) b L Jlai (Nicaragua s Trail Smelter s Corfu 3L8 4. gall Janl) daSaal Apiluadl) g gal) L1
Sl 138 Al 3l s dag ¢ () pmal) gL B dua o) Agliad) J3y ol 3201 (Gaadat AL J ga DA A o 5 guall
At gal) Aililail) 53l guad) g B adl gl (0 gS\AN) & A gAY Adaguda (e BB
Js¥) llaal)

Bl Al ¢ gildll jelaia A Sl puad) Y
O eJlaall 1aa 8 5aaa Ll Ly i slill ubugsall ciligeall () il 598 saaled sl cle Jda 8
O G5 maie e el a5 28 A alll Alell 4aBle G (e (el (dead) Gl 50 g (g)5 pall
Dsanid) S am 12 s (pe de gyl A gl Janll AaSma Gl 8 jall Lol oy gilall ualic
i) Jsall Glbaall daulslly 4 viiall dlaad) (e Litiin 4 jpall 4 sal) ol i) o A sal) Jaall 4 aSae iy G
S DL oia Jia ol AL GilaaY) e LUl Lay oLl sy anae Jladl (e g Liial 5l Jladl 8 Lalyay) s
(eBIYL slEeY) sl sl Camsay allas clgie g LikaY]
e culs G gpall doaiill 53 Jsadl e 5 dae 4 asdy A GIIY L aliie Yy Jead) Glsjles i pmeadl ()
gall (al) sl Cansa sy el ) gt of als e cJsall e S

(1986 1521 )\ Gniad) ) sl S )5 oS0 3 pad b B2l il gl Ja )5 Jsa
Chayes, Abram. "Nicaragua, the United States, and the World Court." Colum. L. Rev. 85 (1985): 1445.

No

F——



el gladll 8 L) o) Alad) Jayy Jall o) 530
8l Al jaall ) ¥ aia g deal 1yl

CUSJ\ Ac D gana B jan S| o

dgalaty) o A gilal) b Al Aaa

e Wl LAl Ji saasall clehay) of e Jsadl adinall 8 Lelea) uSny iea) 13 o 5 il Gul )
At A Jea Jaadl 5l Ll Jab 5 adal clsylas culS e clieaiall saclill gos e alaie) ol

L ) GV Gl Lo Jie apaall Hplaall e il jledl

i) Alimae lad) 3 Jliay iyl Jgall oyl o bt s caly JS a0 aclill 12 LS myngh e ey e

calsl) 1aa Je dpay i 1aa Gle 35l Caalslly Lealin) (e LD Jleel 3 Lo ddgn layasi (Sla) o
2 N -

chomd) Jdsall ol agas Ly

riall i W slead La (Y 2 lSs e 13y cmmy S @l jsaigyl) Led il andll sda Ja 8 5cLaall
Loy M3y G caaly Gk (e B aliieVly Joall lles pgd oy 4l uny S iyl geny i
eV Jsatl Ljles o JS e dajlan gy s iy d e Yy . Jsad) A ules 00 il s o QYL aliicY)
siey) Gl (A bl () s o 0Se dsad laled (658 Gpls 35a ol g 138 aday S YL
sl lislaall (e ) e L e Aglsn il ) o oF oS Jally 3l WYL alEe Y oy iYL
el pe i )

Ao yan s paall Ll o3 a oyl Gy i) Aa 2] G (e pala JC5 el Al el 1ia ()5S 28
Al A asial) Al oY) i 28 1D g cpaly Gl e Jadl Aglae e AW 5 gl a1 Gumy A lall 5,08
LAl Gl iU Ll

LY A e HLSy) Adsall Jaall Ao Azl 8 dall (ool ol palic Ga (gsua maie e o) 5
aSae oy ) Al 6 )e S b 15s Sl 3y 8 saatidl il st Jea Lelp ciaai il o(saaiall
= by A Bad) Jeall Gl daulglls 4l duleal) e Laiin 4l A gal) L5y o ddsall Jaal)

158 1S A ) edpealdill (g 2 3al A sal) s laall Uy " 55 13a 5a" ple S0 Slmall )5S Cumy !
N. Sea Continental Shelf (F.R.G./Den. v. Neth.), 1969. I.C.J. 41, 72 (Feb. 20).
2 PBradley, Curtis A. 2013. The chronological paradox, state preferences, and Opinio Juris. Duke law.
http://law.duke.edu/cicl/pdf/opiniojuris/panel_1-bradley-the_chronological_paradox,_state_ preferences, _and_opinio_juris.pdf. Accessed
26 Mar 2022.
¥ Kirgis, Frederic L. 1987. Custom on a sliding scale. The American Journal of International Law 81(1): 146-151. P 118
kil ALY Al cade b 3 LY @l ((1P) < Y1 s 55550 Dl el 3 (g0 W e 5 (VPNS) danal Y1 dalal) Sl Jie 4
Buchan, ‘Cyberspace, Non-State Actors and the Obligation to Prevent Transboundary Harm’, 21 Journal of Conflict & Security Law
(JCSL) (2016) 429, at 432.
teal,t
Nicaragua v. US, 1986 1.C.J. Rep. 101 (1986)

No
No
w

~t
s



12025 Cuole" oY1 daal) jde galal) Alaall - daSas dsale A g — Aol g AL ¢IAY bl al) Alaa
(ISSN: 2356 - 9492)

: Y i ) oa Jia 1 A L e LUl Lag a) A BAAaa il - il ) 3
Jaal) e LY S JLail i (e ol AL Gyl (e LU Laglia) 2oy Jusil e plsid S sl
(AL alaie ) (Joal) gl ey Agllag

ae iy e mpeall daatill o3 Joall e S dae 4 a2 GBIV L al&ie Yy Jeall clules o aeall ol
cdsall Copall g Adgn il W gam of sl (e (Jsal) e S

e Wl Ll Ji saasall clehay) of e Jsadl adinall 8 Lelea) il 1n uSay of s il Gul )
Adle ubee Lt (8 Cligna dllin o aa o ihnad) Gl 8 L AU gl cljlas o< sy L le
Aajlag Bansas

Aie) Al dplaall (8 Jhay (Aall (ool (el s L (roaly JSi sac Wl 12 WSy mpia g (e a2yl (e
cnlsll 1ia e dyag iyt e old o3kl ualdl lalua) e U Jleel 8 Le il Layas Slas) o
Sl gl gl asay Il

OS5 O il e ila 5 G (i) alle (o Lo Y cina Fage da ABIYL alEie Y] L) (L el aay
s edsd) Cm Ll s BLE) dsay Ao Jas s ccal ) sansie sl cilaabeally Aliabic Aalall gsaloal) s3a
2L ADIVL 2EeY) gae panil claalaall e aSlaall plaas adint &)

Ay S il Guile 8 0w e paSaa ) oY) s claalaall 3585 ¢ Al e liadl) (Bl e cdlld aag
hLAN A dalid) 5 e ¢ allal) dnall e Ghaad) Gal) ubas dallad G QU (s Jadi a5 cAgilasl)

S oalall g Uadll (5a 5)3ball

28— il gadl e law Y - saaadl ALSaVhsaabadl o Aaige y e Alg0 o500 o sl e (e Lain

el O of L€y Al ¢ sl aBIVLG 2 dind Al daladl goalall aaas e Jaxi saaleall bl J L
LAasl) 4 sl el by

1
&b
Bradley, Curtis A. 2013. The chronological paradox, state  preferences, and  Opinio  Juris. Duke law.
http://law.duke.edu/cicl/pdf/opiniojuris/panel_1-bradley-the_chronological_paradox,_state_ preferences, _and_opinio_juris.pdf.
Accessed 26 Mar 2021.
sen) Aalal) oabaall a3 4 Aliaiall Zay plall (o 13 ol Sin el Adlall ae ) @l ) 5 LaY) Ayt 3l Aliaadl) Jans 2
Gulati, Mitu. "How do courts find international custom.” Duke Law (2013).
G sin aal day )1 Al Jaal) Cle gana Calite Lagl ccililad) Aylan 5 1 puad) 0¥ Jom ) smati 3l iy 81 alady) A8 5 oy g A8 (JUal) Jpoas e
b Opeaall Blalie & () slall g Lgal )l Jala adlas) 5 3 5 SOV a3l jad) ool 8 o 3 Jsall il slaad B jabeanS Jand o) Sy 3 i 5 SSIY) 230 jadly dimal Lyl
Canl 53 488 ) sl e eloac Y Jsall Wadl 30 51 J sl dalaia G eJially Bo sl ad ) LEEY) 020 8 Lo L olld ey pgalasi s Aol ] o o)
ool M) I e Ll LY Jell sey ailad) e sasiall aedl Aalall dpmandl )8 o s B s SV il ad) e Cataill alBY) el (RS
(2001 ¢ 63 /(55 Aaladl dymandl ) ) aal i yuy)

General Assembly resolution 55/63, Combatting the criminal use of information technologies, A/ RES/55/63 (22 Jan 2001).
http://www.itu.int/ITUD/cyb/cybersecurity/docs/UN_resolution_55_63.pdf. Accessed 26 Mar 2021

No

F——



el gladll 8 L) o) Alad) Jayy Jall o) 530
8l Al jaall ) ¥ aia g deal 1yl

CUSJ\ Ac D gana B jan S| o

dgalaty) o A gilal) b Al Aaa

sl sle i o3 Shaudl Blsill bl algl) alasn GV GBIYL sliie¥) e 3000 e Cuad) 2 ed e 2 Laes
O3 oAl A a2 ey ATl A ) dda ) Cana o e (8 Ay SV Aanall (Y (s S Gendl) e
Ll ay o Lalla sl ABIYL al&ieW) Ssag are (A ey aosls 3Ll e 8y Al V) o2 o Aiia 5o
damgy il B leiall gl gLl s s A gl LA e el1d 3phei a5 28 lale Lasan uﬁn sl
Pploall gl i o e gl o Sy AL 8y e el GaY1 lgles sl T il al
bl Tase e Gldaill s g lan) agag eledV) Gl el aasie doall Gflsall & outl) (il ) kil
Jlaall 138 (8 G Bl ()5S0 ) a3

Sl gLl 2 elgy s aiall a1 Bl Taaiy o Jsad) ol of e 2 e IS8 Jeall Gl e a2y d) ad
Aa U Culie e LaadIS el aay v s 5SY) e laill o Golati ¢ 3L ool (s adisall (CIL) 85l)
b Al oyl aeld gl LS A oal) culejliall Apa sl 45000 4t s a5 Le olad [ioad G Say (3L L4050
CnlSe Biat] adl LA e (o) LS WY Jsadl aagd clandl sdn 8 Aeailly dainll i) b JS
sl 5l alasiuly o udlly L) L i

O gt g el all ATl Ll pomyats ) colapagil) Cum (ya edyg SSIY) Amgli ) A sl (b
Al i) CauslSa Baiat (mpay Jsll @l gl Ahyand) Canaall Jalés Jais Jsall G (ol e Dl

= Aol slall Gkt A8 Jea Buexiag dald 353l ) aaiil caadl a8 Joall o 3) Uialie 05 of 2y ¥
gl ) Al A Wl cle ) e ol A ajles ASla el Joaalil Joad) o gall s . bl Gl
P e 8 I Tasli ) AL ) Gl B 4 galse (S oS5 el gaili il A Tgall L€l ug gl il
Ll il yladll

hmeall £ Ll b Adgal clejliall Lalil) daydal

Lagliu¥) i e catian Ledl l1d (e aaly sl ) A% 40y (Jlae dyme Gl Sl o Liadl) OS2
it e Lays LS daaiall a ) (3L omgen Tasasy gl allall Cpall 2 ay Jsa 1) sl alla 2.4t

! Schmitt, Michael N. 2013. Tallinn manual on the international law applicable to cyber warfare. Cambridge: Cambridge University Press
el s an e (NSA) 80 5aY) L sill 5aY Al 5 () spiall VLA gadia pe 3 LS 2
Gruener, Wolfgang. 2012. Many new PCs in China come with malware preinstalled. Tom’s Hardware, September 24.
http://www.tomshardware.com/news/microsoft-pc-windowssecurity-china,17758.html. Accessed 26 Mar 2021.
a3 Al Toula) @l uall e Migileadl Guagl jiny) il Jaiis 4y Sual) cilleal) Caal - Agilaadll g Ay jaall g Al Ay eall - A 51 Al Wl o cps A_g
anmdlaglisam g Y @)L@J\hy S Apald) o san I3 8 ot ) Aandl (g ol o Ay 5 5l Ail) ) Cilasd) 8 el 5 J sall i) S sl
O S0 s Al e Wyl dpadiall Ll i) Al Jaids (Jobial) S sall el (of) g0 Rl il S8 (8 Gasgen o) ,S) b ) (535 Laa ¢ (sl Aalsy)
Y13 32k s ol SYI 5l Aadilal) 5 Al (e Aiagga dava je LS sl ) 138 o (Rl AaluY) (e o dpnlil) ¢l ail) s g Ul Say) Jaadl AL (el
Al Coall IR el om0 jla) Ant i) ) CRllSS (im 5 2368 g3 ) Al il JSS

No
No
an

~t
s



12025 Cuole" oY1 daal) jde galal) Alaall - daSas dsale A g — Aol g AL ¢IAY bl al) Alaa

(ISSN: 2356 - 9492)

e\d;:s_uh 2 agillg n\)_S}!\} cJaadll iy c'édt..)_..nj\ G_h: d}l_l\ Aﬂjl_u dclg BRSNS NGINTN ‘”k._l_).AJ\ iy I A Laall JL_\Q]\"
Gaad (s L il Al iliad) (e g 5SIY) o Laadll fum i u) A5ul) Glias Cum el apenglly el

actgall oha Al

sladll 3 gallial 2l Cagplall Al Lde Jalally 5palall Galid) L hain¥) 4 Jias Al ddin Jsall aalg o il
Ledann Jalay Plicias) 4l (e Jli dabide ddadily il s iliatlind DA (e Gl Jaii o Jall (K cADIA (g )
'e . “ . . LG_-’ S.u .-}

At Coga . il CalSs AL Ghaalls ol dalail Jio (Aglils Ggalse sl DA e eDliind AlS) e Jsal) Jlis 8
Slo Jsll aiad ay dlly e aallLaals uila e camaal) Bl Pladl e JV1 ARl 8 olad) aalg ) )
gl Al Y] 058 Bniliind Be () 535 O (Sa el WL Y paly Gl e DY)

Sl Spainall A SN lileall PUa e —lidlle 880 e PRI e — i Bhae Gaias Joall (K ey e Yl
Ciaser Blie Logan Joley Vs cigill aladinly angill e (g tall jlaall Wlgml elld Jiey Db cAuaSIll Y1 culd cdlaal)
Baaiall ad¥) e e 51 saldl)

Jsal) (33 G edlppnadl Apashial) Al 3 plaall cpdal) ey alud) (mpes el S lilenl) o328 Jl5 28 cGlld pag
g silly Al Aa gl i) clil) 8 aeadid A o) KY) o Aadlad) sl ) 2 liad Y Aadliiad 33

Bl e ld oSl Al Ayl Al i) bl Lalall (plall degene (po 32U Joall IS ccand) 13
Al gl i)

odn (35S 38 bl ¢ Liadlly dalal) 23 adan Joall oyl s Sa Jea ol LI Jsal) (e Ji 22e Lo Laiy
cly s Al Lol Al (e e Ll G muY) il G 5yl EAU Bl (Jailly 4y lsaY)

ilalans aliy) ST ga g ST o Lomilly (3laiall (il oy Al apaal iy FSY) bl 0058 3T ol Gandl Jols
sl Ln ) adad Al sl AUS aaay Joall £ 1) 5y i e Slaad LA Luually (ia gl ddee (e ny Lo Al

o e ol U i e Ll Bl 3 SSY) oLl a5 gl oy sl o 5o Ll il oL ¢S
¢ toall 5l alge ilaa 1Y) cluhall 8 ohS L e g daliaall culaal@ll @) Gty a3l 2w . Jal) pac el e
Ol eleliy Joall G o)SY) agd (A DDA s celld ) ALYl Aty Joall 8l Bl 2l oSY) ae Jalaill

A £l ol Rspd) Lin A1 Eid) 8 Ll gl G Ly el o8 A o ol s - s

N9
(a)]

——
N



el gladll 8 L) o) Alad) Jayy Jall o) 530
8l Al jaall ) ¥ aia g deal 1yl

CUSJ\ Ac D gana B jan S| o

dgalaty) o A gilal) b Al Aaa
(AL Gallaal)

(o) ) Ll B dsa) o) Agliad) Oy jla (el LB g
pan S 1Y) Lee i) Jilaal ) bl sloadl) 8 Gualsl) Abiad) Jiy SN Gk b calal) a8 il Ak

b sbully gmill i e Lghada iy gl Alial) Jy HINVIS £l Bl 6 Ll ) seaially A3l A sal) L5l
Msam 4 Vlad oyliely ¢ s I ¢ Ladl

i I35 35 SN oLl Zail ol il 8 (3l g o gty Liloslon (8 sl ¢ i) (S i
3 Al Slansally Joall e el of Aaadle agdd) (o cildinall cilialiel) o dalles die il Aliadl Jiy SN

e i (Al (ealily 2ol agadll 4ny e celld 8 Lo ¢ ol cladl e JSS doall o 0lall gudat ) jainly x|
2.
LBl

it

mutatis mutandis, Corn and Taylor, ‘Sovereignty in the Age of Cyber’, 111 American Journal of International Law (2017) 207, at 208
(challenging on a similar basis the applicability of a rule of sovereignty to cyberspace). )

L D)

Note from Mr. Gabriel Juarez Lucas, Fourth Vice Minister of the Interior Ministry of the Republic of Guatemala to Luis Toro Utillano,

Technical Secretariat, Inter-American Juridical Committee, 4VM.200-2019/GJL/Ir/bm, 14 June 2019,

S Bsin a5 S eliadl) Filas L i ¥lae lin (585 of S 45f AdanDle e (815 ) eliadll e ol () ildl) aadail aeall 5 2l Jalas liSay Y

DA peY) bl Aalaia 58 el ) e 3 50 el )

cited in Organization of American States (OAS), Improving Transparency — International Law and State Cyber Operations: Fourth Report
(Presented by Prof. Duncan B. Hollis), OEA/Ser.Q, CJI/doc. 603/20 rev.1, 5 March 2020, § 21 (hereinafter ‘Improving Transparency’)

el

e.g., Report of the Group of Governmental Experts on Developments in the Field of Information and Telecommunications in the Context
of International Security, UN Doc. A/68/98, 24 June 2013, § 19 (hereinafter ‘UN GGE Report 2013’); )

Lay aal)
Hon. Paul C. Ney, Jr, US Department of Defense, General Counsel Remarks at US Cyber Command Legal Conference (2 March 2020),
available at:
www.defense.gov/Newsroom/Speeches/Speech/Article/2099378/dod-general-counsel-remarks-at-us-cyber-command-legal-conference; US
Government, International Strategy for Cyberspace: Prosperity, Security, and Openness in a Networked World (May 2011), at 9,
available at: https://obamawhitehouse.archives.gov/sites/default/files/rss_viewer/international_strategy_for_cyberspace.pdf (hereinafter
‘International Strategy for Cyberspace’); Australian Department of Foreign Affairs and Trade (DFAT), ‘Australia Non-Paper: Case Studies
on the Application of International Law in Cyberspace (2020), at 4, 7-11
Jeremy Wright QC MP, UK Attorney General, Speech, ‘Cyber and International Law in the 21st Century (2018), at 3-6, available at
www.gov.uk/government/speeches/cyber-and-international law- in-the-21st-century; Ministere de la Defense (France), ‘Droit international
appliqué aux operations dans le cyberspace’, at 617, available at:
www.defense.gouv.fr/content/download/565895/9750877/file/Droit+internat+appliqué+aux+opérations+Cyberespace.pdf
(last visited 10 July 2021); Keynote address by the Minister of Defence of the Kingdom of the Netherlands, Ms. An Bijleveld (20 June
2018),
available at  https://english.defensie.nl/downloads/speeches/2018/06/21/keynote-address-by-theminister-of-defence-ms.-ank-bijleveld-
marking-the-first-anniversary-of-the-tallinn-manual-2.0-onthe-20th-of-june-2018.

A Y1 83 sl e elime i1 Jsall U e Alilan Calisles
OEWG Report, available at www.un.org/disarmament/open-ended-working-group/ (see individual comments from the Czech Republic, at
2; the Netherlands, 88 17-18; Japan, at 1, 5; Austria, at 2; Germany, at 2-3).
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Slo calsl) e ety ool JSE ey Jagt el A8 aaled Gagai dsa ake Al b YLy Cileslal

% Ll (3Uai e YLy e ghaall Lim gl iS5 dn i 533m0 Jalgain dgmg ade Alla 8 ¢ i) o Lndl

Craed Ji ecmnd Syl ol o)y L) Gsiad sl oy alall Jsal) oy gilally Jsall (S ol cdlld e el e
Jeas ) aliaa dgylay @l OIS o in o35 S e Ladl) 8 Adliad) Ayleadl Colall (et Al Lyl

1s.S. Lotus, 1927 PCIJ Series A, No. 10, para. 45; ILC
realy sl o A Al Aalill Al 5l e g 5 ¢ (sl o A g s g s e RS iy saaall
Martti Koskenniemi, UN Doc A/CN.4/L.682, 13 April 2006, § 120 (hereinafter ‘Fragmentation Report’). See also Akande, Coco« and de Souza
Dias, ‘Old Habits Die Hard: Applying Existing International Law in Cyberspace and Beyond’, EJIL: Talk! (5 January 2021), available at
www.ejiltalk.org/old-habits-die-hard-applying-existing-international-law-in-cyberspace-and-beyond/.

2 OEWG, Second ‘Pre-Draft’ Report on Developments in the Field of Information and Telecommunications in the Context of International
Security (2020), § 21, available at www.un.org/disarmament/openended-working-group/.

Lal aal)
Moynihan, ‘The Application of International Law to State Cyberattacks Sovereignty and Non-Intervention’, Chatham House Research
Paper, December 2019, paras 5-6. See also Tallinn Manual 2.0, ibid 6, at 31, para. 4; 46, para. 12;
=
nuclear weapons, Advisory Opinion,8 July 1996, ICJ Reports (1996), para. 39; ILC, Draft Articles on Prevention, supra note 21, at 154.
10n S L
Commentary to Draft Article 3, para. 11; Responsibilities and Obligations of States with Respect to Activities in the Area, Advisory
Opinion, 1 February 2011, ITLOS Reports (2011) 10, para. 117; Sullivan, supra note 3, at 452;

Geiss and Lahmann, ‘Freedom and Security in Cyberspace: Shifting the Focus Away from Military Responses Towards Non-Forcible
Countermeasures and Collective Threat-Prevention’, in K. Ziolkowski (ed.), Peacetime Regime for State Activities in Cyberspace.
International Law, International Relations and Diplomacy (2013) 621, at 655.

% Tallinn Manual 2.0, ibid 6, at 31, para. 4; )
Lal xal)
Okwori, ‘The Obligation of Due Diligence and Cyber-Attacks: Bridging the Gap Between Universal and Differential Approaches for
States’, Ethiopian Yearbook of International Law (2018) 205, at 213; Khanna, ‘State Sovereignty and Self-Defence in Cyberspace’, 5
BRICS Law Journal (2018) 139, at 141. See, generally, nuclear weapons, Advisory Opinion, 8 July 1996, ICJ Reports (1996), para. 39

ceal,yt
Nuclear Weapons, Advisory Opinion, 8 July 1996, ICJ Reports (1996), para. 86.
33\55\&4&3\5145\ L@.uu \JLJ s%d&ﬁuuh\)ﬂy\ o8 uA:d}\s.A” Q\g\.\ﬁuy\)guﬁua.'} celLY 1 JSAJPJ‘_AQ Jﬂdhﬁ‘}(}s
Shackelford, Scott J., Scott Russell, and Andreas Kuehn. "Unpacking the international law on cybersecurity due diligence: Lessons from the
public and private sectors.” Chi. J. Int'l L. 17 (2016): pp 8-9 )
bl xal
Coco, Antonio, and Talita de Souza Dias. "‘Cyber Due Diligence’: A Patchwork of Protective Obligations in International Law." European
Journal of International Law 32.3 (2021): 771-806.
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! Council of Europe, Recommendation CM/Rec(2011)8 of the Committee of Ministers to member states on the protection and promotion of
the universality, integrity and openness of the Internet (21 September 2021), available at:
https://search.coe.int/cm/Pages/result_details.aspx?ObjectiD=09000016805cc2f8.

Al aial iy iy Asalle 3 5ai dles (ht sbiae W1 Jgall o1 )55l iad e 3 ,30all (2011) CM / ReC dsna sill g 5 pdial & jpuidi s S2e 2
, CM Documents, CM(2011)115-addl, 24 Awugust 2011, § 80 and more extensively 88 71-84, available at
https://search.coe.int/cm/Pages/result_details.aspx?ObjectID=09000016805ccaeb.
Ostadll s e Jilad ey g3 saaal) Juai¥) cledi g oo ) Bl s dpimall Gygan sl Dalll ) g0l e i YL iradl Gaadall (o L) Gl
asall e cuymY) e dalaadl clawal 5 sl Strasbourg, December 2010, §§ 59-74, esp. §§ 72-74 (on the standard of due diligence),
available at http://humanrightseurope.blogspot.com/ 2011/01/proposals- for-international-cooperation.html

M58 (gt Anila Jaid A 3l 5 Y1 Al s ¢ ) sY) STV e A ¢ dio s s ebdl Jiaall (Ol ¢ aa gl ¢ s sY) STV a3
(30 April 2020), available at www.consilium.europa.eu/en/press/press-releases/2020/04/30/declarationby -the-high-representative-josep-borrell-
on-behalf-of-the-european-union-on-malicious-cyber-activities-exploiting-the-coronavirus-pandemic/. A similar statement was made by the
European Union and endorsed by member states during the UN Security Council Arria-Formula Meeting on Cyber Stability and Conflict
Prevention and Capacity Building: see Pawel Herczynski, Statement on behalf of the EuropeanUnion (20 May 2020), at 2, available at
https://vm.ee/sites/default/files/Estonia_for_UN/20_05_22_arria_cyber_eu_statement_as_delivered_unread_paras.pdf .
s kil

Comments by Member States on the initial predraft of the OEWG report, supra note 47, France, at 3 (emphasis added). Cf. Anne Gueguen,
French Deputy Permanent Representative at the UN, Statement at the UNSC Arria-Formula Meeting on Cybersecurity (2020), at 1:35:15
min, available at https://youtu.be/K704P5D1n3E; Minister de la Defense (France), supra note 47, at 10.

Layl xal
e D)
Cf. Developments in the Field of Information and Telecommunications in the Context of International Security: Report of the Secretary- General,
UN Doc. A/74/120, 24 June 2019, at 24 (reply by France); Strategies international de la France pour le numérique (2017), at 32, available
at:www.diplomatie.gouv.fr/IMG/pdf/strategie_numerique_ a4_02_interactif_cle445a6a.pdf.
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President of the Republic [of Estonia] at the opening of CyCon 2019 (29 May 2019), available at: www.president.ee/en/official-
duties/speeches/15241-president-of-the-republic-at-the-opening-ofcycon-2019/index.html (emphasis added).

;).Ex.'\\ 2
Australia, DFAT, Australia’ International Cyber Engagement Strategy, at 90, Annex A: Australia’s position on how international law
applies to state conduct in cyberspace (2019), available at https://www.internationalcybertech.gov.au/about/2017-International-Cyber-
Engagement-Strategy.

Janne Taalas, Ambassador, Statement at the second session of the open-ended Working Group (OEWG) on developments in the field of
information and  telecommunications in the context of international security (February 2020), available at
https://ccdcoe.org/uploads/2018/10/Statement-on-International-Law-by-Finnish-Ambassador-Janne-Taalas-at-2nd-session-of-OEWG. pdf
(emphasis added).

JS ey 8 a5 e Lt s e Yatil 25 ¢ 50l S5 ¢ lud 5 St sall 4y ) seandl a5 clusaill 5 el s ey s 3y ) sgan s ASpuill 4y ) sganl (e JS Alilan cililyy ol 5 4
e
e  Government of the Netherlands, Letter from the Minister of Foreign Affairs to the President of the House of Representatives on the
International Legal Order in Cyberspace (5 July 2019), Appendix: International law in cyberspace at 4-5, available at
www.government.nl/documents/parliamentarydocuments/2019/09/26/letter-to-the-parliament-on-the-international-legal-order-in-
cyberspace (hereinafter ‘Netherlands, Letter of 5 July 2019°) (emphases added).
e  Czech Republic, supra note 47, at 3.
e Comments by Member States on the Initial Pre-Draft of the OEWG Report, available at www.un.org/disarmament/open-ended-
working-group/: Republic of Korea, at 2.
e  Ministry of Foreign Affairs of Japan, Basic Position of the Government of Japan on International Law Applicable to Cyber Operations
(28 May 2021), available at https://www.mofa.go.jp/policy/page3e_001114.html, at 5.
e  Comments by Member States on the initial pre-draft of the OEWG report: Austria, supra note 96, at 2-5.
e H.E. Mr. José Singer Weisinger, Dominican Republic’s Ambassador and Special Envoy to the Security Council, Statement (22 May
2020), available at https://vm.ee/sites/default/files/Estonia_for UN/22-5- 2020 cyber_stability and_conflict_prevention_-3.pdf. OAS,
Improving Transparency, § 58.
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The Netherlands, Letter of 5 July 2019, ibid, Appendix, at 4 )
oD
Thirlway, Hugh. "Reflections on lex ferenda." Netherlands Yearbook of International Law 32 (2001): 3-26.
¥ Comments by Member States on the initial pre-draft of the OEWG report, supra note 96, Austria (at 2); Australia (at 2-3, item C2).
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-: Rollins, John, And Clay Wilson. "Terrorist Capabilities For Cyberattack: Overview And Policy Issues." LIBRARY OF CONGRESS
WASHINGTON DC CONGRESSIONAL RESEARCH SERVICE, 2007.: Lewis, The Internet And Terrorism, Available At:
Www.Csis.Org/Media/Csis/Pubs/050401_Internetandterrorism.Pdf; Lewis, Cyber-Terrorism And Cybersecurity;
Www.Csis.Org/Media/Csis/Pubs/020106_Cyberterror_Cybersecurity.Pdf; Gercke, Cyberterrorism, How Terrorists Use The Internet,

Computer Und Recht, 2007, Page 62

! The 2015 consensus report of the UN GGE show that states agreed that they ‘should’ exercise due diligence: UN A/70/174, para 13(c). See also
2013 report of the UN GGE, UN A/68/98, para 23.
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EU Council Decision, preambular para 4.
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. See also Chircop, L. (2018), ‘A Due Diligence Standard of Attribution in Cyberspace’, ICLQ, 67(3): pp. 665—668.
% For example, France and the Netherlands (as set out in official statements at footnotes 42 and 43).
La;j @\)
Schmitt, M. (2019), ‘France’s Major Statement on International Law and Cyber: An Assessment’, Just Security, 16 September 2019; Jensen, E.
T. and Watts, S. A. (2017), ‘A Cyber Duty of Due Diligence: Gentle Civilizer or Crude Destabilizer?’, Texas Law Review, 95: pp. 1555—

1577
c sl 4
D)
Chircop, Luke. "A due diligence standard of attribution in cyberspace.” International & Comparative Law Quarterly 67.3 (2018): 67(3): pp. 665—
668.
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Sklerov, M. J. (2009), ‘Solving the Dilemma of State Responses to Cyberattacks: A Justification for the Use of Active Defenses against States
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Who Neglect Their Duty to Prevent’, Military Law Review, 201: pp. 1-85.

! Having said this, as long ago as 2000, the UN General Assembly ‘not[ed] the value of® states taking various measures that could be required
under a duty of due diligence in the cyber context: GA Res. 55/63 (4 December 2000).

2 Jan Brown, Expert Witness Statement for Big Brother Watch and Others Re: Large-Scale Internet Surveillance by the U.K. 3 para. 7 (App. No.
58170/13 to Eur. Ct H. R. (Sept. 27, 2013)), available at https://papers.ssrn.com/sol3/papers.cfm?abstract _id=2336609 (last visited Jan. 18,
2021)

% . Dep’t Prime Minister & Cabinet, Australia’s Cyber Security Strategy (2016); Gov’t of the U.K., The U.K. Cyber Security Strategy (2011);
Executive Off. of the President of the U.S., The National Strategy to Secure Cyberspace (2003).

Group of Governmental Experts on Developments in the Field of Information and Telecommunications in the Context of International Security,
U.N. GAOR, 17th sess., Agenda Item 93, U.N. Doc A/70/174 (July 22, 2015).

B!

Scott J. Shackleford, Scott Russell & Andreas Kuehn, Unpacking the International Law on Cybersecurity Due Diligence: Lessons From the

Public and Private Sectors, 17 Chi. J. Int’l L. 1, 25-34 (2016)
6
=h
Division for Treaty Aff., U.N. Off. on Drugs & Crime, Comprehensive Study on Cybercrime (Draft) 1-22 (Feb. 2013).
7
=l
Xu Longdi, China’s Internet Development and Cybersecurity: Policies and Practices, in Chinese Cybersecurity and Defence 46 (Daniel Ventre
ed., 2014); Kara Scannell & Gina Chon, F.T. Investigation: Cyber Insecurity U.S. Agencies are Revealed to Lack Basic I.T. Defences,

Financial Times (July 15, 2015), available at https://www.ft.com/content/698deb42-200b-11e5-aa5a-398b2169cf79 (last visited Oct. 21,

2021)
el
U.N. Institute For Disarmament Res., The Cyber Index International Security Trends and Realities xi, 1, 3, 9-55, 117 (Mar. 2013).
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E.g., Cyberwar, Law and Ethics for Virtual Conflicts (Jens David Ohlin, Kevin Govern & Claire Finkelstein eds, 2
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Matthew J Sklerov, Solving the Dilemma of State Responses to Cyberattacks: A Justification for the Use of Active Defenses against States Who
Neglect Their Duty to Prevent, 201 Military. L. Rev. 1, 79 (2009) (citing Richard Garnett & Paul Clarke, Cyberterrorism: A New
Challenge for International Law, in Enforcing International Law Norms Against Terrorism (Andrea Bianchi & Yasmin Naqvi eds, 2004)).
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! Hinkle, Katharine C. "Countermeasures in the cyber context: One more thing to worry about." Yale Journal of International Law 37.Fall (2011):
11-21.

24 U.S. Department of Defense, 1999, An Assessment of International Legal Issues in Information Operations, 16 et seq.; speech by the
Secretary of State of the German Federal Ministry of the Interior, International Cooperation in Developing Norms of State Behaviour for
Cyberspace, Berlin, 13 December 2011.

Part Three, Chapter Il, at para. 5

% the ILC in reference to the Air Service Agreement arbitration79 nonetheless holds that ‘[c]countermeasures are more likely to satisfy the
requirements of necessity and proportionality if they are taken in relation to the same or a closely related obligation. ILC Commentaries,

# Hinkle, Katharine C. "Countermeasures in the cyber context: One more thing to worry about." Yale Journal of International Law 37.Fall
(2011): 11-21.
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2 GeiR, Robin, and Henning Lahmann. "Freedom and Security in Cyberspace: Shifting the Focus Away from Military Responses Towards
Non-Forcible Countermeasures and Collective Threat-Prevention." Peacetime Regime for State Activities in Cyberspace. International
Law, International Relations and Diplomacy, Tallinn (2013).

3Iwasawa, Yuji, and Naoki Iwatsuki. "Procedural Conditions.” The Law of International Responsibility (2010): 1149, 1155; likewise,
Krieger, op. cit., at 16
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Act.” Santa Clara High Tech. LJ 30 (2013): 349.

O’Connell, Mary Ellen. "Cyber security without cyberwar." Journal of Conflict and Security Law 17.2 (2012): 187-2009.
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! See, e.g., Tallinn Manual 2.0, ibid 6, at 35-36, para. 21; Milanovic and Schmitt, supra note
72, at 280; Schmitt, ‘In Defense of Due Diligence in Cyberspace’, 125 Yale Law Journal
Forum (2015) 68; Bannelier-Christakis, ‘Cyber Diligence: A Low-Intensity Due
Diligence Principle for Low-Intensity Cyber Operations?’, 14 Baltic Yearbook of
International Law (2014) 23, at 25-26;
-l L; @\)
Kulesza, ‘Due Diligence in International Internet Law’, Journal of Internet Law (2014) 24,
at 27-28; Geiss and Lahmann, supra note 49, at 635; Gross, ‘Cyber Responsibility to
Protect: Legal Obligations of States Directly Affected by Cyber-Incidents’, 48 Cornell
International Law Journal (2015) 481, at 494; Ney and Zimmermann.
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1
b
Island of Palmas, Award, 4 April 1928, 11 RIAA 829 (1928), ICGJ 392 (PCA 1928), at
8309.

2
D)
Island of Palmas, Award,ibid , ICGJ 392 (PCA 1928), at 839; Affaire des biens
britanniques au Maroc espagnol (Spain v United Kingdom), 2 RIAA (1925) 615, at 643—
644.

3
)
Corfu Channel, Judgment, 9 April 1949, 1CJ Reports (1949), at 18. On the requirement of

knowledge as applied to cyberspace, see Tallinn Manual 2.0, ibid 6, at 40-41.

et
Corfu Channel, Judgment, 9 April 1949, ICJ Reports (1949), at 18. On the requirement of knowledge as applied to
cyberspace, see Tallinn Manual 2.0, ibid 6, at 40-41. .

b
Military and Paramilitary Activities in and against Nicaragua (Nicaragua v United States), Judgment, 27 June 1986, ICJ
Reports (1987) 14, para. 157

el p
Case Concerning Application of the Convention on the Prevention and Punishment of the Crime of Genocide (Bosnia-
Herzegovina v. Yugoslavia), Judgment, 26 February 2007, ICJ Reports 2007, at 43, para. 431 (hereinafter ‘Bosnian
Genocide’); Bandelier-Christakis, ibid, at 37. ‘

b el

contra Antonopoulos, ‘State Responsibility in Cyberspace’, in N. Tsagourias and R. Buchan (eds), Research Handbook on
International Law and Cyberspace (2015) 55, at 69.

6
b
e.g., Comments by the Member States on the initial pre-draft of the OEWG report:
France, supra note 47, at 3; The Netherlands, Letter of 5 July 2019
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2 Johanna Weaver, Submission of Australia’s independent expert to the United Nations Group of Governmental Experts on advancing
responsible  State behaviour in cyberspace in the context of international security (2020), at 4, available at
www.dfat.gov.au/sites/default/files/submission-by-australias-representative-to-the-gge-norm-implementation- may-2020.pdf;

Boyle, Alan E. "State Responsibility and International Liability for Injurious Consequences of Acts Not Prohibited by International Law: A
Necessary Distinction?." International & Comparative Law Quarterly 39.1 (1990): 1-26.2:¢l3 b aal
Sander, ‘Democracy Under The Influence: Paradigms of State Responsibility for Cyber Influence Operations on Elections’, 18 Chinese
Journal of International Law (2019) 1, at 25-26; Milanovic and Schmitt, supra note 72, at 280.
LAl ) eelld e Yy La A 5o () Ay sl sad) ) 538 CSLeml (ol (Bl Wg e g il e JuadY) 5 s AN sl Bsia e i 555 Al JledY) Y5l a5 Y 3

DAY Ol (3 gaad Aalla) JuedYI Axl s g S 5LE b deadiuall

Corfu Channel, Judgment, 9 April 1949, ICJ Reports (1949), at 22.

Hathaway, Oona A., et al. "Ensuring responsibility: Common article 1 and state responsibility for non-state actors." Tex. L. Rev. 95 (2016): 539.

* during a cross-border non-international armed conflict, the targeting of foreign enemy combatants by a non-state group is contrary to the rights
of the foreign state to protect their nationals, yet this may not amount to an internationally wrongful act if committed by the host state itself.

SARSIWA, supra note 50, art. 27.

® ARSIWA, supra note 50, art. 27.
e’

Stinissen, Jan, and Kenneth Geers. "A legal framework for cyber operations in Ukraine." Cyber War in Perspective: Russian Aggression
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against Ukraine. NATO CCD COE Publications, Tallinn (2015): 123-134.
! Tallinn Manual 2.0, ibid , at 38.
2 Press Release, ‘UK Condemns Cyber Actors Seeking to Benefit from Global Coronavirus Pandemic’ (5 May 2020), available at
www.gov.uk/government/news/uk-condemns-cyber-actors-seeking-to-benefitfrom- global-coronavirus-pandemic

3Comments by Member States on the initial pre-draft of the OEWG report: Canada, supra note 47, at 3.

# Schmitt, ““Virtual” Disenfranchisement: Cyber Election Meddling in the Grey Zones of International Law’, 19 Chicago Journal of
International Law (2018) 30, at 54

Milanovic and Schmitt, ‘Cyber Attacks and Cyber (Mis)information Operations during a Pandemic’, 11 Journal of National Security Law
& Policy (2020) 247, at 280
® Buchan, Russell, and Ifiaki Navarrete. "Cyber espionage and international law." Research Handbook on International Law and Cyberspace.
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Edward Elgar Publishing, 2021.at 51

1 M. Schmitt (ed.), Tallinn Manual 2.0 (2nd ed. 2017) 30, rule 6; 43 at 36, para. 23.

2 |bid., at 31, para. 5; 41-42, para. 42; 44-45, paras 7, 10

% Ibid., at 43-44, paras 3—4
4 Takano, ‘Due Diligence Obligations and Transboundary Environmental Harm: Cybersecurity Applications’, 36 Laws (2018) 7, at 8;
Comments by Member States on the initial pre-draft of the OEWG report: Canada, at 3; Comments by Member States on the initial pre-
draft of the OEWG report: Ecuador, at 2.
% similarly Comments by Member States on the Initial Pre-Draft of the OEWG Report, available at www.un.org/disarmament/open-ended-
working-group/ (see individual comments from the Czech Republic, at 2; the Netherlands, §§ 17-18; Japan, at 1, 5; Austria, at 2; Germany,
at 2-3). See also HRC, Res. 32/13,

b ¢.g., Cybersecurity Law (promulgated by the Standing Committee of the National People’s Congress, 7 November 2016, effective 1 June
2017), arts. 21(3), 51 (China); UK Network and Information Systems Regulations 2018, 10 May 2018, Part Il, s. 5(2)(a); Japan
Cybersecurity Strategy (27 July 2018), at27-29, 31, 35.

e.g., US Cybersecurity & Infrastructure Security Agency, Alert: Technical Approaches to Uncovering and Remediating Malicious
Activity, AA20-245A (1 September 2020), available at https://us-cert.cisa. gov/ncas/alerts/aa20-245a; Canada’s Implementation of the
2015 GGE Norms, at 5, available at www. un.org/disarmament/wp-content/uploads/2019/11/canada-implementation-2015-gge-norms-nov-
16-en.pdf (last visited 17 July 2021).
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LILC, Draft Articles on Prevention of Transboundary Harm from Hazardous Activities, with commentaries, in Report of the International
Law Commission on the work of its fifty-third session (23 April-1 June and 2 July-10 August 2001), UN Doc. A/56/10, 144, at 148-149,
at 155, Commentary to art. 3, paras 15-17.

2 Bannelier-Christakis, ‘Cyber Diligence: A Low-Intensity Due Diligence Principle for Low-Intensity Cyber Operations?’, 14 Baltic Yearbook of
International Law (2014) 23, at 31
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Kolb, ibid 34, at 123-124; Tallinn Manual 2.0, supra note 6, at 45, para. 9 and ibid., at 44-45, para. 7, citing Bosnian Genocide, Judgment,
26 February 2007, 1CJ Reports 2007, supra note 85, para. 431

Zmutatis mutandis, Bosnian Genocide, Judgment, 26 February 2007, ICJ Reports 2007, para. 436. mutatis mutandis, Bosnian Genocide,
Judgment, 26 February 2007, ICJ Reports 2007, para. 436.
% Heintschel von Heinegg, ‘Legal Implications of Territorial Sovereignty in Cyberspace’, in C. Czosseck, R. Ottis and K. Ziolkowski (eds),
2012 4th International Conference on Cyber Conflict (2012) 7, at 17.
4 Heieck, Symposium: A Duty to Prevent Genocide — Due Diligence Obligations among the P5 (Part One) (2018), available at
http://opiniojuris.org/2018/12/10/symposium-a-duty-to-prevent-genocide-due-diligenceobligations-

among-the-p5-part-one/ (emphasis added).

5
&l
Collection générale des décrets rendus par la Convention Nationale: Mois de mai 1793 (1793), at 72. The adage has been popularized by
the Spiderman comic books.

8 See Kolb, ‘Reflections on Due Diligence Duties and Cyberspace’, 58 GYIL (2015) , at 123.
&’
Gross, ibid 112, at 506.

See also Secretariat Général de la Défense et la Sécurité Nationale (France), Revue stratégique de cyberdéfense (12 March 2018), at 83-84,
available at www.sgdsn.gouv.fr/ evenement/revue-stratégique-de-cyberdefense
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See ILC, Summary Record of the 1251st Meeting, Topic: State Responsibility, A/CN.4/SR.1251, Extract
from the Yearbook of the International Law Commission 1974 wvol. 1, available at https://legal.un.org
ilc/documentation/english/summary_records/a_cn4_sr1251.pdf (last accessed 17 July 2021), at 7 . )

el aal)
Crootof, Rebecca, and Oona A. Hathaway. "The law of cyber-attack.” California Law Review 100.4 (2012): 817., at 600; Walton, ‘Duties
Owed: Low-Intensity Cyber Attacks and Liability for Transboundary Torts in International Law’, 126 Yale Law Journal (2016) 1460, at
1486-1487; Sander, ibid, at 49.
2ILC, Draft Articles on Prevention, ibid 21, at 150, Commentary to Article 1, para. 6; 152, Commentary to art. 2, para. 5.

Crootof, ‘International Cybertorts: Expanding State Accountability in Cyberspace’, 103 Cornell Law Review (2018) AT 103,
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4 See ILC, Draft Articles on Prevention, ibid 21, at 148-149; Crootof, ibid 148, at 603—-604;
B!
Walton, ‘Duties Owed: Low-Intensity Cyber Attacks and Liability for Transboundary Torts in International Law’, 126 Yale Law Journal
(2016) at 1465.
® Trail Smelter, (United States v. Canada) (1941) 3 RIAA 1911, at 1963
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Pulp Mills, Judgment, 20 April 2010, ICJ Reports (2010), para. 101.

2 nuclear weapons, Advisory Opinion, 8 July 1996, ICJ Reports (1996), para. 29.

3|LC, Draft Articles on Prevention, ibid 21, art. 2, at 153, para. 8; Commentary, at 152, para. 4 (emphasis added). See also Robert Q. Quentin-
Baxter, Special Rapporteur, Fourth Report on International Liability for Injurious Consequences Arising out of Acts Not Prohibited by
International Law, UN Doc. A/ CN.4/373 and Corr.1&.2 (27 June 1983), para. 17 (clarifying that ‘there was never an intention to propose a
reduction in the scope of the topic to questions of an ecological nature’).
4ILC, Draft Articles on Prevention, ibid 21, art. 2, at 153, para. 8; Commentary, at 152, para. 4 (emphasis added). See also Robert
Q. Quentin-Baxter, Special Rapporteur, Fourth Report on International Liability for Injurious Consequences Arising out of Acts Not
Prohibited by International Law, UN Doc. A/ CN.4/373 and Corr.1&.2 (27 June 1983), para. 17 (clarifying that ‘there was never an
intention to propose a reduction in the scope of the topic to questions of an ecological natur

5e.g., Crootof ibid 148, at 603-604; Walton, ibid 148, at 1480-1482, 1497; Sander, supra note 88, a 49-50; Reinisch and Beham, supra note 11, at
104-106; Dorr, supra note 78, at 93; Buchan, supra note 1, at 439-452; Okwori, ibid 74, at 210; Takano, supra note 110. See also Interim
Report of the Ad-Hoc Advisory Group on Cross-Border Internet, supra note 55, paras 60-65.

®e.g., Crootof, ibid 148, at 603—604; Walton, ibid 148, at 1480—1482, 1497; Sander, supra note 88, a 49-50; Reinisch and Beham, supra
note 11, at 104-106; Dorr, supra note 78, at 93; Buchan, supra note 1, at 439-452; Okwori, ibid 74, at 210; Takano, supra note 110. See
also Interim Report of the Ad-Hoc Advisory Group on Cross-Border Internet, supra note 55, paras 60-65.

" Tallinn Manual 2.0, ibid 6, at 19-22; Schmitt and Vihul, ‘Respect for Sovereignty in Cyberspace’, 95 Texas Law Review (2017) 1639, at 1648—
1649. Granted, controversies as to the existence and extent of such rule may lead to diverging views about the occurrence of ‘harm’. This
does not deny, however, that if such harm may be established the ‘no-harm’ principle would apply.

8 Watts, ‘Low-Intensity Cyber Operations and the Principle of Non-Intervention’, in J. D. Ohlin et al. (eds), Cyber War: Law and Ethics for
Virtual Conflicts (2015) 250, at 257. But see Sander, supra note 88, at 20
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! See M. Milanovic, Extraterritorial Application of Human Rights Treaties: Law, Principles, and Policy (2011), at 209; Sander, supra note 88, at
39-43. On extraterritorial jurisdiction over online harms, see Section 4.C.1.

2 Sergio Euben Lopez Burgos v. Uruguay, HRComm Communication No. 52/1979, UN Doc. CCPR/ C/13/D/52/1979, 29 July 1981, § 12.3;
Lilian Celiberti de Casariego v. Uruguay, HRComm Communication No 56/1979, UN Doc. CCPR/C/13/D/56/1979, 29 July 1981, § 10.3

% Report of the Office of the UN High Commissioner for Human Rights: The Right to Privacy in the Digital Age, UN Doc. A/HRC/27/37, 30
June 2014, § 34.

*HRComm, General Comment No. 36, supra note 43, § 63; ECtHR, Issa and Others v. Turkey, Appl. no. 31821/96, Judgment of 16 November
2004, para. 71; ECtHR, Jaloud v. The Netherlands, Appl. no. 47708/08, Judgment of 20 November 2014, para. 152.

Walton, ibid 148, at 1497-1499, 1512°

84 ILC, Draft Articles on Prevention, ibid 21, at 152-153, art. 3(c)—(e) and Commentary, paras 9—12

" According to the ILC, the Draft Articles on Prevention were limited to physical harms ‘to bring this topic within a manageable scope’. See ibid.,
at 151; Commentary to art. 1, para. 16; Trail Smelter (United States v. Canada) (1941) 3 RIAA 1911, at 1926-1927; nuclear weapons,
Advisory Opinion, 8 July 1996, ICJ Reports (1996), paras 29 and 36. See also Crootof, ibid 148, at 603; Walton, supra note 103, at 1482;
Buchan, supra note 1, at 449-450; Takano, supra note 110, at 1.

8 See Crootof, ibid 148, at 588-589, 592, 595-597; Walton, ibid 148, at 1513.

® 7 Crootof, ibid 103, at 608-609; Gross, ibid, at 484; Takano, ibid, at 6-7. See also US Department of Defense Cyber Strategy (2015), at 5,
available ahttps://archive.defense.\gov/home/features/2015/0415_cyberstrategy/final_2015_dod_cyber_strategy_for_web.pdf

01, Draft Articles on Prevention, ibid 21, at 152, Commentary to art. 2, para. 4 (emphases in the original).

Milanovic and Schmitt, supra note 72. See also Robinson and Spring, ‘Coronavirus: How Bad Information Goes Viral’, BBC (2020), available
at www.bbc.co.uk/news/blogs-trending-51931394; Rankin, ‘Russian media “spreading Covid-19 disinformation”, Guardian (2020),
available at www. theguardian.com/world/2020/mar/18/russian-media-spreading-covid-19-disinformation.

Committee on Economic, Social and Cultural Rights (CESCR), General Comment No. 14: The Right to the Highest Attainable Standard of
Health (Article 12), E/C.12/2000/4, 11 August 2000, § 34. On due diligence obligations applying in relation to COVID-19, see Coco and
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de Souza Dias, ‘Prevent, Respond, Cooperate: States’ Due Diligence Duties vis-a-vis the Covid-19 Pandemic’, 11 Journal of Humanitarian
Legal Studies (2020) 218.

! See, e.g., reports on the widespread impact of the SolarWinds Hack: Sanger, Perlroth and Barnes, ‘As Understanding of Russian Hacking
Grows, So Does Alarm’, New York Times, 2 January 2021, available at https://nyti.ms/3hvBUfA.

2 4 ILC, Draft Articles on Prevention, ibid, at 153, Commentary to art. 2, para. 7.

3 1bid., at 154-155, Commentary to art. 3, paras 11 and 18; ILA Study, at 12; Responsibilities and Obligations of States with Respect to Activities
in the Area, Advisory Opinion, 1 February 2011, ITLOS Reports (2011) 10, para. 117; Koivurova, , ibid, para. 17.

4ILC, Draft Articles on Prevention, ibid 21, at 154 Commentary to art. 3, para. 11.

SStates seem to be adamant about the need for capacity building. For recent practice, see Canada’s Implementation of the 2015 GGE Norms,
supra note 114, at 5; UK Multi-Stakeholder Advisory Group on Cyber Issues, ‘Efforts to Implement Norms of Responsible State Behaviour
in Cyberspace, as Agreed in UN Group of Government Expert Reports of 2010, 2013 and 2015°, at 5, available at
www.un.org/disarmament/wp-content/uploads/2019/12/efforts-implement-norms-uk-stakeholders-12419.pdf (last visited 10 June 2021).

®1LC, Draft Articles on Prevention, ibid 21, at 148, General Commentary, para. 1; at 150, Commentary to art. 1, para. 6. See also Walton, ibid
148, at 1486-1488; Sander, supra note 88, at 51.

7 See ILC, Draft Articles on Prevention, supra note 21, at 154, Commentary to art. 3, para. 7.

& Walton ibid 148at 603

® Crootof, ibid 148, at 597-599, 604-608, 614; Walton, ibid 148, at 1511-1516
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! Stratégie international de la France pour le numérique, at 32, available at www.diplomatie.gouv.fr/IMG/

pdfistrategie_numerique_a4_02_interactif_cle445a6a.pdf (last visited 10 July 2021)
G7, ‘Cyber Norm Initiative: Synthesis of Lessons Learned and Best Practices’, 26 August 2019, at
www.diplomatie.gouv.fr/IMG/pdf/_eng_synthesis_cyber_norm_initiative_cle44136e.pdf.
% UK Network and Information Systems Regulations 2018, supra note 113, pt. 2
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Watts, Sean. "Low-intensity cyber operations and the principle of non-intervention." Available at SSRN 2479609 (2014).
Trifunovska, Snezana. "The Principle of Non-Interference and Cyber Operations." Hungarian YB Int'l L. & Eur. L. (2017): 131.
Pomson, Ori. "The Prohibition on Intervention Under International Law and Cyber Operations.” International Law Studies 99.1 (2022): 7.
Jiang, Zhifeng. "Regulating the Use and Conduct of Cyber Operations through International Law: Challenges and Fact-Finding Body
Proposal.” LSE Law Review 5 (2019).
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United Nations. Department of Public Information. Declaration on Principles of International Law Concerning Friendly Relations and Co-

operation Among States in Accordance with the Charter of the United Nations-Pamphlet. 1970.
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2 ECtHR, Birbulescu v. Romania, Appl. no. 61496/08, Judgment of 12 January 2016, para. 110, with respect to the right to privacy. In this
sense, see also Milanovic and Schmitt, supra note 72, at 270ff.

3 Cf. HRComm, General Comment No. 31 [80], The nature of the general legal obligation imposed on States Parties to the Covenant, UN
Doc CCPR/C/21/Rev.1/Add.13, 26 May 2004, § 8. See also HRComm, CESCR General Comment No. 3: The Nature of States Parties’
Obligations (Article 2(1) of the Covenant), E/1991/23, 14 December 1990, § 1; IACtHR, Velasquez Rodriguez v. Honduras, Judgment
(Merits), 29 July 1988, paras 166-167.
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! See, e.g., International Covenant on Civil and Political Rights 1966, 999 UNTS 171, art. 2(1)—(2) (hereinafter ‘ICCPR’); International Covenant
on Economic, Social and Cultural Rights 1966, 993 UNTS 3, art. 2(1) (hereinafter ‘ICESCR’); American Convention on Human Rights
1978, OAS Treaty Series No. 36, 1144 UNTS 123, art. 1(1) (hereinafter ‘ACHR’); European Convention for the Protection of Human
Rights and Fundamental Freedoms, 1953, 213 UNTS 221, art. 1 (hereinafter ‘ECHR”).

2ECtHR, X and Y v. the Netherlands, Appl. no. 8978/80, Judgment of 26 March 1985, para. 23; ECtHR, Barbulescu v. Romania, Appl.
no. 61496/08, Judgment of 12 January 2016, para. 108; ECtHR, Hdmél&inen v. Finland, Appl. no. 37359/09, Judgment of 16 July 2014,
para. 62; ECtHR, Nicolae Virgiliu Tanase v. Romania, Appl. no. 41720/13, Judgment of 25 June 2019, para. 125. Cf. also HRComm,
CCPR General Comment No. 16: Article 17 (Right to Privacy), The Right to Respect of Privacy, Family, Home and Correspondence, and
Protection of Honour and Reputation, UN Doc. HRI/GEN/1/Rev.9, 8 April 1988, § 10.

8 HRComm, General Comment No. 16, supra note 186, §§ 1 and 11. The principles established therein, even though not referred to ICTs
specifically, are in principle applicable to such technologies as well.

4 HRComm, General Comment No. 34, Article 19: Freedoms of opinion and expression, UN Doc CCPR/C/ GC/34, 12 September 2011, 8§
12, 15.

5 HRComm, General Comment No. 31, supra note 184, 8 8; Besson, supra note 39, at 2, 4-5; Milanovic and Schmitt, supra note 72, at 270ff.

& With respect to civil and political rights, see HRComm, General Comment No. 31, supra note 184, 8§ 8, 17; for economic, social and cultural
rights, see, e.g., CESCR, General Comment No. 24 on State obligations under the International Covenant on Economic, Social and Cultural
Rights in the context of business activities, UN Doc E/C.12/GC/24, 10 August 2017, § 1

" Seibert-Fohr, ‘From Complicity to Due Diligence: When Do States Incur Responsibility for Their Involvement in Serious International
Wrongdoing?’, 60 GYIL (2017) 667, at 670; Keller and Walther, ‘Evasion of the International Law of State Responsibility? The ECtHR’s
Jurisprudence on Positive and Preventive Obligations under Article 3°, International Journal of Human Rights (2019) 1, at 3; HRComm,
General Comment No. 31, supra note 184, § 8.

8 Birbulescu v. Romania, Appl. no. 61496/08, Judgment of 12 January 2016, paras 115-116; HRComm, General Comment No. 31, supra note
184, 88 7, 13; HRComm, General Comment No. 36, supra note 43, §§ 4, 13, 22

® ECtHR, Nicolae Virgiliu Tanase v. Romania, Appl. no. 41720/13, Judgment of 25 June 2019, para. 127; HRComm, General Comment No. 31,
supra note 184, 8§ 8, 18; HRComm, General Comment No. 36, supra note 43, §§ 13, 19, 27-28.
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! Report of the Special Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and Expression, UN Doc. A/74/486, 9
October 2019, 8§ 29, 34, 40-55, 57(b).

2 Human Rights Council, Surveillance and Human Rights: Report of the Special Rapporteur on the Promotion and Protection of the Right to
Freedom of Opinion and Expression, UN Doc. A/HRC/41/35, 28 May 2019, 88 15-20, 29-38.

% On this principle, see Bonnitcha and McCorquodale, ‘The Concept of “Due Diligence” in the UN Guiding Principles on Business and Human
Rights’, 28 European Journal of International Law (EJIL) (2017) 899; Ruggie and Sherman, ‘The Concept of “Due Diligence” in the UN
Guiding Principles on Business and Human Rights: A Reply to Jonathan Bonnitcha and Robert McCorquodale’, 28 EJIL (2017) 921.

* CESCR, General Comment No. 24, supra note 190, §§ 16-18, with respect to economic, social and cultural rights, but with a principle that
could be extended to civil and political rights as well; Besson, supra note 39, at 8

®Smith, ‘A Moment of Reckoning: The Need for a Strong and Global Cybersecurity Response’, Microsoft on the Issues, 17 December 2020,
available at https://blogs.microsoft.com/on-the-issues/2020/12/17/cyberattacks-cybersecurity-solarwinds-fireeye/.
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McGonagle, Tarlach. "Committee of Ministers:: Human Rights Guide for Internet Users." IRIS: Legal Observations of the
European Audiovisual Observatory 8 (2014): 4-5. See, Shackelford, Scott J. "Human Rights and Cybersecurity Due Diligence: A
Comparative Study." U. Mich. JL Reform 50 (2016): 859.

® UN Human Rights Committee (HRC), General comment no. 31 [80], The nature of the general legal obligation imposed on States Parties to the
Covenant, 26 May 2004, CCPR/C/21/Rev.1/Add.13, available at: https://www.refworld.org/docid/478b26ae2.html [accessed 9 March
2022]8 10
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! HRComm, General Comment No. 36, ibid at 43, § 22, with respect to the right to life; CESCR, General Comment No. 14, supra note 162, § 39;
CESCR, General Comment No. 15: The Right to Water (Articles 11 and 12 of the Covenant), UN Doc E/C.12/2002/11, 20 January 2003, §
33; CESCR, Statement on the Obligations of States parties regarding the corporate sector and economic social and cultural rights, UN Doc
E/C.12/2011/1, 20 May 2011, § 5; IACtHR, Advisory Opinion OC-23/17, Requested by the Republic of Colombia: The Environment and
Human Rights, 15 November 2017, paras 101-102. See also Milanovic and Schmitt, supra note 72, at 264—265.
e G sia Jlae (3 Al s dladl el ST e Balaiy 4l GladY) (358s s 055 Cus ¢ lEY) A Ll Y 1 1 a3l 3 sailly iy Le sa 18
See, e.g., Inter-American Commission on Human Rights (IAComHR), Coard et al. v. United States, Report No. 109/99, 29 September 1999, para.
37; ECtHR, Al-Skeini and others v. United Kingdom, Appl. no 55721/07, Judgment of 7 July 2011, paras 136-139. 205 Milanovic, supra
note 147, at 119.
b Y duay Dbl il 005 Adlide julea o G S5 5 Cpad saill pda o Y ¢ Gl e A pall 5 508 bl ae Jalany 38 138 Aplail) LY gl 2350 o) e a2 e
A gall el 380 e 283 G eail) e 508l d ¢ Glld (e (uSall e g ol Y 138 e Adlise il s e Alledll 5 lannd) (bl e canall Gl Bag A gall o A8
Nsp‘;;)gtugmdsis)ﬁj‘M\zuguim‘y\‘;cs)mw;@w‘;Ll,,_\\oaacwwui‘;;a.g&,n
2 HRComm, General Comment No. 36, supra note 43, § 63.
® Human Rights Law’, 7 Law & Ethics of Human Rights (2013) 47. 210 Milanovic, supra note 147, at 209; Goodman, Heyns and Shany, ‘Human
Rights, Deprivation of Life and National Security: Q&A with Christof Heyns and Yuval Shany on General Comment 36’ (2019), at 1-2,
available at www.justsecurity.org/62467/human-life-national-security-ga-christof-heyns-yuval-shanygeneral-comment-36/; Sergio Euben
Lopez Burgos v. Uruguay, Human Rights Committee (HRComm) Communication No. 52/1979, UN Doc. CCPR/C/13/D/52/1979, 29 July
1981, § 12.3; Lilian Celiberti de Casariego v. Uruguay, HRComm Communication No 56/1979, UN Doc. CCPR/C/13/D/56/1979, 29 July
1981, § 10.3; ECtHR, Issa and Others v. Turkey, Appl. no. 31821/96, Judgment of 16 November 2004, § 71
* For example, the ICESCR, supra note 184, has no express jurisdictional threshold and yet most of its obligations are positive ones, i.e. duties to
protect and ensure social, economic and cultural human rights
5 Bosnian Genocide, Judgment, 26 February 2007, ICJ Reports 2007, para. 430.
6 Cf. ECtHR, Osman v. United Kingdom, Appl. no. 87/1997/871/1083, Judgment of 28 October 1998, para. 116.
" ECtHR, Nicolae Virgiliu Tanase v. Romania, Appl. no. 41720/13, Judgment of 25 June 2019, para. 136
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! ECtHR, McCann and Others v. United Kingdom, Appl. no. 19009/04, Judgment of 27 September 1995, para. 151; Velasquez Rodriguez
v. Honduras, Judgment (Merits), 29 July 1988, para. 167. See also The Netherlands, Letter of 5 July 2019, supra note 62, Appendix, at 4;
Comments by Member States on the initial pre-draft of the OEWG report: Republic of Korea, supra note 96, at 5

2 Todeschini, ‘The Human Rights Committee’s General Comment No. 36 and the Right to Life in Armed Conflict’, OpinioJuris (21 January
2019), available at http://opiniojuris.org/2019/01/21/ the-human-rights-committees-general-comment-no-36-and-the-right-to-life-in-armed-
conflict/.

% This principle applies at the very least to the right to life and the right not to be subjected to torture and ill-treatment (see, e.g., HRComm,
General Comment No. 36, supra note 43, § 7; ECtHR, Keller v. Russia, Appl. no. 26824/04, Judgment of 17 October 2013, para. 82;
ECtHR, Osman v. United Kingdom, Appl. no. 87/1997/871/1083, Judgment of 28 October 1998, para. 116; ECtHR, O’Keeffe v. lIreland,
Appl. no. 35810/09, Judgment of 28 January 2014, paras 16, 162; ECtHR, Kurt v. Turkey, Appl. no. 15/1997/799/1002, Judgment of 25
May 1998, para. 69. It also seems to apply to the right to non-discrimination, including in the context of online hate speech (see Report of
the Special Rapporteur on the promotion and protection of the right to freedom of opinion and expression, UN Doc A/74/486, 9 October
2019, 88 13, 14(f), 16).

See, generally, Stoyanova, ‘Fault, Knowledge and Risk Within the Framework of Positive Obligations Under the European Convention on
Human Rights’, 33 Leiden Journal of International Law 601 (2020).

* See European Commission of Human rights (ECommHR), Yasa v. Turkey, Appl. no. 22495/93, Report, 8 April 1997, paras 106—107; ECtHR,
Ozgur Giindem v. Turkey, Appl. no. 23144/93, 16 March 2000, paras 38—46; ECtHR, Kilig v. Turkey, Appl. no. 22492/93, Judgment of 28
March 2000, paras 57, 64, 68; EctHR, Mahmut Kaya v. Turkey, Appl. no. 22535/93, Judgment, 28 March 2000, paras 74, 80, 85-92. All
these cases are discussed in Milanovic, ‘State Acquiescence or Connivance in the Wrongful Conduct of Third Parties in the Jurisprudence
of the European Court of Human Rights’ (15 September 2019), at 3—6, available at https://ssrn.com/abstract=3454007

® Cf. ECtHR, Hatton v. UK, Appl. no. 36022/97, Judgment of 8 July 2003, paras 138—142.
® Cf. ECtHR, E. and others v UK, Appl. no. 33218/96, Judgment of 26 November 2002, paras 99-100.
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YHRC with respect to the right to life. See HRComm, General Comment No. 36, supra note 43, § 21; cf. also ECtHR, Osman v. United
Kingdom, App. No. 87/1997/871/1083, Judgment of 28 October 1998, paras 115-116.
2 |ACtHR, Sawhoyamaxa Indigenous Community v. Paraguay, Judgment (Merits, Reparations and Costs), 29 March 2006, § 155; cf. very
similar language in ECtHR, Nicolae Virgiliu Tanase v. Romania, Appl. no. 41720/13, Judgment of 25 June 2019, para. 136.
8 HRComm, General Comment No. 36, supra note 43, §§ 13, 23, 27.
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2ICRC, Position Paper, ‘International Humanitarian Law and Cyber Operations during Armed Conflicts’ (2019), at 5, available at

www.icrc.org/en/document/international-humanitarian-law-andcyber-operations-during-armed-conflict

% See, e.g., Jeremy Wright, UK Attorney General’s Office, Speech, ‘Cyber and International Law in the 21st Century’ (23 May 2018), available at

www.gov.uk/government/speeches/cyber-and-international-lawin-the-21st-century; Comments by Member States on the Initial Pre-Draft
of the OEWG Report: United States, supra note 96, at 2

%9 See, e.g., Tallinn Manual 2.0, supra note 6, rule 82, para. 16; nuclear weapons, Advisory Opinion, 8 July 1996, ICJ Reports (1996), para. 86.

See also Durham, ‘Cyber Operations During Armed Conflict: 7 Essential Law and Policy Questions’, Humanitarian Law & Policyt (26
March 2020), available at https:// blogs.icrc.org/law-and-policy/2020/03/26/cyber-armed-conflict-7-law-policy-questions/.

® Rodenhauser, ‘Hacking Humanitarians? THL and the Protection of Humanitarian Organizations Against Cyber Operations’, EJIL: Talk! (16

March 2020), available at www.egjiltalk.org/hacking-humanitarians-ihl-and-the-protection-of-humanitarian-organizations-against-cyber-
operations/.

® Longobardo, ‘The Relevance of the Concept of Due Diligence for International Humanitarian Law’, 37 Wisconsin International Law Journal

(2020) 44; and Berkes, ‘The Standard of “Due Diligence” as a Result of Interchange between the Law of Armed Conflict and General
International Law’, 23 Journal of Conflict & Security Law (2018) 433.

" Article 1 common to: Geneva Convention (1) for the Amelioration of the Condition of the Wounded and Sick in Armed Forces in the
Field 1949, 75 UNTS 31; Geneva Convention (1) for the Amelioration of the Condition of Wounded, Sick and Shipwrecked Members of
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Armed Forces at Sea 1949, 75 UNTS 85; Geneva Convention (I11) relative to the Treatment of Prisoners of War 1949, 75 UNTS 135;
Geneva Convention (1V) relative to the Protection of Civilian Persons in Time of War, 75 UNTS 287.

IV S 55l ALY ) gall (e (1) 1 33l 8 L 55 L ja ) S oS a
International Committee of the Red Cross (ICRC), Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to the
Protection of Victims of International Armed Conflicts (Protocol 1), 8 June 1977,1125 UNTS 3, available at:
https://www.refworld.org/docid/3ae6b36b4.html [accessed 10 March 2022] art. 1(1).

! Military and Paramilitary Activities in and Against Nicaragua (Nicaragua v United States), Judgment, 27 June 1986, ICJ Reports (1987)
14, para. 220; ICRC, Commentary on the First Geneva Convention (2016), art. 1 (‘Respect for the Convention’), paras 125-126, available
at
https://ihldatabases.icrc.org/applic/ihl/ihl.nsf/Comment.xsp?action=openDocument&documentld=72239588 AFA66200C1257F7D00367D
BD (hereinafter ‘2016 Commentary’).

2 |CRC, Geneva Convention Relative to the Protection of Civilian Persons in Time of War: Commentary (1958), at 16; Legal Consequences of
the Construction of a Wall in the Occupied Palestinian Territory, Advisory Opinion, 9 July 2004, ICJ Reports (2004) 136, paras 158-159.

36 J.-M. Henckaerts and L. Doswald-Beck (eds), Customary International Law. Volume 1: Rules (2009), at 509-513. Rule 139, instead,
reproduces verbatim the language of common Article 1, but it limits its scope of application to armed forces and other entities acting on the
instructions, or under the direction or control of a party to the conflict. See ibid., at 495ff.

4 ICRC, 2016 Commentary, supra note 234, paras 154. 158-163.

® Ibid., paras 127-128 and 185.

® 1bid., paras 121, 153-154, 164-173. On this obligation generally, see Dérmann and Serralvo, ‘Common Article 1 to the Geneva Conventions
and the Obligation to Prevent International Humanitarian Law Violations’, 96 International Review of the Red Cross (IRRC) (2014) 707.
See also Longobardo, supra note 231, at 57-60; and Berkes, supra note 231, at 442. ‘

b xal

Zych, ‘The Scope of the Obligation to Respect and to Ensure Respect for International Humanitarian Law’, 27 Windsor Yearbook of Access to
Justice (2009) 251; Robson, ‘The Common Approach to Article 1: The Scope of Each State’s Obligation to Ensure Respect for the Geneva
Conventions’, 25 Journal of Conflict and Security Law (2020) 101. On examples of operational measures, see European Union, Updated
European Union Guidelines on Promoting Compliance with International Humanitarian Law, 2009/C 303/06, 15 December 2009, § 16.

"ICRC, 2016 Commentary, ibid, para. 150.
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! Ibid., paras 166, 187.

2 bid., paras 165-166 and, mutatis mutandis, Bosnian Genocide, Judgment, 26 February 2007, ICJ Reports 2007, para. 4302

¥ ICRC, 2016 Commentary, ibid, para. 187

4ICRC, 2016 Commentary, ibid, para. 166 establishes a parallelism between common Article 1 to the Geneva Conventions, supra note 231, and
Genocide Convention, supra note 31, art. 1. The ICJ in Bosnian Genocide, Judgment, 26 February 2007, 1CJ Reports 2007, para. 431,
established that a breach of the duty to prevent occurs only if genocide is actually committed, in line with ARSIWA, supra note 20,
art. 14(3).

® ICRC, 2016 Commentary, ibid, para. 181

8 Cf. ICRC, Memorandum to the States Parties to the Geneva Conventions of 12 August 1949 concerning the conflict between Islamic Republic
of Iran and Republic of Iraq (1983), available at https://casebook.icrc.org/case-study/icrc-iranirag-memoranda.

T ARSIWA, supra note 20, arts. 16, 40-41; cf. ICRC, 2016 Commentary, supra note 234, paras 158—163

8 Additional Protocol I, supra note 44, art. 51. See generally Jensen, ‘Precautions against the Effects of Attacks in Urban Areas’, 98 IRRC (2016)
147; Quéguiner, ‘Precautions under the Law Governing the Conduct of Hostilities’, 88 IRRC (2006) 793.

® Sandoz, Swinarski and Zimmermann, Commentary on the Additional Protocols of 8 June 1977 to the Geneva Conventions of 12 August 1949
(1987), at 692, para. 2239.

1 see Gisel and Rodenhauser, Cyber Operations and International Humanitarian Law: Five Key Points (2019) available at
https://blogs.icrc.org/law-and-policy/2019/11/28/cyber-operations-ihl-five-key-points/.
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! Additional Protocol 1, supra note 44, art. 51. See generally Jensen, ‘Precautions against the Effects of Attacks in Urban Areas’, 98 IRRC (2016)

147; Quéguiner, ‘Precautions under the Law Governing the Conduct of Hostilities’, 88 IRRC (2006) 793.
2 Henckaerts and Doswald-Beck, supra note 236, at 69-70
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Cf., e.g., US Department of Defense, Law of War Manual (June 2015, updated December 2016), at 192, § 5.2.3.2.
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Cf. ICRC, Position Paper, supra note 227, at 6. See also Macak, Gisel and Rodenhduser, ‘Cyber Attacks against Hospitals and the

COVID-19 Pandemic: How Strong Are International Law Protections?’, Just Security (2020), available at

www.justsecurity.org/69407/cyber-attacks-against-hospitals-and-thecovid-19-pandemic-how-strong-are-international-law-protections/.
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Heintschel von Heinegg, Wolff. "Territorial sovereignty and neutrality in cyberspace." International Law Studies 89.1 (2013): 17.
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Zetter, Kim. Countdown to Zero Day: Stuxnet and the launch of the world's first digital weapon. Broadway books, 2014.
! Shackelford, Scott J., Scott Russell, and Andreas Kuehn. "Defining Cybersecurity Due Diligence Under International Law: Lessons from the
Private Sector.” Ethics and Policies for Cyber Operations (2017): 115-137.
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! Keohane, Robert O., and David G. Victor. 2011. The regime complex for climate change. Perspectives on Policy 9: 7-23

2 Messerschmidt, Jan E. 2013. Hackback: Permitting retaliatory hacking by non-state actors as proportionate countermeasures to transboundary
cyberharm. Columbia Journal of Transnational Law 52: 275-323. At 279

% Rose-Ackerman, Susan, and Benjamin Billa. 2008. Treaties and national security. New York University Journal of International Law and

Politics 40: 437-495.

et

Schmitt, Michael N. 2014. “Below the threshold” cyber operations: The countermeasures response option and international Law. Virginia Journal
of International Law 54: 697-732. Segal, Adam. 2012. China moves forward on cybersecurity policy. Council on Foreign Relations, July

24. http://blogs.cfr.org/asia/2012/07/24/china-moves-forward-on-cybersecurity-policy/. Accessed 26 Mar 2021.
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GATT 1994: General Agreement on Tariffs and Trade 1994, Apr. 15, 1994, Marrakesh Agreement Establishing the World Trade

Organization, Annex 1A, THE LEGAL TEXTS: THE RESULTS OF THE URUGUAY ROUND OF MULTILATERAL TRADE
NEGOTIATIONS 17 (1999), 1867 U.N.T.S. 187, 33 I.L.M. 1153 (1994)

No
N

~t
R
s



12025 Cuole" oY1 daal) jde galal) Alaall - daSas dsale A g — Aol g AL ¢IAY bl al) Alaa

(ISSN: 2356 - 9492)

S agdall Al Alial) e Ala oliy Sl ol @l dray Ol ANy pdladll o3 25a Gl ccalladll Ll
3..\:\}3‘ Q..JL\:J‘ ‘53 BA}M\ ‘)AAL\I.M U GJAA)S sz 32e Lusall uau\j eL‘d‘ ux:\.ksl\ cg_\ ua;ﬁ 3yg pa ‘53;\ (,.53.;5.'3 Las 63..1):.;4

chmd) Y1
é,.r'(.?.f/ Ciaal
] pladl) | 8 bilcal) Jtsa e
1Al

Laplall La ol il graa e (5 sk 4358 el il Slangl) Blaw (8 sabudl Jali) zgdll (& laill sale) 48l (e s Jsla
Laaal ety A ulaal) o Lo @lld any ) gadl eiay Aisee A jal Jua s 13) Jadh (S 5 ¢lilas Liniia 5f LaS il jlaal) llil Aalal))
aall o - s Al A g aliw Al gall 5 1) Il el don gy g5 Jsall de 5 pdall e cld puaill o aSall jliie W) Cpa
Glaill i ¢y yuiaiall Gibal sl sae i Abagiall A gall 8 ) juall ana Jhe el Gl gall o ading il jlaall el oY)
g smads Al sl gl (ra 1nal) b yie ) LaS olagalS ol - o gl dada Jia i 53 Jualge () i Uil ol ¢ sagll ) jaall
2ac gl el Sl yud) ladlly J sal) Adas

O (Bl 43S Jsa s e Hligh ¢ Jsall o a8 1) Bldl ¢ gnd Jon JBl Jaad) uesy ol Glld o e
Gehiy Jaxil aae fase o s IV daliall 358l aladiulS adial (Kay Y gl 5 Asall sle 5 a1 ) yuall i) e sl
W) Sy o 4y ¢y e Blall 06 38 casdd) 138 (5 sime (90 43l 5 Al sall Wale 35 ) Al yaudl AN Gany o
7 A al) A g sl & (e g A sall ) gilsl

1UNGA (2013), Group of Governmental Experts on Developments in the Field of Information and Telecommunications in the Context of
International Security, 24 June 2013, UN Doc A/68/98, paras 19-20; UNGA (2015), Report of the Group of Government Experts on
Developments in the Field of Information and Telecommunications in the Context of International Security, A/70/174, 22 July 2015, para
28(b). The 2015 UN GGE also agreed 11 voluntary and non-binding norms, rules, and principles of responsible state behavior in the ICT
environment.

2 NATO (2014), Wales Summit Declaration, 5 September 2015, para 72, https://www.nato.int/cps/en/natohg/official_ texts_112964.htm
(accessed 22 Oct. 2019); Organization for Security and Co-operation in Europe (OSCE) (2016), OSCE Confidence-Building Measures to
Reduce the Risks of Conflict Stemming from the Use of Information and Communication Technologies, Decision No. 1202, Permanent
Council, 10 March 2016, PC.DEC/1202, calling on the international community to ‘develop a peaceful, secure, fair and open information
space based on the principles of cooperation and respect for sovereignty and non-interference in the internal affairs of other countries’;
Embassy of the Republic of Uzbekistan to the Republic of Latvia (2016), ‘The Tashkent Declaration of the Fifteenth Anniversary of the
Shanghai  Cooperation  Organization’,  https://uzbekistan.lv/en/the-tashkent-declaration-of-the-fifteenth-anniversary-of-the-shanghai-
cooperation-organization/ (accessed 22 Oct. 2019); Council of the EU (2017), ‘EU Council Conclusions of 20 November 2017’,
https://www.consilium.europa.eu/media/31666/st14435en17.pdf (accessed 22 Oct. 2019); The Commonwealth (2018), ‘Commonwealth
Cyber Declaration’, https://thecommonwealth.org/commonwealth-cyberdeclaration (accessed 22 Oct. 2019).
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Lotrionte, Catherine. "Reconsidering the consequences for state-sponsored hostile cyber operations under international law." The Cyber
Defense Review 3.2 (2018): 73-114.
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! The Tallinn Manual 2.0 has become an important reference point for states, international organizations and academics; see, for example,
the NATO cyber toolkit, NATO CCDCOE (n.d.), ‘Cyber Law Toolkit’, https://cyberlaw.ccdcoe.org/wiki/Main_Page (accessed 3 Oct.
2019). For a critique of both Tallinn Manuals, drawing the conclusion that there is currently limited support in state practice to support
certain key rules, see Efrony and Shany (2018), ‘A Rule Book on the Shelf?’, p. 585; and discussion of this article in the Symposium on
‘Sovereignty, Cyberspace and Tallinn Manual 2.0°, AJIL Unbound 2017.

23 Kaljulaid, K. (2019), ‘President of the Republic of Estonia at the opening of CyCon 2019°, https://president.ee/en/official -duties/speeches/15
241-president-of-the-republic-at-the-opening-of-cycon-2019/ (accessed 4 Oct. 2019). In the context of noting that states are responsible for
their activities in cyberspace, the President stated that ‘sovereignty entails not only rights, but also obligations, but beyond that did not
address the issue of how sovereignty applies in cyberspace.

i ga s alell Tasall 138 e slanall Jamll Cadlay el LLall i) jlaa ol Badme saeld o) i) Glla Uiy iy Giie < U 2 3L 5 1 5lasy il dlad) e adl) &yl
Al sl o sl (Blets Allse L ey Jall 138 (ge 3308 aa 3 Y 4l 8 Basial) ASLaall de S

, Wright, J. (2018), ‘Cyber and International Law in the 21st Century’, speech at Chatham House event May 2018.

* Memo from Jennifer M. O’Connor to the US Combatant Command, entitled International Law framework for employing Cyber Capabilities in
Military Operations: ‘[m]ilitary cyber activities that are neither a use of force nor that violate the principle of non-intervention are largely
unregulated by international law at this time...” (the memo is no longer publicly available but is quoted by Watts, S. and Richard, T.
(2018), ‘Baseline Territorial Sovereignty and Cyberspace’, p. 827).

® U.S. Department of Defense, Office of General Counsel (1999), An Assessment of International Legal Issues in Information Operations 19 (2nd
edition), which argued that ‘an unauthorized electronic intrusion into another nation’s computer systems may very well end up being
regarded as a violation of the victim’s sovereignty’ (discussed by Watts at p. 853); Koh, H. H. (2012), ‘International Law in Cyberspace’,
speech, response to question 9 on state sovereignty, https://2009 2017.state.gov/ s/l/releases/ remarks/ 197924.htm (accessed 4 Oct. 2019).
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2019 International Law Supplement to Australia’s International Cyber Engagement Strategy, Annex A, p. 1/5:
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https://dfat.gov.au/internationalrelations/themes/cyberaffairs/aices/chapters/2019_international_law_supplement.html (accessed 20 May
2021
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Egan, B. (2017), ‘International Law and Stability in Cyberspace’, Berkeley Journal of International Law, 35(1): p. 13.
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Government of the Netherlands (2019),‘Letter to the parliament on the international legal order in cyberspace’,
https://www.government.nl/ministries/ministry-of-foreign-affairs/documents/parliamentary-documents/2019/09/26/letter-to-the-parliament-
on-the international-legal order-in-cyberspace (accessed 25 Nov. 2021)
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Ministére des Armées (2019), ‘Droit International Applique Aux Operations Dans Le Cyberspace’, https://www.defense.gouv.fr/salle-de-
presse/  communiques/communiques-du-ministere-des-armees/communique_la-france-s-engage-a-promouvoir-un-cyberespace  stable-
fonde-sur-la-confianceet-le-respect-du-droit-international (accessed 5 Oct. 2021).
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Aside from the Council of Europe’s Budapest Convention on Cybercrime, which focuses on criminal justice for cybercrime
Aoali) Al e (5 okt 53Ldld Ll i Jala eLiY 5 paliil wuen o Ulad) Al 2 jlas Lol caalaaadl W ailgin gl 5y 3
Oppenheim, L. (1996), Oppenheim’s International Law, Vol. 1: Peace, 9th edn, Jennings, R. Y. and Watts, A. (eds), London; New York:
Longmans, p. 382.
47 Corfu Channel Case (United Kingdom v. Albania); Separate Opinion, 9 April 1949, ICJ Rep 43.
® Resolution 2625 (XXV) of 24 October 1970 containing the Declaration of Principles of International Law, Friendly Relations and
Cooperation Among States in Accordance with The Charter of the UN, UN Doc. A/Res/2625.
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Treaty of Friendship, Good-Neighbourliness and Cooperation between Spain and Morocco, signed at Rabat on 4 July 1991, General
Principle 2.

! Certain Activities carried out by Nicaragua in the Border Area (Costa Rica v Nicaragua), Judgment, ICJ Reports 2015, para. 93. See also Corfu
Channel (Merits) Judgment 9 April 1949.

25 UN Security Council (n.d.), ‘Charter of the United Nations’, Article 2(7). ‘Nothing contained in the present Charter shall authorize the United
Nations to intervene in matters which are essentially within the domestic jurisdiction of any state’.
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! For example in para. 119, headed “Violations of independence and territorial and personal authority’, Oppenheim notes that ‘It is not feasible to
enumerate all such actions as might constitute a breach of a state’s duty not to violate another state’s independence or territorial or personal
authority’, and then goes on to give some examples; Oppenheim (1996), Oppenheim’s International Law, Vol. 1: Peace, p. 385.

2 Including consensus resolutions of the UN General Assembly, e.g. the Friendly Relations Declaration and Resolution 3314 (XXIX) of
December 14, 1974 recommending to the United Nations Security Council a definition it should use for the crime of aggression.

8 Tsagourias, N. (2015), ‘The legal status of cyberspace,” in Buchan, R. and Tsagourias, N. (eds) (2015), Research Handbook on International
Law and Cyberspace, Edward Elgar Publishing, p. 13
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! Increasingly state cyber activity takes place in relation to other state’s territories through cyber infrastructure owned or controlled by powerful
private companies such as Facebook or Google rather than by states, o

bl aal)

Shapshak, T. (2019), ‘Google and Facebook to Build Own Undersea Cables Around Africa’, Forbes, 3 July 2019, https://www.forbes.com/
sites/tobyshapshak/2019/07/03/google-and-facebook-to-build-own-underseacables-around-africa/ (accessed 4 Oct. 2021). Efrony and
Shany argue that the deterritorialized and virtual aspects of cyberspace put in question the long-term sustainability of key assertions of the
Tallinn Manual 2.0, Efrony and Shany (2018), ‘A Rule Book on the Shelf?’, p. 652.

2 Yuan Yi for example has argued that it is unfair to use the geographic locations of cyber infrastructure, as in the Tallinn Manual 2.0, as the sole
criterion to define network frontiers: ‘If we applied this rule, much of the internet would be American territory and subject to US
sovereignty, as most Internet root servers and many enterprise servers are located there’: Zeng, J., Stevens, T., and Chen, Y. (2017),
‘China’s Solution to Global Cyber Governance: Unpacking the Domestic Discourse of “Internet Sovereignty”’, Politics & Policy, 45(3):
pp. 432-464

% Tsagourias (2018), ‘Law, Borders and the Territorialisation of Cyberspace’, p. 16

Al 4pY 5 8 Cpiiia Lalasl 1yl eliadll 8 cllaal) Qi 4
Goldsmith, J. L. (1998), ‘Against Cyberanarchy’, The University of Chicago Law Review, 65(2): p. 32. )
S D)
Buchan, R. (2018), Cyber Espionage and International Law, Hart Publishing, p. 50.
°6 The international group of experts involved in the Tallinn Manual 2.0 agreed that ‘[a] State enjoys sovereignty authority with regard to the
cyber infrastructure... located within its territory’, Schmitt (2017), Tallinn Manual 2.0 on the International Law Applicable to Cyber
Operations, p. 13. See also Tsagourias, N. (2019), ‘The Slow Process of Normativizing Cyberspace’, AJIL Unbound, 113: pp. 71-75, p. 73;
Schmitt and Vihul (2017), ‘Respect for Sovereignty in Cyberspace’, Texas Law Review, 95(7): pp. 1639-1670.
Jeoad ol IR i Y 2 A et L o i Y1 o (Bl na peadll g mentll & pas il & oa e glail) s of Bastall aedU il Gl sia idae 30
inbehavior, UN Doc A/HRC/20/L.13. One of the voluntary, non-binding norms for responsible state < iy e ey adaill g leblas 5 Glad¥) 3 8
the use of ICT technology agreed by the UN GGE in 2015 was that states should respect Human Rights Council resolutions 20/8 and 26/13
on the promotion, protection and enjoyment of human rights on the internet (para 13(e) of the UN GGE’s 2015 report).
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Fox, H. and Webb, P. (2015), The Law of State Immunity, 3rd edition, Oxford University Press, p. 399.

% Hessbruegge, Jan Arno. "The Historical Development Of The Doctrines Of Attribution And Due Diligence In International Law." NYUJ Int'l.
L. & Pol. 36 (2003): 265.
4 Patrick, Colin. "Debugging The Tallinn Manual 2.0's Application Of The Due Diligence Principle To Cyber Operations." Wash. Int'l
LJ 28 (2019): 581.
® Jensen, Eric Talbot. "Cyber sovereignty: The way ahead.” Tex. Int'l LJ 50 (2015): 275. Bendiek, Annegret. "Due diligence in cyberspace:
guidelines for international and European cyber policy and cybersecurity policy." (2016): 33.
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! Jensen, Eric Talbot, and Sean Watts. "Cyber Due Diligence.” Okla. L. Rev. 73 (2020): 645. Schmitt, Michael N. “In defense of due

diligence in cyberspace." Yale LJF 125 (2015): 68.

2 payne, Christian, and Lorraine Finlay. "Addressing obstacles to cyber-attribution: A model based on state response to cyber-attack." Geo.

Wash. Int'l L. Rev. 49 (2016): 535.

% Jones, Malachi, Georgios Kotsalis, and Jeff S. Shamma. "Cyber-attack forecast modeling and complexity reduction using a game-

theoretic framework." Control of cyber-physical systems. Springer, Heidelberg, 2013. 65-84
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® The Shamoon virus, uncovered in 2012, overwrote the master boot record of infected computers, rendering the computers unusable thereafter.
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! Commentary to Rule 69 of the Tallinn Manual 2.0. Schmitt has proposed that the criteria used to decide whether a cyberattack constitutes a use
of force should be focused predominantly on the consequences of the attack. The first of his seven proposed criteria is severity, i.e. the
level of destruction caused by the attack. Under this criterion, the scope, duration and intensity of the attack are taken into consideration.

2 The Stuxnet operation is a relatively rare example of the causation of physical damage

8 Schmitt, M. N. (2017), ‘Grey Zones in the International Law of Cyberspace’, The Yale Journal of International Law, 42(2): p. 11, referring to a
‘confusing melange of views’ on this issue. Von Heinegg, W. H. (2012), ‘Legal Implications of Territorial Sovereignty in Cyberspace’,
2012 4th International Conference on Cyber Conflict, NATO CCD COE Publications, Tallinn, p. 5, states that ‘if ... there is no or merely
minor material damage to the cyber infrastructure it is not really settled whether that activity can be considered a violation of sovereignty’.

* The international group of experts involved in the Tallinn Manual 2.0 could not agree on the threshold at which cyber intrusions that result in a
loss of functionality could qualify as a violation of sovereignty: Tallinn Manual 2.0, pp. 20-21, para 13 of commentary to Rule 4

% Below the threshold of loss of functionality, there was also no agreement among the experts: ibid., para 14 of the commentary to Rule 4.

® Ministére des Armées (2019), ‘Droit International Applique Aux Operations Dans Le Cyberspace’.

"It should be noted that the precise limits of what is allowed and what is not allowed have not been fully crystallized’, Minister of the
Netherlands (2019), ‘Statement to parliament on 5 July 2019°.
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2 EU Council (2019), EU Council decision (CFSP) 7299/19 concerning restrictive measures against cyber-attacks threatening the Union or its

g\/lember States, 14 May 2019, https://data.consilium.europa.eu/doc/document/ST-7299-2019-INIT/en/pdf (accessed 6 Oct. 2021).
Ibid., Article 3.
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Higgins, R. (2009), ‘Intervention and International Law’, in Themes and Theories: Selected Essays, Speeches and Writings in International Law,
Vol. 1 (2009), OUP, pp. 275-5, discussing specific rules relevant to economic intervention. The non-intervention principle is considered in

Chapter 3.
el 2
Tsagourias (2018), ‘Law, Borders and the Territorialization of Cyberspace’, p. 19. See also Watts, S. and Richard, T. (2018), ‘Baseline
Territorial Sovereignty and Cyberspace’, Lewis & Clark Law Review, 22(3): pp. 803—872. ,
e
Buchan (2018), Cyber Espionage and International Law, p. 51 ff.; Watts and Richard (2018), ‘Baseline Territorial Sovereignty and Cyberspace’,
pp. 866-867
* Buchan (2018), Cyber Espionage and International Law, p. 51 ff.; Watts and Richard (2018), ‘Baseline Territorial Sovereignty and Cyberspace’,
pp. 866-867.

ol e B2 A1l AeSadl) dgn gy Caad ) A1 ¢ SN AiaY) Ol il Aadd ()58 Lagus Yy ¢ 13 aci Agida o) aSlaadl Qb )58 (e 5l e Ae same ol OS5 Jalag S
Lo calaal ¢ ) ol Gy 8 dsall o sl Aallae Lils e Aali¥l sda o Gl ez Jlad) 8 e Aanly aLal) 3,0 Ayl il 5 p3a ) lad
MR axe 5 AV Balpad) 3 B shsall (solaa . peadal 5 ISy G LA siall Aglall At (o A1 2l

(Re Canadian Security Intelligence Service Act [2008] FC 301 paras 50-52), cited in Cyber Espionage and International Law, p. 52. Buchan also
cites some cases from other national courts (at footnote 27) and statements by certain states objecting to the activities of the US’s National
Security Agency leaked by Snowden as a violation of their sovereignty (pp. 54-55).

® Oppenheim (OUP 2008) Vol I, at p. 403 (para 122). Oppenheim states that ‘intervention must neither be confounded with good offices, nor with
mediation, nor with intercession, nor with co-operation, because none of these imply a dictatorial interference’ [p. 222]; Jamnejad and
Wood discuss rules relevant to allegedly intervention ARY activities of diplomats: Jamnejad, M. and Wood, M. (2009), ‘The Principle of
Non-intervention’, Leiden Journal of International Law, 22(2): p. 364
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The Tallinn Manual 2.0 gives the example of one state using a USB flash drive to introduce malware into cyber infrastructure located in another
state: para 6 of commentary to Rule 4, Schmitt (2017), Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations.

La;j @\J

Global Affairs Canada (Canada’s Foreign Ministry) citing inter alia the GRU attack on the OPCW, which stated that such activities
‘underscore the Russian government’s disregard for the rules-based international order, international law and established norms’:
Government of Canada (2018), ‘Canada identifies malicious cyber-activity by Russia’, Canada Global Affairs,
https://www.canada.ca/en/global-affairs/ news/2018/10/canada-identifies-malicious-cyber-activity-by-russia.html (accessed 5 Oct. 2021).

2 As a reflection of this, the EU’s restrictive measures against cyberattacks threatening the EU or its member states only focus on cyberattacks
that originate from outside the EU
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M. C. WAXMAN, Cyber-Attacks and the Use of Force: Back to the Future of Article
2(4), Yale Journal of International Law 36, 2011, PP. 421: 422.

* Watts and Richards, ‘If one accepts that sovereignty is an aspect of the existing international law that States have conceded applies to cyberspace
and if one accepts that sovereignty, at a minimum, protects states from interference with the independent and exclusive control of their
territory by other States, the conclusion that interferences with cyber infrastructure violate sovereignty is not an especially difficult one to
reach’, Watts and Richards (2018), ‘Baseline Territorial Sovereignty and Cyberspace’, p. 866.

® International courts and commentators in the non-cyber context have treated the elements of sovereignty as inter-linked, para 37
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! Spector, P. (2017), ‘In Defense of Sovereignty, in the Wake of Tallinn 2.0°, AJIL Unbound, 111: pp. 219-223; Ginsburg, T. (2017),
‘Introduction to Symposium on Sovereignty, Cyberspace, and Tallinn Manual 2.0°, AJIL Unbound, 111: p. 222. For a detailed discussion
of the evidence in support of violation of sovereignty having legal consequences see Schmitt and Vihul (2017), ‘Respect for Sovereignty in
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