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Abstract:

Programs are distributed in their final executable form that only machines can
understand whereas humans cannot, and they perform, in this way, the functions
required of them without the user being able to know the ideas underlying them and how
to achieve their goals; which made us think about the legality of using reverse
engineering in analyzing the program in order to access the underlying programming
knowledge and use it to achieve the legitimate goals of the user, such as developing a
new program, debugging the program itself, evaluating or studying it or using it in a
different technological environment or any other variety of reasons that may be behind it.
We found that examining this issue requires us to demonstrate reverse engineering

under the civil protection of programs based on copyright and contract rules; And we
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saw that achieving this is by dividing the research into an introductory Section in which
we address the features of programs reverse engineering, and two main sections, in the
first we deal with: programs reverse engineering under copyright protection and in the
second we address the reverse engineering under the contractual protection of programs

Keywords: reverse engineering, copyright, software licenses, programming knowledge
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Nicholas A. Kraft, Brian A. Malloy and James F. Power, “An infrastructure to support interoperability !

in reverse engineering”, Information and Software Technology, no. 49 (2007): 292.

). 22/203 .(2/https://doi.org/10.1016/j.infsof.2006.10.014
2

1201 (F) (4): “... the term ‘interoperability’ means the ability of computer programs to exchange
information and of such programs mutually to use the information which has been exchanged”.

JOHN ABBOT, “Reverse Engineering of Software: Copyright and Interoperability”, Journal of Law, 3

Information and Science (2003). http://www.austlii.edu.au/au/journals/JILawinfoSci/2003/2.html

). 22/203.(2/
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Ibid; Holger Michael Kienle, Building Reverse Engineering Tools with Software Components (PHD !

THESIS, University of Victoria Department of Computer Science, 2006), 9.

Rob Kowalski, Penetration Testing and Reverse Engineering: Infrusion Detection Systems and e- 2
Commerce Websites (New York, Us: ESD Cloud Media, 2016), 19.
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International Journal of Computer Science Issues 10, Issue 5, No 1, (September 2013): 223.
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Lucky George, “Reverse engineering of copyrighted computer program a comparative study”, Ph.D
,(2016): 149- thesis, Department Of Law Tamil Nadu Dr. Ambedkar Law University

150.https://shodhganga.inflibnet.ac.in/bitstream/10603/201567/9/09_chapter%203.pdf.
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Ibid; Gary R. Ignatin, “Let the Hackers Hack: Allowing the Reverse Engineering of Copyrighted !
Computer Programs to Achieve Compatibility”, University of Pennsylvania Law Review 140, No. 5
(May, 1992): 2010, 2011.

)- 22/203. (20/https://www.jstor.org/stable/3312440
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IGNATIN, “Let the Hackers Hack: Allowing the Reverse Engineering of Copyrighted Computer
Programs to Achieve Compatibility”, 2011.
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Directive 2009/24/EC on the legal protection of 2009 alal jisuaSll mabyl dugilal) dylasl)
35 lewes coriginality AlaYls HNG o of Jaydy Lol Slee aylaely @llyy ccomputer programs
Lol 5 alind) Gaalial dypeanll Giall dall skl b 3y5 ey Cagasill e SV saldl
Abiaal) DLl elaly Asa 5l Ak Bygeas alind) s oas 433 s lellanind ot 02 Jsaa ¥ Cuny
Intermediate Lo sl gl of sty ) Alaslly Jlls 2ol Gld Ly bysa Ll angisis ade
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Article 1: Object of protection: 1. In accordance with the provisions of this Directive, Member States !
shall protect computer programs, by copyright, as literary works within the meaning of the Berne
Convention for the Protection of Literary and Artistic Works. For the purposes of this Directive, the
term ‘computer programs’ shall include their preparatory design material.

2. Protection in accordance with this Directive shall apply to the expression in any form of a
computer program. Ideas and principles which underlie any element of a computer program,
including those which underlie its interfaces, are not protected by copyright under this Directive.

3. A computer program shall be protected if it is original in the sense that it is the author's own
intellectual creation. No other criteria shall be applied to determine its eligibility for protection.

Joe Weinman, Regulating the Cloud: Policy for Computing Infrastructure (Massachusetts, US: MIT 2
Press, 2015), 224.
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Article 4: Restricted acts: 1. Subject to the provisions of Articles 5 and 6, the exclusive rights of the !
rightholder within the meaning of Article 2 shall include the right to do or to authorise:(a)the
permanent or temporary reproduction of a computer program by any means and in any form, in
part or in whole; in so far as loading, displaying, running, transmission or storage of the computer
program necessitate such reproduction, such acts shall be subject to authorisation by the
rightholder.
Jacope Ciani, “A competition law oriented look at the application of data protection and IP law to the 2
internet of things: Towards a wider holistic approach’, in Personal Data in Competition, Consumer
Protection and Intellectual Properly Law: Towards a Holistic Approach?, eds, Gintaré Surblyte—
Namavigieng, et.al (Berlin, Germany: Springer, 2018), 235; Inge Graef, “How can Software
Interoperability be achieved under European Competition Law and Related Regimes?”, Journal of
European Competition Law & Practice 5, no.1 (2014): 12. https://ssrn.com/abstract=2375115;
(20/3/2022)
Jonathan Band, “THE GLOBAL APl COPYRIGHT CONFLICT”, Harvard Journal of Law & Technology
Volume 31, (Special Issue Spring 2018): 618.
. (20/3/2022). https://jolt.law.harvard.edu/assets/articlePDFs/v31/31HarvJLTech615.pdf
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Article 5/3: The person having a right to use a copy of a computer program shall be entitled, without !
the authorisation of the rightholder, to observe, study or test the functioning of the program in
order to determine the ideas and principles which underlie any element of the program if he does
so while performing any of the acts of loading, displaying, running, transmitting or storing the
program which he is entitled to do;

Lyl il

Khurshid Ahmad, Social Computing and the Law: Uses and Abuses in Exceptional Circumstances
(Cambridge, UK: Cambridge University Press, 2018), 51.

Ciani, “A competition law oriented look at the application of data protection and IP law to the internet 2

of things”, 235.

(§V]
W
(Us]

~t
s



12025 ol Y sl jde galal) alaal) - daSaas duale &g — AalatBY g A gAY il Al Adaa

(ISSN: 2356 - 9492)
" owed) o Gadlati aa gl 13] Wy dleadl " ol e s Cun cdangill e 2/1 ald) e Cua
oo aic gl ehs S5 ) galdls SV ) L gisnasl) maliyl U5 T 8 "The expression
ey algall o oy dpaae Sl llgals oy (eSS Al @l (8 Loy ¢ i) aliny pualic
Jras gl 13
(et cJaand Jlael o dee ol aald 18 Auhall S 5laa¥) § Adhall ddesy padill aiy of W3
A8 Gy O 3/5 3alall 03g] s et ill Bay M clgw oLl Al Gy 5 alinal) (il S e
sda (ulai lai jaidd il .source code jaadl 3is ) ldssay Object code  aagl)
Aga)a) Dol als (e aiillag las) o Adhe o duhy DA e el aillag Jilas e 30l
L ASal) dudigl) dgleny 3 (adil) cllay S agul) Geauall 8 s Al clelall Wi L
Ngle §OULY) 8 Gal
aabal Al Glaal) g alSal e aoys¥) podall ade ai Lo ld o il gl i S
o by Alie Gl Lo Gagadl) 4ny o Lein Gy il S8 RSl 0 (8 eld ol ¢ fignasl
Gl o paily sl o aad gl Gsrial el Jiat B3 e ) malind) caillas las) ol gl

o8 lede Gagaidl Biall i ay 6122 saldl b malidl e Gal) calia Loy picy Sl dppeaal

I Article 1/ 2: Protection in accordance with this Directive shall apply to the expression in any form of
a computer program. Ideas and principles which underlie any element of a computer program,

including those which underlie its interfaces, are not protected by copyright under this Directive.
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Article 122-6: Sous réserve des dispositions de l'article L. 122-6-1, le droit d'exploitation !

appartenant a l'auteur d'un logiciel comprend le droit d'effectuer et d'autoriser :

1° La reproduction permanente ou provisoire d'un logiciel en tout ou partie par tout moyen et sous
toute forme. Dans la mesure ou le chargement, l'affichage, l'exécution, la transmission ou le
stockage de ce logiciel nécessitent une reproduction, ces actes ne sont possibles qu'avec
l'autorisation de l'auteur ;

2° La traduction, I'adaptation, I'arrangement ou toute autre modification d'un logiciel et la reproduction
du logiciel en résultant ;

3° La mise sur le marché a titre onéreux ou gratuit, y compris la location, du ou des exemplaires d'un
logiciel par tout procédé. Toutefois, la premiére vente d'un exemplaire d'un logiciel dans le
territoire d'un Etat membre de la Communauté européenne ou d'un Etat partie a l'accord sur
I'Espace économique européen par l'auteur ou avec son consentement épuise le droit de mise sur
le marché de cet exemplaire dans tous les Etats membres a I'exception du droit d'autoriser la

location ultérieure d'un exemplaire.

Ly aal)s

Oswald Seidowsky, Audit, management et gestion des licences logicielles (North Carolina, US: Lulu,
2017), 26.

Article L122-6-1:1ll. La personne ayant le droit d'utiliser le logiciel peut sans l'autorisation de >

l'auteur observer, étudier ou tester le fonctionnement ou la sécurité de ce logiciel afin de

déterminer les idées et principes qui sont a la base de n'importe quel élément du logiciel
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lorsqu'elle effectue toute opération de chargement, d'affichage, d'exécution, de transmission ou de

stockage du logiciel qu'elle est en droit d'effectuer.
tlaad kil
Pascal Kamina, “« « Le droit de la propriét¢ industrielle pour I'open Science ? (les dispositions

favorables a la libre exploitation des résultats industriels) » »", Cahiers Droit, Sciences & Technologies,

3 (2010): 99-115.

https: //journals.openedition.org/cdst/225.( 30/3/2022); Frangois Pellegrini, ‘LA PORTABILITE DES

DONNEES ET DES SERVICES”, Revue frangaise d'administration publique , no 167 (2018): 517.

https://www.cairn.info/revue—francaise—d—administration—publique-2018-3-page—513.htm#

.(30/3/2022); Bertrand Warusfel, Matthieu Dhenne, “La propriété intellectuelle face a I’ingénierie
inverse”, HAL — Archives ouvertes: hal-01852555F
(2018): 26.

https://hal-univ—paris8.archivesouvertes.fr/hal01852555/document. (30/3/2022);

Piotraut Jean—Luc, Droit de la propriété intellectuelle — 3e edition (Paris, France: 2016), 69.
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Vault Corp. v. Quaid Software, Ltd., 847 F.2d 255 (5th Cir. 1988); !

tlag s

CHARLES R. MCMANIS, “INTELLECTUAL PROPERTY PROTECTION AND REVERSE
ENGINEERING OF COMPUTER PROGRAMS IN THE UNITED STATES AND THE EUROPEAN
COMMUNITY’,  High Technology Law Journal, Vol. 8, No. 1 (1993): 25-99.
); H. M. Kienle, D. German and H. Muller, 22/203https://www.jstor.org/stable/24122493. (30/
'Legal concerns of Web site reverse engineering,” Proceedings. Sixth [EEE International
Workshop on Web Site Evolution, Chicago, IL, USA, (2004): 41-50 10.1109/WSE.2004.10000.
(30/3/2022); David N. Pruitt, “BEYOND FAIR USE:THE RIGHT TO CONTRACT AROUND
COPYRIGHT PROTECTION OF REVERSE ENGINEERING IN THE SOFTWARE INDUSTRY”,
Chicago—Kent Journal of Intellectual Property (2006): 66-86.

https: //studentorgs.kentlaw.iit.edu/ckjip/wpcontent/uploads sites /4/2013/06/05_6JIntellProp662006—
); David L. Hayes, Esq, ADVANCED COPYRIGHT ISSUES ON THE 22/203. (30/2007.pdf
/NTERNET(CaIifornia, US: FENWICK & WEST LLP, 2013): 20,21.

http: //www.techlaw.org/wp—-content/uploads/2010/07 /Fenwick—Advanced—Copyright-Issues—on-the—
)- 22/203Internet-June-2013.pdf .(30/
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U.S. Code § 117.Limitations on exclusive rights: Computer programs: (a)Making of Additional 17 !
Copy or Adaptation by Owner of Copy.—Notwithstanding the provisions of section 106, it is not
an infringement for the owner of a copy of a computer program to make or authorize the making
of another copy or adaptation of that computer program provided: (1) that such a new copy or
adaptation is created as an essential step in the utilization of the computer program in conjunction
with a machine and that it is used in no other manner, or...

tlad aal)s

Robin Michael, “17 U.S.C. § 117: Is the Amendment to the Copyright Act Adequate To Regulate the
Computer Software Market?, 7 Computer L.J. 227 (1986)", The John Marshall Journal of
Information Technology & Privacy Law 7, no.2(1986): 227-244.

)- 22/203 https://repository.jmls.edu/cgi/viewcontent.cgi?article=1479&context=jitpl. (30/
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ANNE FITZGERALD AND CRISTINA CIFUENTES, “Accommodating Computer Software to Copyright
Doctrine: defining the scope of copyright protection for software”, Journal of Law, Information and
Science 11, no.2 (2000-2001): 224-256.
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Samuelson and scotchmer, ' The law and economics of reverse engineering”, 1608;

David |. Bainbridge, “Computer Programs and Copyright: More Exceptions to Infringement”’, Modern
law review 56, no.4 (1993): 594-595.

)- 22/203 .(30/https://doi.org/10.1111/j.1468-2230.1993.tb01891.x
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ALLAN M. SOOBER, “LEGITIMIZING DECOMPILATION OF COMPUTER SOFTWARE UNDER
COPYRIGHT LAW: A SQUARE PEG IN SEARCH OF A SQUARE HOL", The John Marshall Law
Review 28, no.1 (1994): 106, 108.
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Paolo Ciancarini, Daniel Russo, Alberto Sillitti and Giancarlo Succi, “Reverse engineering: a !

European IPR perspective”, SAC '16: Proceedings of the 31st Annual ACM Symposium on
Applied Computing, (April 2016): 1498 -1503.
https://doi.org/10.1145/2851613.2851790.(30/3/2022).
Inge Graef, “How can Software Interoperability be achieved under European Competition Law and 2
Related Regimes?”, Journal of European Competition Law & Practice 5, no. 1 ( January 2014):

6-19. https://doi.org/10.1093 /jeclap/Ipt069 .(30/3/2022).
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Article 4: 1. Subject to the provisions of Articles 5 and 6, the exclusive rights of the rightholder !

within the meaning of Article 2 shall include the right to do or to authorise: (a)the permanent or
temporary reproduction of a computer program by any means and in any form, in part or in whole;
in so far as loading, displaying, running, transmission or storage of the computer program
necessitate such reproduction, such acts shall be subject to authorisation by the rightholder; (b)the
translation, adaptation, arrangement and any other alteration of a computer program and the
reproduction of the results thereof, without prejudice to the rights of the person who alters the
program.
Sally Weston, “Improving interoperability by encouraging the sharing of interface specifications”, Law 2

Innovation and Technology 9, no. 1(2017): 106.
https://doi.org/10.1080/17579961.2017.1302695 (30/3/2022).
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Recital 10 of Directive 2009/24/EC: ... interoperability can be defined as the ability to exchange
information and mutually to use the information which has been exchanged; Inge Graef, “How can

Software Interoperability be achieved under European Competition Law”, 7.
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Reverse Engineering of Software An analysis of the possibility to contractually 'Rikard Kéaresen,

restrict reverse engineering of trade secrets in softwar (Gothenburg, Sweden: Goteborgs
universitet, 2019), 34.
Ibid.
Ibid.
Ibid.
Article 6: Decompilation: 1.  The authorisation of the rightholder shall not be required where
reproduction of the code and translation of its form within the meaning of points (a) and (b) of
Article 4(1) are indispensable to obtain the information necessary to achieve the interoperability of
an independently created computer program with other programs, provided that the following

(a)those acts are performed by the licensee or by another person having a :conditions are met
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right to use a copy of a program, or on their behalf by a person authorised to do so; (b)the
information necessary to achieve interoperability has not previously been readily available to the
persons referred to in point (a); and (c)those acts are confined to the parts of the original program
which are necessary in order to achieve interoperability.2. The provisions of paragraph 1 shall
not permit the information obtained through its application:(a)to be used for goals other than to
achieve the interoperability of the independently created computer program; (b)to be given to
others, except when necessary for the interoperability of the independently created computer
program; or (c)to be used for the development, production or marketing of a computer program

substantially similar in its expression, or for any other act which infringes copyright.

In accordance with the provisions of the Berne Convention for the protection of Literary 3 Article 6/ :

and Artistic Works, the provisions of this Article may not be interpreted in such a way as to allow
its application to be used in a manner which unreasonably prejudices the rightholder's legitimate

interests or conflicts with a normal exploitation of the computer program.
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Marie DUPONCHELLE, LE DROIT A L'INTEROPERABILITE ETUDE DE DROIT DE LA !
CONSOMMATION (Paris: these de doctorat, UNIVERSITE PANTHEON-SORBONNE (PARIS 1)
Ecole de droit de la Sorbonne, 2015), 47, 127, 128.

); Pierre-Yves Margnoux et Hugo Roy, 2/2023. (30/https://www.theses.fr/2015PA010286.pdf
“Décompilation d’un logiciel : état des lieux”, Le Monde Du Droit (2015): 1-7.

https: //hroy.eu/posts/decompilationSkypeCaen/d%C3%A9compilation%C3%89tatDesLieux. pdf
)-2/2023.(30/

IV. La reproduction du code du logiciel ou la traduction de la forme de ce code n'est pas soumise a

2

l'autorisation de I'auteur lorsque la reproduction ou la traduction au sens du 1° ou du 2° de l'article
L. 122-6 est indispensable pour obtenir les informations nécessaires a linteropérabilité d'un
logiciel créé de fagon indépendante avec d'autres logiciels, sous réserve que soient réunies les
: conditions suivantes

Ces actes sont accomplis par la personne ayant le droit d'utiliser un exemplaire du logiciel ou pour ° 1
¢ son compte par une personne habilitée a cette fin

Les informations nécessaires a linteropérabilité n'ont pas déja été rendues facilement et ° 2
¢ rapidement accessibles aux personnes mentionnées au 1° ci—dessus

. ° Et ces actes sont limités aux parties du logiciel d'origine nécessaires a cette interopérabilité3

: Les informations ainsi obtenues ne peuvent étre

Ni utilisées a des fins autres que la réalisation de linteropérabilit¢ du logiciel créé de fagcon ° 1
¢ indépendante

Ni communiquées a des tiers sauf si cela est nécessaire a l'interopérabilité du logiciel créé de ° 2
¢« fagcon indépendante

° Ni utilisées pour la mise au point, la production ou la commercialisation d'un logiciel dont 3

I'expression est substantiellement similaire ou pour tout autre acte portant atteinte au droit
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.d'auteur

V. Le présent article ne saurait étre interprété comme permettant de porter atteinte a I'exploitation
.normale du logiciel ou de causer un préjudice injustifié aux intéréts légitimes de l'auteur

Toute stipulation contraire aux dispositions prévues aux Il, Il et IV du présent article est nulle et non
avenue.

QNP

David Lefranc, Droit des applications connectées: Applications — Réseau — Interfaces (Belgique,
Bruxelles: Editions Larcier, 2017). P.85.

'SOOBER, “LEGITIMIZING DECOMPILATION OF COMPUTER SOFTWARE UNDER COPYRIGHT
LAW”, 112; K M GopaKumar, “The Scope of Reverse Engineering of Computer software under
copyright amendment act, 1999: A Critique”, Journal of intellectual property rights 6, (2001): 97.

http://nopr.niscair.res.in/bitstream /123456789/19461/1 /JIPR%206%282%29%2094-108.pdf
)- 2/2023.(30/

U.S. Code § 106 — Exclusive rights in copyrighted works U.S. Code: Subject to sections 107 17 2

through 122, the owner of copyright under this title has the exclusive rights to do and to authorize
any of the following: (1)to reproduce the copyrighted work in copies or phonorecords; (2)to
prepare derivative works based upon the copyrighted work; (3)to distribute copies or phonorecords
of the copyrighted work to the public by sale or other transfer of ownership, or by rental, lease, or
lending; (4)in the case of literary, musical, dramatic, and choreographic works, pantomimes, and
motion pictures and other audiovisual works, to perform the copyrighted work publicly; (5)in the
case of literary, musical, dramatic, and choreographic works, pantomimes, and pictorial, graphic,

or sculptural works, including the individual images of a motion picture or other audiovisual work,
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to display the copyrighted work publicly; and (6)in the case of sound recordings, to perform the
copyrighted work publicly by means of a digital audio transmission; 17 U.S. Code § 106A -
Rights of certain authors to attribution and integrity: (a)Rights of Attribution and Integrity.—Subject
to section 107 and independent of the exclusive rights provided in section 106, the author of a
work of visual art—(1)shall have the right—(A)to claim authorship of that work, and (B)to prevent
¢the use of his or her name as the author of any work of visual art which he or she did not create

(2)shall have the right to prevent the use of his or her name as the author of the work of visual art in
the event of a distortion, mutilation, or other modification of the work which would be prejudicial to
his or her honor or reputation; and (3)subject to the limitations set forth in section 113(d), shall
have the right— (A)to prevent any intentional distortion, mutilation, or other modification of that
work which would be prejudicial to his or her honor or reputation, and any intentional distortion,
mutilation, or modification of that work is a violation of that right, and (B)to prevent any destruction
of a work of recognized stature, and any intentional or grossly negligent destruction of that work is
a violation of that right.

A “derivative work” is a work based upon one or more preexisting ! 17 U.S. Code § 101 — Definitions:
works, such as a translation, musical arrangement, dramatization, fictionalization, motion picture
version, sound recording, art reproduction, abridgment, condensation, or any other form in which a
work may be recast, transformed, or adapted. A work consisting of editorial revisions, annotations,
elaborations, or other modifications which, as a whole, represent an original work of authorship, is

a “derivative work”.
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iSyi a5 Accolade 38,5 o) 4 Leild; (adln il Sega v. Accolade dpd el danasally
" sl Qlall oUss oo Compatible ddlsie llall Jead of Cinl ¢ gl Qlall g 8 diaadia
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17 U.S. Code § 107.Limitations on exclusive rights: Fair use: Notwithstanding the provisions of !
sections 106 and 106A, the fair use of a copyrighted work, including such use by reproduction in
copies or phonorecords or by any other means specified by that section, for purposes such as
criticism, comment, news reporting, teaching (including multiple copies for classroom use),
scholarship, or research, is not an infringement of copyright. In determining whether the use made

of a work in any particular case is a fair use the factors to be considered shall include.
(1)the purpose and character of the use, including whether such use is of a commercial nature or is for
¢nonprofit educational purposes
¢the nature of the copyrighted work(2)
the amount and substantiality of the portion used in relation to the copyrighted work as a whole; and(3)
.the effect of the use upon the potential market for or value of the copyrighted work(4)
The fact that a work is unpublished shall not itself bar a finding of fair use if such finding is made upon

consideration of all the above factors.
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Sega Enterprises, Ltd. v. Accolade, Inc., 1992 U.S. Dist. LEXIS 4621 (United States District Court !
for the Northern District of California March 20, 1992, Filed; March 23, 1992, Entered ).
https: //advance.lexis.com/api/document?collection=cases&id=urn:contentltem:3S4N-MYF(0-008H-

FOXS-00000-00&context=1516831.
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Julie Aguilar, “Intellectual Property — Sega Enterprises Ltd. v. Accolade, Inc.: Setting the Standard on
Software Copying in the Computer Software Industry”, Golden gate university law review 23, no.1
(1993): 275-2717.

); 2/2023.  (30/https://digitalcommons.law.ggu.edu/cgi/viewcontent.cgi?article=1585&context=ggulrev

William S. Coats and Heather D. Rafter, “The Games People Play: Sega v. Accolade and the

Right to Reverse Engineer Software”, hastings communications and entertainment law journal 15,
no.3 (1993): 566-568.

https: //repository.uchastings.edu/cgi/viewcontent.cgi?article=1346&context=hastings_comm_ent _law_jo

). 2/2023 .(30/urnal
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SONY COMPUTER ENTERTAINMENT, INC. v. CONNECTIX CORPORATION 203 F.3d 596 (9th :
Cir. 2000).
. https://cyber.harvard.edu/people/tfisher/IP/2000%20Sony%20Abridged. pdf
); 2/2023https://caselaw.findlaw.com/us—9th—circuit/1452245.html. (30/
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Stan Karas, “COPYRIGHT : DEFENSES : FAIR USE Sony Computer Entertainment, Inc. y. Connectix
Corp”, Berkeley Technology Law Journal 16, no.1 (2001): 33-52.

https: //mplbci.ekb.eg/MuseProxylD=1106/MuseSessionID=(07100655x/MuseProtocol=https/MuseHost=
www.jstor.org/MusePath/stable /pdf/24119912.pdf?ab_segments=(0%2Fbasic SYC-5187_SYC-
)- 2/2023 .(30/5188%2Fcontrol
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Circumvention of copyright protection systems: (a) VIOLATIONS REGARDING 1201 :
CIRCUMVENTION OF TECHNOLOGICAL MEASURES.—(1)(A) No person shall circumvent a
technological measure that effectively controls access to a work protected under this title. The
prohibition contained in the preceding sentence shall take effect at the end of the 2-year period
(B)The prohibition contained in .beginning on the date of the enactment of this chapter
subparagraph (A) shall not apply to persons who are users of a copyrighted work which is in a
particular class of works, if such persons are, or are likely to be in the succeeding 3-year period,
adversely affected by virtue of such prohibition in their ability to make noninfringing uses of that
particular class of works under this title, as determined under subparagraph (C)... ‘(f ) REVERSE
ENGINEERING.—(1) Notwithstanding the provisions of subsection (a)(1)(A), a person who has
lawfully obtained the right to use a copy of a computer program may circumvent a technological
measure that effectively controls access to a particular portion of that program for the sole
purpose of identifying and analyzing those elements of the program that are necessary to achieve
interoperability of an independently created computer program with other programs, and that have
not previously been readily available to the person engaging in the circumvention, to the extent
.any such acts of identification and analysis do not constitute infringement under this title
Notwithstanding the provisions of subsections (a)(2) and (b), a person may develop and employ (2)‘*
technological means to circumvent a technological measure, or to circumvent protection afforded
by a technological measure, in order to enable the identification and analysis under paragraph (1),
or for the purpose of enabling interoperability of an independently created computer program with
other programs, if such means are necessary to achieve such interoperability, to the extent that
The information acquired through  (3)".doing so does not constitute infringement under this title

the acts permitted under paragraph (1), and the means permitted under paragraph (2), may be
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made available to others if the person referred to in paragraph (1) or (2) as the case may be,
provides such information or means solely for the purpose of enabling interoperability of an
independently created computer program with other programs, and to the extent that doing so
.does not constitute infringement under this title or violate applicable law other than this section
means the ability of computer *(4) For purposes of this subsection, the term ‘interoperability
and of such programs mutually to use the information which (programs to exchange information
has been exchanged;

Donna L. Lee, “Reverse Engineering of Computer Programs under the DMCA: Recognizing a "Fair
Access' Defense”, Marquette Intellectual Property Law Review 10, no.3 (2006): 553- 558.

); Pamela Samuelson and Suzanne 2/2023.(30/https://core.ac.uk/download/pdf/148687141.pdf

scotchmer, " The law and economics of reverse engineering', 1633-1637; Brian Fitzgerald,

Cristina Cifuentes, Anne Fitzgerald and Michael Lehmann, “Innovation, Software, and Reverse

Engineering”, Santa Clara high technology law journal 18,n0.1 (2001): 133-143.

1 )22/203/30( https://digitalcommons.law.scu.edu/cgi/viewcontent.cgi?article=1296 &context=chtlj.
Jacqueline Lipton, “The Law of Unintended Consequences: The Digital Millennium Copyright Act
and Interoperability”, Washington and Lee Law Review 62, no.2 (2005): 493-499.

). 22/203/30 .(http://law2.wlu.edu/deptimages/Law%20Review/62-2L ipton.pdf

1201 **(D) The Librarian shall publish any class of copyrighted works for which the Librarian has !

determined, pursuant to the rulemaking conducted under subparagraph (C), that noninfringing

uses by persons who are users of a copyrighted work are, or are likely to be, adversely affected,
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and the prohibition contained in subparagraph (A) shall not apply to such users with respect to
such class of works for the ensuing 3-year period.

G*‘(2) PERMISSIBLE ACTS OF ENCRYPTION RESEARCH. Notwithstanding the provisions of 1201 :
subsection (a)(l)(A), it is not a violation of that subsection for a person to circumvent a
technological measure as applied to a copy, phonorecord, performance, or display of a published
work in the course of an act of good faith encryption research if— “‘(A) the person lawfully
obtained the encrypted copy, phonorecord, performance, or display of the published work; *(B)
such act is necessary to conduct such encryption research; */(C) the person made a good faith
effort to obtain authorization before the circumvention; and ‘(D) such act does not constitute
infringement under this title or a violation of applicable law other than this section, including
section 1030 of title 18 and those provisions of title 18 amended by the Computer Fraud and
Abuse Act of 1986.

(1) CIRCUMVENTION PERMITTED.—Notwithstanding the provisions of subsection (a)(1)(A), 1201 H
it is not a violation of that subsection for a person to circumvent a technological measure that
effectively controls access to a work protected under this title...”

(1) CIRCUMVENTION -3 () PROTECTION OF PERSONALLY IDENTIFYING INFORMATION
PERMITTED.—Notwithstanding the provisions of subsection (a)(1)(A), it is not a violation of that
subsection for a person to circumvent a technological measure that effectively controls access to
«a work protected under this title, if— ‘‘(A) the technological measure, or the work it protects
contains the capability of collecting or disseminating personally identifying information reflecting
the online activities of a natural person who seeks to gain access to the work protected....”

PERMISSIBLE ACTS OF SECURITY TESTING.—Notwithstanding the provisions of 1201 (2): 4
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subsection (a)(1)(A), it is not a violation of that subsection for a person to engage in an act of
security testing, if such act does not constitute infringement under this title or a violation of
applicable law other than this section, including section 1030 of title 18 and those provisions of

titte 18 amended by the Computer Fraud and Abuse Act of 1986.
11201 “(e) LAW ENFORCEMENT, INTELLIGENCE, AND OTHER GOVERNMENT ACTIVITIES.—
This section does not prohibit any lawfully authorized investigative, protective, information security,
or intelligence activity of an officer, agent, or employee of the United States, a State, or a political
subdivision of a State, or a person acting pursuant to a contract with the United States, a State, or
a political subdivision of a State. For purposes of this subsection, the term ‘information security’
means activities carried out in order to identify and address the vulnerabilities of a government

computer, computer system, or computer network.
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I Lee, “Reverse Engineering of Computer Programs under the DMCA”, 561-563.

1201 (c) OTHER RIGHTS, ETC., NOT AFFECTED.—(1) Nothing in this section shall affect rights, *
remedies, limitations, or defenses to copyright infringement, including fair use, under this title.

Chamberlain Group, Inc. v. Skylink Techs., Inc., 381 F.3d 1178 (Fed. Cir. 2004); Lexmark Int’l, Inc. 3
v. Static Control Components, Inc., 387 F.3d 522 (6th Cir. 2004).

568-569. Lee, “Reverse Engineering of Computer Programs under the DMCA”, 4
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NEHA AHUJA, “COMMERCIAL CREATIONS: THE ROLE OF END USER LICENSE AGREEMENTS
IN CONTROLLING THE EXPLOITATION OF USER GENERATED CONTENT”, THE JOHN
MARSHALL REVIEW OF INTELLECTUAL PROPERTY LAW (2017): 383-410.

). 2/2023/3 .(https://repository.jmls.edu/cgi/viewcontent.cgi?article=1416&context=ripl
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Ibid, 397.

CHARLES R. MCMANIS, “INTELLECTUAL PROPERTY PROTECTION AND REVERSE *
ENGINEERING OF COMPUTER PROGRAMS IN THE UNITED STATES AND THE EUROPEAN
COMMUNITY”, High Technology Law JournaR3, No. 1 (1993): 80.

). 2/2024 https://www.jstor.org/stable/24122493. (1/
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Ignatin, “Let the Hackers Hack: Allowing the Reverse Engineering of Copyrighted Computer Programs
to Achieve Compatibility”, 2010, 2011.
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Gamertsfelder, “Software reverse engineering — the current state of Australian law”, 394.
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Article 8: Continued application of other legal provisions: The provisions of this Directive shall be !

without prejudice to any other legal provisions such as those concerning patent rights, trade-—
marks, unfair competition, trade secrets, protection of semi-conductor products or the law of
Any contractual provisions contrary to Article 6 or to the exceptions provided for in .contract
Article 5(2) and (3) shall be null and void.

I.C. Adiyaman, “How supportive is the current European IP-regime for End—Users?”, (Netherlands: A 2
Master’s thesis, Tilburg institute for law, technology and society, Tilburg University), 34.
)-2/2024http://arno.uvt.nl/show.cgi?fid=142774.(1/

) Protection of computer programs under copyright laws should be without prejudice to the 16° (
application, in appropriate cases, of other forms of protection. However, any contractual provisions

contrary to the provisions of this Directive laid down in respect of decompilation or to the
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exceptions provided for by this Directive with regard to the making of a back-up copy or to
observation, study or testing of the functioning of a program should be null and void.

! Article 122-6-1: "...Toute stipulation contraire aux dispositions prévues aux II, Ill et IV du présent
article est nulle et non avenue.
:L.a.li @b}

Xavier Linant de Bellefonds et Christophe Caron, Droits d'auteur et droits voisins: proprieté littéraire et

artistique (France: Delmas, 1997), 270.

Margnoux et Hugo Roy, “Décompilation d’un logiciel : état des lieux”, 3. 2
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