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Abstract

The dynamic development of digital and informational technologies raises the issue of
proper and effective protection of human privacy, which, in turn, is gradually turning from a
real fundamental right into a kind of illusion. Just a piece of information about an individual
distributed on the Internet may leave its negative and often indelible mark on the life and
reputation of the addressee of such information, regardless of the legality and reliability of
such information. And even if such information is subsequently recognized as false and even
removed from public access, the addressee of the information will still be associated with

such information in the social consciousness.

In this context the emergence of the phenomenon of the right to be forgotten in legal reality
may be considered as a step forward in the question of human privacy protection in the
digital era. This study reveals how the formulated “right to be forgotten” in Article (17)
of the European Union’s General Data Protection Regulation (GDPR) applies to “online
expression’, i.e. content published online through social media and other forms of media.
It also addresses some of the key questions raised by the article, in particular the questions
of when individuals and online intermediaries may be fixed with obligations under the

Regulation and who may claim the broad “journalism exemption” It also reviews the

1JDJL | 433



AR (I SN I BRVE N Bradly sladll g agal) ddgul) dswl)

practical difficulties of thoroughly exercising this right and the difficulties posed by new

technological developments.

key Words: Right to be forgotten, Freedom of expression, Journalism exemption, Intermediary

liability, General Data Protection Regulation, Metaverse.
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WS Alessi, ‘Eternal Sunshine: The Right to Be Forgotten in the European Union after the 2016 General Data Protection

Regulation’ (2017) 32 Emory Intl L Rev 121 https://scholarlycommons.law.emory.edu/eilr/vol32/iss1/4/ accessed 26
February 2025.

?Google Spain SL and Google Inc v Agencia Espafiola de Proteccién de Datos (AEPD) and Mario Costeja Gonzalez (C-
131/12) EU:C:2014:317, paras 94, 98

“D Keller, ‘The Right Tools: Europe’s Intermediary Liability Laws and the 2016 General Data Protection Regulation’ (22
March 2017) SSRN https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2914684 accessed 26 February 2025.

“D Keller, ‘Right Tools citing Article 29 Data Protection Working Party, Guidelines on the Implementation of the
Court of Justice of the European Union Judgment on “Google Spain and Inc. v Agencia Espaiiola de Proteccién de
Datos (AEPD) and Mario Costeja Gonzalez C-131/12” (2014) 14/EN (WP 225) 2 http://www.dataprotection.ro/servlet/
ViewDocument?id=1080 accessed 26 February 2025. [Article 29 Google Spain Guidelines] (Keller has pointed out that
“data protection regulators have said that Google de-listings do not significantly threaten [free speech] rights, precisely
because information is still available on the webpage”). However, as David Erdos has noted, there have been several

judgments at the domestic level applying Google Spain that have resulted in deletion of substantive content.”
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®Eduardo Ustaran, ‘The Wider Effect of the “Right to Be Forgotten” Case’ (2014) 14(8) Privacy & Data Protection 8
https://www.hoganlovells.com/~/media/hogan-lovells/images/blog-images/hldataprotection/the-wider-effect-of-the-right-

to-be-forgotten-case-eduardo-ustaran-hogan-lovells.pdf?la=en accessed 26 February 2025; Paul Bernal, ‘The Right to
Be Forgotten in the Post-Snowden Era’ (2014) 5(1) Privacy in Germany (PinG) <www.pingdigital.de/ce/the-right-to-be-
forgotten-in-the-post-snowden-era/detail. html> accessed 26 February 2025; Daniel Solove, ‘What Google Must Forget:
The EU Ruling on the Right to be Forgotten’ (13 May 2014) LinkedIn https://www.linkedin.com/pulse/20140513230300-
2259773-what-google-must-forget-the-eu-ruling-on-the-right-to-be-forgotten accessed 26 February 2025.

“”Meg Ambrose, It’s About Time: Privacy, Information Life Cycles, and the Right to be Forgotten’ (2013) 16(2) Stanford
Technology Law Review 369; Jeffrey Rosen, ‘The Right to be Forgotten’ (2012) 64:88 Stanford Law Review Online
https://review.]law.stanford.edu/wp-content/uploads/sites/3/2012/02/64-SLRO-88.pdf accessed 26 February 2025; Diane
Zimmerman, ‘The “New” Privacy and the “Old”: Is Applying the Tort Law of Privacy Like Putting High Button Shoes
on the Internet?” (2012) 17(2) Communications Law and Policy 107 https://www.tandfonline.com/doi/abs/10.1080/10
811680.2012.662884 accessed 26 February 2025; Paul Schwartz, “The EU-US Privacy Collision: A Turn to Institutions
and Procedures’ (2013) 126(7) Harvard Law Review 1966 https://harvardlawreview.org/print/vol-126/the-eu-u-s-privacy-
collision-a-turn-to-institutions-and-procedures/ accessed 26 February 2025.

PRegulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data (General Data Protection
Regulation) https://eur-lex.europa.eu/eli/reg/2016/679/0j accessed 26 February 2025.

®Art.17 “ Right to erasure (‘right to be forgotten’) 1- The data subject shall have the right to obtain from the controller the
erasure of personal data concerning him or her without undue delay and the controller shall have the obligation to erase

personal data without undue delay where one of the following grounds applies:

1. the personal data are no longer necessary in relation to the purposes for which they were collected or otherwise

processed;

2. the data subject withdraws consent on which the processing is based according to point (a) of Article 6(1), or point
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(a) of Article 9(2), and where there is no other legal ground for the processing;

3. the data subject objects to the processing pursuant to Article 21(1) and there are no overriding legitimate grounds

for the processing, or the data subject objects to the processing pursuant to Article 21(2);
4. the personal data have been unlawfully processed;

5. the personal data have to be erased for compliance with a legal obligation in Union or Member State law to which

the controller is subject;

the personal data have been collected in relation to the offer of information society services referred to in Article 8(1).
OKeller.26 (o «&:lw &0 ¢
Yo oo @bl gyl
Y e (@l 8?).1:..”(”)
"TLindqvist v Aklagarkammaren i Jonkoping (Case C-101/01) [2003] ECR 1-12992.
"ICharter of Fundamental Rights of the European Union [2000] OJ C364/1, (Articles 7, 8, and 10 protecting, respectively
privacy, data protection and freedom of expression).
(“)Philip Morris Brands SARL v Secretary of State for Health (Case C-547/14) ECLI:EU:C:2016:325; see also Bernard
Connolly v Commission of the European Communities (Case C-274/99) [2001] ECR I-1638, paras 37-42; Charter of
Fundamental Rights of the European Union [2000] O] C364/1, art 52(3).
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"9Sophie Curtis, ‘How to Permanently Delete Your Facebook Account’ The Telegraph (19 August 2015) https://www.
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17

'Google, Transparency Report on Delisting Requests https://transparencyreport.google.com/eu-privacy/overview
accessed 26 February 2025.
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"®Viviane Reding, ‘The EU Data Protection Reform 2012: Making Europe the Standard Setter for Modern Data Protection
Rules in the Digital Age’ (Speech, 22 January 2012) European Commission http://europa.eu/rapid/press-release
SPEECH-12-26_en.htm accessed 26 February 2025.

(19

'Daniel J Solove, The Future of Reputation: Gossip, Rumor, and Privacy on the Internet (Yale University Press 2007) 19
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2899125 accessed 26 February 2025.

9,46 billion people worldwide now use social networking sites: Statista, ‘Social Networks https://www.statista.com/
topics/1164/socialnetworks/ accessed 26 February 2025.

@UBBC News https://www.bbc.co.uk/news accessed 26 February 2025.

@ Apple, iCloud’ https://www.apple.com/uk/icloud/ accessed 26 February 2025.

®LinkedIn https://gb.linkedin.com/ accessed 26 February 2025.

®YGeorge Brock, The Right to be Forgotten: Privacy and the Media in the Digital Age (IB Tauris 2016) 20.
®Daniel J Solove, ‘Speech, Privacy, and Reputation on the Internet’ in Saul Levmore and Martha C Nussbaum (eds),
The Offensive Internet: Speech, Privacy, and Reputation (Harvard University Press 2010) https://www.jstor.org/stable/j.
ctvjf9zc8 accessed 26 February 2025.

290fcom, Children and Parents: Media Use and Attitudes Report (October 2014) https://www.ofcom.org.uk/siteassets/
resources/documents/research-and-data/media-literacy-research/adults/media-use-attitudes-14/childrens_2014_report.

pdf?v=334431 accessed 26 February 2025.
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“DArt.9 “1- Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely
identifying a natural person, data concerning health or data concerning a natural person’s sex life or sexual orientation
shall be prohibited....”

“DArt.9 “..... 2- Paragraph 1 shall not apply if one of the following applies: 1- the data subject has given explicit consent to
the processing of those personal data for one or more specified purposes, except where Union or Member State law provide
that the prohibition referred to in paragraph 1 may not be lifted by the data subject.....
“DArt9 < ... 2-Paragraph 1 shall not apply if one of the following applies: ... 7- processing is necessary for reasons of
substantial public interest, on the basis of Union or Member State law which shall be proportionate to the aim pursued,
respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject ...

“YArt.85 “ 1- Member States shall by law reconcile the right to the protection of personal data pursuant to this Regulation
with the right to freedom of expression and information, including processing for journalistic purposes and the purposes

of academic, artistic or literary expression......
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organisations), Chapter VI (independent supervisory authorities), Chapter VII (cooperation and consistency) and Chapter
IX (specific data processing situations) if they are necessary to reconcile the right to the protection of personal data with
the freedom of expression and information....”
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erase the personal data, the controller, taking account of available technology and the cost of implementation, shall take
reasonable steps, including technical measures, to inform controllers which are processing the personal data that the data
subject has requested the erasure by such controllers of any links to, or copy or replication of, those personal data...”
“GDPR, recital 65 ...> That right is relevant in particular where the data subject has given his or her consent as a child
and is not fully aware of the risks involved by the processing, and later wants to remove such personal data, especially on the

internet. “The data subject should be able to exercise that right notwithstanding the fact that he or she is no longer a child..”
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" GDPR, recital 18 “'This Regulation does not apply to the processing of personal data by a natural person in the course
of a purely personal or household activity and thus with no connection to a professional or commercial activity. “Personal
or household activities could include correspondence and the holding of addresses, or social networking and online activity
undertaken within the context of such activities...”

""David Erdos, ‘Beyond ‘Having a Domestic? Regulatory Interpretation of European Data Protection Law and
Individual Publication’ (2017) 33(3) Computer Law and Security Review 275, 276 https://papers.ssrn.com/sol3/Delivery.
cfm?abstractid=2847628 accessed 26 February 2025.
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®9 Article 29 Data Protection Working Party, ‘Opinion 5/2009 on Online Social Networking’ (2009) 01189/09/EN (WP163)
6 https://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2009/wp163_en.pdf accessed 26
February 2025.
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'Erdos, “Domestic’, Op.Cit at 286. This group had 11 DPAs including from Norway, Germany, France, and Belgium.
®UK Information Commissioner’s Office, Social networking and online forums — when does the DPA apply? (2014) 15
https://www.pdpjournals.com/docs/88110.pdf accessed 26 February 2025.
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(SS)Regulation (EU) 2016/679 (General Data Protection Regulation) art 70(1)(d).
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®7EC, Directive 2000/31/EC on certain legal aspects of information society services, in particular electronic commerce, in
the Internal Market [2008] OJ L 178 (‘E-Commerce Directive’).

(88,

"Keller. 3:lw &0
®E-Commerce Directive (n 2) recital 14: “The protection of individuals with regard to the processing of personal data
is solely governed by [laws including the 1995 Directive, which are fully applicable to information society services; these
Directives already establish a Community legal framework in the field of personal data and therefore it is not necessary to
cover this issue in this Directive”

Ol Llax (1158) Jad mass duasill wp3bly dodlees 3lsn Logd LY Dilas » O Lo ddg,SIVI 8yloct)] dum g3 (o 14 8,381 Coad
G o dzgdl 1ia O 1 Oleglmall maizme Sleds Sl 3 DL Llasd Wigdl Iyl L33 Wy (1995 ple dumgd Jio i)
s g sosall lia )

1JDJL [ 450



Bouswe iy e @3 pasd) (3 sl &5y Slwd) (B &) s DY)gall

Jib dpasid) ULy ddlab dapl Jlugll ,3sy sl gllbl sl oSotbl e &5 oda (Buats »
&1 )l sl & (¥9) 3oLl dushl Jasd] degazme Cund w89 My A3l of duasial] daisVl oda
I SBLL 3l lod SULIT o st Gl o W1 dslozz¥l OS] o US slasl 6Sg
orusd dio loiz¥) Lolgll Slate O galsll o Ob U8 &l pdy] wdimyg MVigedstiud! L iy
85 M A9y Bylod] dzgs o pedS U1 L3))1 oy DLl § LiSowe sums “eFacebooko
e8] mo 3l 955 e Gl x8 ssimdl ABL 3ley bbb dolsy slhawsl da=MI Ol A

Ol § Bl 9okl @ 3ol Olio SUL) Dlesd dals] doidl]

ol » Google-Spain » 4.8 JMe oo el d=dll Wl B gluzadl iz J) LS =uds
orusd Jin eloiz¥) Loyl Olate 3555 O e 03 (a9 «bldl § oSowiar s Caomd] OISy
By e COIS duadll els UMs e deSonb) lad] Cllogs LI dowad] O J seidy VIS «Facebook»
Lokl Blodl e dnaly (lsz e «dabiie dole Byl pry Gl oo O & oy (e (Blaig
oo O ol Comdl yma 3529 Ys) dlie 0555 OF oSkl oo 050 § Hls «OLLI ¢ 9509 pazeil)
38l Luogas Je JB1 ;50 Ly eluzY) dolsdl Olats O 6539 78xS digmay VIS 9553 O oSl
O = Caomdl 448 (e bl D] e Yoy = =il ggiodl Bis O g § Cmmdl SlS,g &l
sy Modl Olyme oo el Jolsdl Glats 56 b lhay sl &y e S 501 o
e 30 Yoy ggimhl Bis ] Oemug il sl e ST sias 12,8 wlal s dilig el odon
05 o9 (Valise ledl WIS & pllably Bsdsdl ou 03lsdl OF J] U3 gy clomd] pls 486 s12)]
oo Bl i Sz oo sl Dyo o ST 50 Ly 05Ss Bow CORY) e germb] N3] OIS 1318
Soe O dds by duogasd] § @odl e s 1,35 Calss O oSg Caomd] OlSymme O V] sl 486
90 donal LasiST Jalgs Bus e LB gns Mins el asy Lo pased drogasd oYl e b Goimme ooy
L33 Ol deub

3 3 Ll @ Al e UVl zoll sl Akl (e (nme) phymid Baw lal e ks

vazg lgawl bl ol «zsz » ol dyma plil] U] o (1) Brsadbl deasil duogas|

doasill 253 g G Oluwddl Gao] § Olsiw |8 Cdue daie d8ly Jsbis ) ddovall ;183
2l uol e el o Joolds aiS s A1) doeud o () Bysaid]

320 3y Lod Duz 58T Clhs lpd (@) Bysack] deaseid] O JUb s I3 s loxdls 99

ol S OF ot 1 eV i) SULJT Gl sl basy lhll ode OY duosasdl §

I desal) SLI o 1S 31 Uty dosasdl § 3ol @l pllas 15 OF oS cpeall Ul
Lol OSyoe

“"Regulation (EU) 2016/679 (General Data Protection Regulation) recital 18.

“DArticle 29 Data Protection Working Party, ‘Opinion 1/2010 on the Concepts of “Controller” and “Processor” (2010)
00264/10/EN (WP 169) https://www.pdpjournals.com/docs/88016.pdf accessed 26 February 2025.

“JCG v Facebook Ireland Ltd [2016] NICA 54 (Court of Appeal Northern Ireland).
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CJEU, judgment of 8 December 2022, Google (De-referencing of allegedly false
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®Von Hannover v Germany App no 59320/00 (2004) VI ECHR 41.(“[t]he Court considers that a fundamental distinction
needs to be made between reporting facts . . . capable of contributing to a debate in a democratic society, relating to
politicians in the exercise of their functions, for example, and reporting details of the private life of an individual who ...
does not exercise official functions. While in the former case the press exercises its vital role of ‘watchdog’ in a democracy
by contributing to ‘impart[ing] information and ideas on matters of public interest . . . it does not do so in the latter case”
at para 63).
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'Court of Justice of the European Union (Grand Chamber), Judgment in Case C-460/20 (2021) https://curia.europa.
eu/juris/document/document.jsf?text=&docid=268429&pageIndex=0&doclang=en&mode=Ist&dir=&occ=first&part=1&c
id=200689 accessed 26 February 2025.
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