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Abstract: Over the past few decades, the need for robust and secure communication has grown exponentially,
particularly in image transmission over networks. This is due to the increasing reliance on digital technologies. This
work demonstrates a novel "Scrambled Encryption Approach™ that leverages the inherent unpredictability. To this
end, nine-dimensional chaotic systems are combined with the innovative technique of 3-D substitution bit levels to
verify strengths such as the confidentiality and integrity of visual data while maintaining fast encryption and
decryption processes. This has the drawback of being vulnerable to known plaintext attacks and performing more
sophisticated calculations than simpler encryption approaches. So, the proposed technique first separates the color
input image into 24 bits to be categorized into 8 bits for each color channel (red, green, and blue). Then, 3-bit levels
are used with position sequences for substitutions taken from the 9-D Lorenz chaotic system. After that, a multilayer
differentiation technique produces three key matrices, which are then used to diffuse the scrambled components and
produce the color cipher image. The simulation results show that our method has a high visual quality of decrypted
images as well as high protection against brute force attacks because we have a large key space used for encryption
data. Moreover, our proposed technique achieves more security against statistical attacks, including histogram
analysis, information entropy, and correlation coefficients between pixels. Finally, the proposed encryption
technique achieves a more secure transmission than state-of-the-art encryption approaches to guarantee integrity,
privacy, and efficiency through global networks.
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1. INTRODUCTION

In a current generation of informatics that is characterized by high volumes of digital data, information security,
and privacy have become paramount concerns [1]. The importance of information security and data protection
has grown as a result of the quick migration of several services from local networks to the Internet. It is well-
accepted that digital photos contain a huge quantity of information [2]. To meet the rising computational power
of cryptanalysis, encryption methods have been considerably improved to increase their complexity, preventing
attackers from quickly compromising encrypted data [3, 4]. As a result, digital picture scramblers are meant to
convert clear images into unintelligible ones as an integral part of modern data protection measures such as
image encryption [5, 6], steganography [7-11], and watermarking [12-14]. Encryption and cryptography stand
at the forefront of efforts to protect sensitive information from unauthorized access, ensuring that data remains
confidential and unaltered after transmission over networks. The challenges of securing digital media,
particularly videos, and images, have spurred innovative approaches, such as the integration of chaotic maps, to
enhance the robustness of encryption and scrambling techniques [15].
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Several encryption solutions for the image based on diverse methodologies have been presented during the last few
decades [16]. For encryption, many methods are available, including the AES, DES algorithms, IDEA, RSA, and
others. However, most of these techniques are restricted to textual data. The image features qualities, such as well-
built inter-pixel correlation and high redundancy; hence, it cannot be utilized for image encryption. To resolve that
issue, various researchers have developed several encryption algorithms [17-19]. The new 1D chaotic map was
combined with a color image encoder introduced by Escobar et al. [20]. Moreover, Babaei's method [15] outperforms
the majority of low-dimensional chaos-based image encrypting approaches in terms of image encryption method
based on DNA computing. Aside from this, several image encryption techniques have evolved [21, 22] depend on
different low-dimensional chaotic systems. Diaconu et al. [23], demonstrated a color image scrambling approach
according to Knight's movement principles, where the pixels are transposed across RGB channels. Gao [24]
indicated a color image encryption based on an upgraded Henon map, which has more complex chaotic actions and
thus more efficient than the standard one, resulting in the superior performance of the technique. Li and Chen [25]
have suggested a 6-D hyper-chaotic system merged with DNA encoding to enhance security.

In recent decades, many researchers [37—-40] have established high-dimensional methods of encryption very quickly
to address security issues that prevent low-dimensional encryption from meeting requirements, given the speed at
which modern communication is developing. Moreover, in [41-45], good encryption and good statistical properties
are achieved, which leads to good security and integrity for the data transmission but with high complexity and
limited key space for encryption.

Since chaos is responsive to initial conditions and system settings, it performs better than standard encryption
techniques with regard to randomness, unpredictability, and non-periodicity [10, 11]. The encryption technique
based on chaos is given more importance in such systems compared to other encryption algorithms. The sequences
are typically used by chaotic cryptosystems to change the location of each pixel in the original image. The operation
of diffusion applied to chaotic patterns is another widely used technique for encrypting images. Consequently, the
improvement of chaos-based encryption techniques has extended more rapidly.

Simultaneously, the incorporation of 3-D substitution bit levels offers a means of reorganizing three channels of
RGB as image data dynamically and intricately, further encrypting the content. The scrambled encryption approach
commences by generating chaotic sequences using the nine-dimensional chaotic system, infusing encryption with a
layer of true randomness. In parallel, 3-D substitutions are applied to the color image data, introducing a unique
form of shuffling that enhances security. The combined approach seeks to make it challenging for potential
adversaries to decipher the encrypted data, ensuring that visual content remains protected.

The rest of the paper is structured as follows: In Section 2, we discuss 3-D substitution bit levels and the 9-
dimensional chaotic system. In Section 3, the proposed image encryption and decryption techniques are described
in detail. To demonstrate the security and outcomes, Section 4 has a few results and discussions. Finally, Section 5
illustrates the conclusion of our study.

2. PRELIMINARY

Here, we provide some pertinent theoretical information that was utilized across the paper.
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Three Dimensional Substitution Bit Levels

In general, confusion and diffusion are the two phases in the conventional chaos-based image encryption process.
In the confusion stage, pixel coordinates are substituted. The values of the pixels vary throughout the diffusion phase
corresponding with the chaotic random sequence. Until the pixel values are all modified and the encryption is
finished, repeat the two actions multiple times [25], [42-45].
Since the majority of the images have substantial relationships between adjacent pixels, we substitute the RGB
image pixels using chaotic sequences to get rid of the correlations. Image substitution is the initial stage in the
proposed approach. To reduce the correlation between them, the original color image RGB is transformed into three
vectors: VR, Vg, and Vg. These vectors are then substituted based on the three sequences—Xs, Yy, and Z, for R, G,
B respectively. So, the sequences VR, Vg, and Vg will be shuffled, causing all values in the vectors to change their
positions [26]. To perform 3-D substitution bit levels on a color image, we can use the following steps:
1. Convert each pixel's RGB values to binary representation:
R =(R7, R6, R5, R4, R3, R2, R1, RO)
G = (G7, G6, G5, G4, G3, G2, G1, GO)
B = (B7, B6, B5, B4, B3, B2, B1, B0)
2. Apply a substitution function to each bit of the RGB values using a key:
R_ New = Substitution_Function(R)
G_ New = Substitution_Function(G)
B_ New = Substitution_Function(B)
3. Convert the new binary values back to decimal and update the pixel's RGB values:
Pixel_New = (New_R(decimal), New_G(decimal), New_B(decimal)).
Example:
Let's say we have a pixel with RGB values (255, 127, 63).
1. Convert each pixel's RGB values to binary representation:
R=(1,1,1,1,1,1,1,1)
G=(0,1111110
B=(0,0,1,1,1,1,0,0)
2. Apply a substitution function to each bit of the RGB values using a key: Let's say our substitution function
is to invert each bit (0O becomes 1 and vice versa).
R_New=(0,0,0,0,0,0,0,0)
G_New=(1,0,0,0,0,0,0,1)
B _New=(1,1,0,0,0,0,1,1)
3. Convert the new binary values back to decimal and update the pixel's RGB values:
Pixel_New = (0(decimal),128(decimal),192(decimal)). So the updated pixel's RGB values are (0,128,192).

Lorenz Chaotic System

To make the following information easier for readers to understand, we first give an overview of chaotic systems in
this part, along with various indicators and their features. Both continuous chaotic systems and discrete chaotic maps
are categories of chaotic systems that can be distinguished by their temporal evolution [26]. Systems that are
dynamic and display complicated and unpredictable behavior throughout time are known as continuous chaotic
systems. Usually, a system of partial differential equations controls how state variables change over time to
characterize these systems [27]. However, the 3-D Lorenz system has limitations in terms of its security. Its relatively
low dimensionality makes it susceptible to certain cryptanalytic attacks. Additionally, its chaotic attractor, the
butterfly curve, has been well-studied and characterized, which can aid attackers in breaking the encryption [28]. To
address these limitations, researchers have developed higher-dimensional versions of the Lorenz system, such as the
6-D Lorenz system [25].
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However, because the need for security is never restricted, the 9-D hyper-chaotic system was created to increase the
complexity and unpredictability of the proposed chaotic system. So, they offer several advantages:

e Increased complexity: The higher dimensionality leads to a more complex and intricate chaotic attractor,
making it significantly harder for attackers to analyze and predict the system's behavior.

e Larger key space: The additional dimensions allow for a larger number of possible initial conditions and
parameter values, resulting in a much larger key space for encryption. This makes it exponentially more
difficult for attackers to find the correct key to decrypt the message.

e Enhanced sensitivity to initial conditions: The 9-D Lorenz system exhibits even greater sensitivity to initial
conditions than the 6-D system. This means that even tiny changes in the initial state can lead to vastly
different trajectories, further boosting the security of the system.

The proposed approach in this paper uses the 9-D hyperchaotic system that can be generated in the following
formulas:

%: AY — X) )
%: B(X — 2) 2)
%z CX —Y) 3)
Z—V:=D(X+Y+Z—W) 4)
%: EW - ) (5)
% =F(V - X) (6)
Z—‘fz GX — V) (7)
%zH(W ~7) (8)
%zI(Y+ V—2) 9)

where A, B, C, D, E, F, G, H and | are the initial parameters of the system.

A large variety of parameter values result in the chaotic behavior of the 9-D Lorenz map. It has been demonstrated
to have a minimum of nine positive Lyapunov exponents, a system's chaoticity metric. Additionally, because the
system is sensitive to beginning conditions, even slight modifications to those variables can have a significant impact
on the system's behavior in the future.
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3 PROPOSED ENCRYPTION SYSTEM

In this section, the 9-D Lorenz chaotic system and 3-D substitution bit levels were used to create an encryption
scheme for color images. As displayed in Figure 1, three major matrices comprise an original image, R, G, and B
where each one has been cipher using nine keys achieved from the key space of Lorenz system. First, the size of the
original image is defined as MxNx3. Then, using X, Y, and Z key streams generated from the key space, three-bit
levels are permuted. After that, using the U, V, and W key streams we apply the scramble level for the permuted
image to obtain the scrambled image. Furthermore, the Q, R, and S key streams are used in the forward diffusion
level to get the diffused image. Finally, a cipher image is accomplished.

Initial values & parameters
of 9-D Lorenz system

Key space

U, V, W key
stream

X, Y, Z key
stream

Q, R, S key
stream
Scramble Scrambled Forward Diffused Image
Level Image Diffusion Level g
Cipher
Image

Substitution
R,G,B levels

Original
Image

Figure 1: Framework of encryption algorithm.

4. PROPOSED DECRYPTION SYSTEM

Figure 2 illustrates the framework of the decryption algorithm. Hence, the decryption procedure is the inverse of the
encryption phase. First, the size of the cipher image is defined as M"x N"x 3. Then, three keys, flip(X), flip(Y), and
flip(Z) generated from the key space to obtain inverse substitution levels R, G, B. After that, using flip key stream
(U, V, W) to enter descrambled level. Furthermore, using flip key stream (Q, R, S) to provide a backward diffusion
level for the descrambled image. Finally, original image is obtained.

Initial values & parameters
of 9-D Lorenz system

Key space
Flip (X), Flip(Y), Flip(Z) Flip (U), Flip (V), Flip (W) Flip (Q), Flip(R) , Flip(S)
key stream key stream key stream

1 l_l ‘_I
N Inverse .
Cipher i Descrambled Descrambled Backward De-diffused
Image Substitution Level Image Diffusion Level Image
g R,G,B Levels lg
Original
Image

Figure 2: Framework of decryption algorithm
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4, SIMULATION ANALYSIS AND DISCUSSION

In this section, we discuss a group of results for the proposed technique to test visual quality of cipher images and
their robustness counter statistical attacks to prove dependability and effectiveness of the proposed approach. So,
we have system parameters and initial values, images dataset and other discussions of the experimental results.

System Parameters

For a large range of parameter values, the 9-D Lorenz map exhibits chaotic behavior. It has been demonstrated to
contain at least 9 positive Lyapunov exponents, which is a measure of a system's chaoticity. The system is also
sensitive to initial parameters, which indicates that slight modifications in these parameters can cause massive and
unpredictable changes in the system's long-term behavior. Here is a system parameters and values used in our system
as shown in equations (10, 11, 12, 13, 14, 15, 16, 17, 18) where A=10,B=28,C=8/3,D=25,E=8,F =8, G=
6.7, H=0.01, and | = 1.5 respectively.

Developmental Environment and Dataset

The hardware setup for these experiments contains an Intel processor Corei9, 3.2 GHz, with 16 GB of RAM. The
operating system of the software environment is Windows 11 with MATLAB 2015b. We used a random sample of
color images from the ImageNet [28] dataset. The original images have been resized to 512x512 pixels as introduced
in Figure 3.

Figure 3: Sample images from the ImageNet dataset.

Analysis of Visual Quality

Many typical images from the ImageNet dataset [28] are tested for their encryption and decryption impact. Figures
4 and 5 depict the visual quality of original and retrieved images of the proposed scheme. It illustrates that the cipher
image has no information that may be associated with the original image. Consequently, the proposed approach is
effectively encrypted and can conceal data without the doubt that it has been hidden. Also, the retrieved image has
the same visual quality as the original.
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Analysis of Security
This section investigates the encryption system's security from several perspectives.
Analysis of Key Space

In a cryptosystem, the term "key space™ describes the assembly of all possible, unique, and legitimate keys. The
security of the cryptosystem is proportional to the size of the key space. For resistance to an exhaustive attack, a
good encryption technique must have a big key space because the attacker will attempt to brute force every
combination of keys to decipher the image. The proposed approach contains 9 keys in total: X, Y, Z, U, V, W, Q, R,
and S. Assuming that the accuracy of the computer’s calculation is 10 and S is between 0 and 255. Thus, the proposed
approach has a range of keys equal to [(10)*]° x 28, and it is close to 24%’. So, our technique has more key space than
[25], [29] and [30] as shown in Table 1. According to cryptography [31], the encryption algorithm is now secure
when the key space exceeds 21%° ~ 10%°. Therefore, the proposed technique has an excellent key space to stave off a
brute-force attack.

Original image

Decrypted image

Figure 4: Visual quality results of cipher and decrypted images (a), (b) and (c).
Analytical Statistics

Histogram analysis, information entropy, and pixel correlation are the three primary benchmarks of the statistical
analysis of images. The statistical analysis attack occurs when an attacker acquires the statistical properties of cipher
images. First, histogram analysis is a crucial indicator of whether the encryption process can withstand a statistical
analysis assault or not. Second, the entropy of information is a particularly important indicator of randomness since
it measures the uncertainty of a random variable. An entropy attack can be used against a cryptosystem if it does not
generate enough disorder at the output. Third, pixel correlation means that strong correlations exist between an
image's pixels, which facilitate easier image manipulation. For instance, the correlation between neighboring pixels,
which characterizes the relationship between neighboring pixels that is horizontal, vertical, or diagonal. Thus, the
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cipher image must break the original image's pixel correlation, which leads to robustness against statistical analysis

[40-45].

Original image

Cipher Image

Decrypted image

Figure 5: Visual quality results of encryption and decrypted images (d), (e) and (f).

Table 1: key spaces among various techniques.

Technique

Ref. [25]

Ref. [29]

Ref. [30]

Proposed Technique

Key space

2300

2299

2472

2487

Analytical Histogram

A histogram analysis may provide insight into an image's pixel value distribution. Original images typically exhibit
distinct patterns and biases in their histograms, reflecting features like dominant colors, shapes, and textures [33—
36]. Secure encryption techniques aim to disrupt these patterns and create a more uniform distribution of pixel values
in the encrypted image's histogram. This makes it challenging for attackers to infer meaningful information about
the original image from its visual appearance or statistical properties [42—45].

If we achieve a safe encryption technique, we must spread the encrypted image's histogram evenly and withstand
statistical attacks. As shown in Figures 6, 7, and 8, the original and cipher images with their corresponding
histograms for 6 images The proposed approach illustrates that the cipher images exhibit an equitable and uniform
distribution of pixel values for each RGB channel within the interval [0, 255]. As mentioned earlier, statistical attacks
often rely on identifying patterns or biases within histograms to gain insights into the encryption process or reveal
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characteristics of the original image. Thus, a uniform histogram effectively counters such attacks by concealing any
exploitable patterns, which indicates that our proposed technique is highly resistant to histogram analysis.

Analytical Information Entropy

Analytical information entropy for an image may be calculated using the following formula [32]:
2k—1

ENG) == ) 1(pilog, (1)) (10)

i=0

where EN is the entropy of an image p, 2" is all possible values, 1(pi) indicates the possibility of pi, and logz describes
the logarithms at base two. The entropy is expressed in bits for each color channel using the same formula above
but applied separately to three channels. For each channel, the maximum entropy is equal to 8. Table 2 demonstrates
the information entropy of primary colors R, G, B and their cipher images of six images. The obtained outcomes of
the red, green, and blue colors of each image illustrate that the entropy range is between 7.9992 and 7.9995, while
the cipher images achieved an entropy range between 7.9992 and 7.9994. This indicates a high degree of randomness
and unpredictability in pixel values. So, this leads to a positive sign for the encryption method's strength, as high
entropy typically correlates with greater security and is harder to analyze for statistical attacks. In essence, the high
entropy of the proposed technique acts as a powerful shield against various attacks, reinforcing the security of
sensitive image data and implying a more thorough randomization and diffusion of pixel values.

As shown in Table 3, we compare our approach with the most recent chaotic algorithms using image (a) to
demonstrate its strong performance and effectiveness against statistical attacks. Hence, the proposed approach of
the R, G, B, and cipher image (a) is better than [25], [29], and [30] with entropy values of 7.9994, 7.9993, 7.9995,
and 7.9994, respectively.

Table 2: The entropy of R, G, B and their cipher images.

Channels \ Images (@) (b) (©) (d) (e) ()

Red Color 7.9994 | 7.9992 | 7.9994 | 7.9994 | 7.9993 | 7.9993
Green Color 7.9993 | 7.9992 | 7.9993 | 7.9993 | 7.9994 | 7.9993
Blue Color 7.9995 | 7.9993 | 7.9995 | 7.9993 | 7.9993 | 7.9993
Cipher Image 7.9994 | 7.9992 | 7.9994 | 7.9993 | 7.9993 | 7.9993

Table 3: The entropy among state-of-the-art encryption techniques using image (a).

Channels\ Refs. Ref. [25] Ref. [29] Ref. [30] | Proposed Technique
Red Color 7.9991 7.9962 7.9971 7.9994
Green Color 7.9992 7.9950 7.9950 7.9993
Blue Color 7.9991 7.9971 7.9962 7.9995
Cipher Image 7.9991 7.9963 7.9961 7.9994
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Analytical Pixel Correlation

Natural images, even simple ones, exhibit strong dependencies between adjacent pixels. Neighboring pixels often
share similar color or intensity values, creating smooth transitions and forming recognizable features. This high
correlation contributes to the image's coherence and meaning [31].

Ideally, the encrypted image should exhibit a significantly lower correlation between adjacent pixels, indicating
successful randomization and increased resistance to analysis [42—45]. The following formula is used to get the
coefficient:

_Eli— @I~ EG)]
y DWD() (1D

where E(.) and D(.) stand for the data i and j's expectation and variance, respectively. These can be expressed as
follows:

N
1
EG) = Nz i (12)
x=1
1 N
D@ =5 ) lix— EOP (13)

When the correlation coefficient is close to one, there is typically a strong pixel relationship in the initial image. To
find the picture correlation, several pairs of nearby pixels from the original and encrypted photos are selected. On
the other hand, when the correlation coefficient is close to zero, the cipher image has a low pixel correlation.

As displayed in Table 4, the results of the proposed technique in three directions (H, V, and D) provided a very low
correlation between adjacent pixels of both original and cipher images. So, it achieves successful randomization and
increases resistance to statistical analysis.

In Figures 9, 10, we randomly selected 5000 adjacent pixels in three directions: horizontal, vertical, and diagonal,
before and after encryption for six images. It illustrates that even if the cipher pictures have been cracked and have
a random distribution, the original images exhibit a high pixel relationship. As a result, the proposed technique has
a superior encryption effect against various statistical attacks.

As mentioned earlier, natural images typically exhibit strong correlations between neighboring pixels due to spatial
patterns and color gradients. Our proposed technique, the 9-D Lorenz chaotic map with RGB bit substitutions, aims
to disrupt these patterns. Moreover, reducing correlations makes the encrypted image more randomized and less
predictable, hindering attackers' ability to glean meaningful information from visual inspection or statistical analysis.
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As described in Table 5, a comparison between the correlation coefficients of the proposed scrambled system and
the state-of-the-art strategies using test image (a). As compared to references [25, 29, 30], it is clear that our
cryptosystem encrypts the image and considerably reduces the correlation coefficient between adjacent pixels.

Table 4: The correlation coefficients between the original and ciphered images in three directions- horizontal,

Table 5:

Furthermore, the correlation coefficients are lower than the references [25, 29, 30] in the three directions (H,V,D)
for the original and cipher images, respectively. This indicates that our technique is more efficient and effective than

alternatives.

vertical, and diagonal.

Original Cipher
Images Channel H D H v D
Image (a) R 0.9699 | 0.9793 | 0.9585 | -0.0014 | -0.0028 | -0.0051
G 0.9757 | 0.9691 | 0.8909 | -0.0012 | 0.0083 | -0.0125
B 0.9506 | 0.9456 | 0.8515| -0.0017 | -0.0043 | -0.0045
Image (b) R 0.9784 | 0.9635 | 0.9545 | -0.0150 | -0.0017 | -0.0053
G 0.9556 | 0.9374 | 0.9124 | 0.0034 | -0.0080 | 0.0061
B 0.9420 | 0.9243 | 0.8813 | 0.0177 | -0.0088 | 0.0056
Image (c) R 0.9123 | 0.9252 | 0.8810 | 0.0070 | -0.0124 | -0.0136
G 0.9079 | 0.9116 | 0.8806 | 0.0149 | -0.0150 | 0.0068
B 0.9071 | 0.9287 | 0.8914 | 0.0068 | 0.0093 | -0.0126
Image (d) R 0.9608 | 0.9620 | 0.9536 | 0.0185 | -0.0041 | 0.0030
G 0.9596 | 0.9657 | 0.9510 | -0.0044 | 0.0006 | -0.0110
B 0.9667 | 0.9642 | 0.9492 | 0.0342 | -0.0020 | 0.0118
Image (e) R 0.9322 | 0.9298 | 0.8924 | -0.0086 | 0.0196 | 0.0082
G 0.9220 | 0.9262 | 0.8829 | 0.0080 | -0.0058 | -0.0076
B 0.9185 | 0.9283 | 0.8920 | 0.0146 | 0.0039 | 0.0095
Image (f) R 0.9295 | 0.9384 | 0.8987 | 0.0034 | 0.0049 | -0.0170
G 0.9095 | 0.9141 | 0.8602 | -0.0102 | -0.0244 | 0.0250
B 0.8692 | 0.8858 | 0.8167 | -0.0010 | 0.0304 | 0.0018
Pixel correlation analysis among state-of-the-art encryption techniques using image (a).
Original Cipher
Refs. H V D H Vv D
Ref. [25] 0.9308 0.8620 | 0.9536 0.0165 0.0282 | -0.0151
Ref. [29] 0.9557 0.9291 | 0.8909 0.0126 | 0.0583 | -0.0125
Ref. [30] 0.9004 0.9251 | 0.8725 0.0173 0.0243 | -0.0245
Proposed
Technique 0.9654 0.9647 | 0.9603 -0.0014 | 0.0004 | -0.0074
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Figure 6: Histogram analysis of original images (a) and (b) with their cipher images according to R, G, B color.
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Figure 7: Histogram analysis of original images (c) and (d) with their cipher images according to R, G, B color.
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Figure 8: Histogram analysis of original images (e) and (f) with their cipher images according to R, G, B color.
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Figure 9: Pixel correlation analysis of original images (a), (b), (c) and their cipher images.
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Figure 10: Pixel correlation analysis of original images (d), (e), (f) and their cipher images.
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5. CONCLUSION

This research presents the use of 9-dimensional chaotic systems and 3-dimensional bit-level substitutions for secure
color image encryption. The original color image is divided into 8 distinct bits for each color channel (R, G, B). Our
proposed system generates specific sequences that determine the order in which bits will be substituted, creating an
initial scrambling effect. The selected sequences are applied to the 3-bit levels (red, green, and blue) independently,
further scrambling the bits within each color channel. Three distinct key matrices are generated using a multilayer
differentiation technique applied to the same 9-D chaotic system. These matrices are used to diffuse the scrambled
bits, spreading their influence across the entire image and enhancing security. The diffusion process involves
interactions between scrambled components and key matrices, creating a complex, interwoven cipher image. The
simulation results conclude that a large key space makes brute-force attacks impractical, which leads to high
resistance to statistical procedures such as histograms, entropy, and correlation analysis. Furthermore, it performs
more efficiently and securely than current methods. Also, it acts as a unique source of complexity and randomness,
ensuring the high confidentiality of transmitted data. Finally, we conclude that the decrypted images maintain high
visual quality and minimize distortions. As a result, the proposed scrambled encryption technique achieves highly
secure transmission of sensitive image data over networks, employing integrity and privacy.
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