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Abstract:

Cyberspace and its concomitant and accelerating developments have
posed a wide range of threats to states, and even prompted to reevaluate
their sovereignty. In this vein, considerable effort has been devoted to
frame an approach that preserves and strengthens state sovereignty in
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cyberspace. Some of these efforts led to the formulation of the
controversial concept of “cyber sovereignty”, a concept that originated in
China or can be traced back to the Chinese school. To articulate the
concept of cyber sovereignty, the Chinese school sought to develop a
theoretical framework that precisely crystallizes cyber sovereignty, which
led to the development of the “A Three-Perspective Theory of Cyber
Sovereignty”. This theory sparked debate and counterarguments from the
western bloc, because of being just an attempt to justify the Chinese
cyberspace paradigm rather than pursuing to create a real and practical
framework. The clear result of this was a discrepancy between the Western
and Chinese visions in dealing with cyber sovereignty. Consequently, this
does not only result in the lack of a defined concept of “cyber sovereignty”,
but it also reflects variance over the theoretical framework for dealing with
the concept, as well as practical and operational policies. Therefore, the
study seeks to make a comparison between the two blocs to crystallize the
differences. Regardless of whether the notion of cyber sovereignty is
adopted by states or not, states have tended to take moves that would
enhance and promote their sovereignty by framing and adopting
cybersecurity policies, based on the state’s function as the main provider of
security. However, cyber sovereignty goes beyond cybersecurity in its
confined technical sense because it aims to bolster and fortify the state as
an entity in the cyber era.

Key Words: State - Sovereignty - Cyber Sovereignty - Cyberspace -
Cyber Security.
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