Jaadyl) gl (e i Agilal) gl
(e Rulia Ludy)

The Legal Aspects of Licensing Digital Banks

JES2
aladl ae 3gana

Glalad) dda daaly — (348al) 408



_— Y0 e . opdly Aagbed] Rl - AL ddall L AALaBYIGAOSEN aplall WRe

— (Al dalat du)p) dadd )l gld) (el il Al qilsal) — 39



_— Y0 e . opdly Aagbed] Rl - AL ddall L AALaBYIGAOSEN aplall WRe

e
Gl ekl pmal ciliag S cdillie Jabes dpddl Glediaadl el s
Ul alle g dasale sas o dunglsiSs 8)6h cangd Al Vlaall )l Jaly ¢ alinall
clsial) @l e Doy - JlaeY) Sl 8 dejudly lai¥lg 48 Y] im0 JlacYly
SV ¢ ymnl) 138 8 300 Conal llg Faal) il ae Jelinig 8 yaall g Uaill il i
gl Y anl Ljlie gg8 g S L) gl e (e elsill JE) ) oyen (59
) & Al Ao yulls auii Ay SSU lagag <o) A< e Wgilesd aafi Sl dadd
e A yaall Ledlelaa ol of Jajid Vs zlas Y Ally dlarl) cblaleall b 261
g yeaall Cleal Cpen 8 Lala Tyn Canli Al @lgills el 4)lie g9 % DA

O Windl ddadyll il asgde aaty duhall 028 e 28 (G La sga (A
Glaleall diylaay daayll Sgill (and 5ll G gilal) Jaglgual) auay Sy cdpalanl) ol gu)
pst S dadpadl Claleall Ao Ayl dngldll haliadl jeaal ALYl cdod padl)
Gl paas Liady eelgiad) el 23l Al gganl) wiaats L] LaSy daddyl) il g
Olaa dal e 430N gllS daida) dasSall Cilgall (e lgle L6l i)Y
ligra (90 DA (e Db paal) cllaall jaw Glasay e agall LS5 A3la4l)

i dae gngall Jagyall Pa (e daddll gl Gand 5 Gllalndl ol il
B ad) ) AELaYL L AeSeall aclgly o Lady) ASla) IS ¢ gl J<ally Jlall )
Lilgall dadlsally Aianall dadlsall Cleha) Gl DA e et all LdhaY) lagydll Gy &
aleial) aefgall (jly Wlisg ¢ pand il Cilla i e Lgapdis Canlsll ilaticeally cilelaY g
gyl gl Gand oY Lgila 5y jad) eV Lady ety gl Joaadsy

— &Spall el — dug V) i) — Aol Y1 gl — dnadyl) gl 1Ayl clalsl)
com il il — i) il saY e Al

— (Al Aaliat du)p) dadd )l gl Qand il gAY qilgad) — 34T



_— Y0 e . opdly Aagbed] Rl - AL ddall L AALaBYIGAOSEN aplall WRe

Abstract

This study explores the emergence and legal framework of digital banks
as a response to rapid technological advancement in the financial sector.
Unlike traditional banks with physical branches, digital banks operate
exclusively through the internet and electronic platforms, offering faster
and more accessible services aligned with the evolving nature of
commercial transactions. The study first distinguishes digital banks from
conventional ones by focusing on their operational structure and
technological foundation. It then examines the legal prerequisites for
licensing digital banks, highlighting both substantive conditions—such
as minimum capital requirements, legal form, ownership transparency,
disclosure obligations, and corporate governance rules and procedural
conditions, including the steps for obtaining initial and final approval
from regulatory authorities.

Furthermore, the study investigates the legal risks inherent in digital
banking, particularly those concerning cybersecurity, data protection,
and the evidentiary challenges in proving digital transactions. It
emphasizes the importance of establishing a robust regulatory oversight
mechanism by central banks and competent authorities to safeguard
depositors’ funds and ensure the soundness of digital financial
operations. The analysis also outlines supervisory tools necessary to
monitor compliance and mitigate potential risks.

Finally, the study discusses the registration of digital banks and
enumerates the legal grounds for license revocation. By addressing both
the opportunities and regulatory challenges posed by digital banks, the
study contributes to a clearer understanding of how legal systems can
adapt to innovation while maintaining financial stability and protecting
public interest.

Keywords: Digital Bank - Virtual Bank — E-Bank — Internet Bank -
Central Bank — Foreign Branch of Digital Bank - Licensing
Requirements.
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126 Emilios Avgouleas, The Governance of Financial Regulation: Reform Lessons
from the Recent Crisis 152—53 (Cambridge Univ. Press 2012).
127 FCA Fit and Proper Test for Approved Persons, FCA Handbook (2019).
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and US Perspectives 212—14 (Oxford Univ. Press 2014).
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69 (Ch) (Eng.).
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B! Saule T. Omarova, The Future of Banking: Institutional Resilience and the
Community Reinvestment Act, 88 N.C. L. Rev. 963, 970-973 (2010).

B2 Vullo v. Office of the Comptroller of the Currency, 378 F. Supp. 3d 271 (S.D.N.Y.
2019).
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133 Clive Briault, The Rationale for a Single National Financial Services Regulator,
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136 S, BREYER, REGULATION AND ITS REFORM (Harvard University Press,
Cambridge 1982) Chapter 4; R. Baldwin & M. Cave, Franchising as a Tool of
Government, Centre for the Study of Regulated Industries, London.
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133 M. FRIEDMAN, CAPITALISM AND FREEDOM' (University of Chicago
Press, 1962) 144-149; A. Maurizi, Occupational Licensing and the Public Interest,
J. POL. ECON., 399. G. Benston, Regulating Financial Markets, Institute of
Economic Affairs, London, 80-85 (1998).
139 Herbert Hovenkamp, Antitrust and Platform Monopoly, 130 YALE L.J. 1952,
1965-72 (2021).
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140 Eilis Ferran, Principles of Corporate Finance Law, 2d ed., 142-44 (Oxford Univ.
Press 2014).
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142 See Michael Gruson, Investment in Foreign Equity Securities and Debt-Equity
Conversion by U.S. Banks, Bank Holding Companies, and Foreign Bank Holding
Companies, 1988 COLUM. BUS. L. REV. 441, 442 (1988).
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144 Luke Lee, Enhancing Financial Inclusion and Regulatory Challenges: A Critical
Analysis of Digital Banks and Alternative Lenders Through Digital Platforms,
Machine Learning, and Large Language Models Integration, SSRN 1, 3-5 (2024),
https://ssrn.com/abstract=4799209.

145 Xavier Vives, Digital Disruption in Banking and Its Impact on Competition,
OECD 1, 5-7 (2019).

146 Graham S. Steele, Banking on the Edge, 1 U. Chi. Bus. L. Rev. 171, 175-77
(2022).

147 Steven L. Schwarcz, Regulating Digital Currencies: Towards an Analytical
Framework, 102 B.U. L. Rev. 1037, 104042 (2022).
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148 Philip R. Lane & Gian Maria Milesi-Ferretti, International Financial Integration
in the Aftermath of the Global Financial Crisis, IMF Working Paper No. 17/115, 1,
3-5 (2017); esha Yadav, Fintech and International Financial Regulation, 53 Vand.
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Regulation Authority, International Banks: The PRA’s Approach To Branch And
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Banks' Cost of Intermediation and Performance: The Case of Egypt, 61 J. Econ. &
Bus. 70, 72—73 (2009).
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156 Basel Committee on Banking Supervision, Core Principles for Effective Banking
Supervision, Bank for Int’l Settlements, pp. 18-25 (2012).

157 Steven L. Schwarcz, Regulating Digital Currencies: Towards an Analytical
Framework, 102 B.U. L. Rev. 1037, 104045 (2022).

158 Salwa Abdelaziz & Mariam Wagdy Francis, Financial Stability and Supervisory
Cooperation: SSM in Eurozone — Banking Supervisory Cooperation in Egypt,
Review of Economics and Political Science, Vol. 5 No. 3, 2020, pp. 216-217.

159 Joseph J. Norton, Cross-Border Banking Regulation and Cooperation: A Focus
on Emerging Markets, 38 Int’l Lawyer 321, 328-335 (2019).
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Monetary Fund, pp. 15-22 (2018); Hossein Nabilou, Central Bank Digital
Currencies: Preliminary Legal Observations, 21 J. Banking Reg. 621, 621-22
(2020).
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165 Amal Clooney & Philippa Webb, The Right to a Fair Trial in International Law
315-317 (Oxford Univ. Press 2020).
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165 Financial Conduct Authority, Financial Crime Guide: A Firm's Guide to
Countering Financial Crime Risks 30-35 (2021).
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Governance of Global Financial Markets: The Law, the Economics, the Politics 258-
Case Citation: Barclays Bank PLC v. Financial ;260 (Cambridge Univ. Press 2012)
Conduct Authority, [2014] UKSC 4; Financial Conduct Authority, "Final Notice:
Barclays Bank PLC," FCA Enforcement Reports (2015), at 5-12; Philip R. Wood,
Law and Practice of International Finance 312—15 (2nd ed. Sweet & Maxwell 2019).
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286-289 (Princeton Univ. Press 2018).
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Measures 122-125 (Council of Europe Publishing, 4th ed. 2011); Financial Conduct
Authority, "FCA Enforcement Actions: Standard Chartered Bank," FCA
Enforcement Notice (2021).

169 Gilmore, William C., Dirty Money: The Evolution of Money Laundering Counter-
Measures 122-125 (Council of Europe Publishing, 4th ed. 2011); Mohammed
Ahmad Naheem, Risk of Money Laundering in the US: HSBC Case Study, 19 J.
Money Laundering Control 225, 227-228 (2016); E. W. Taylor, The Global Banking
Crisis: Implications for Money Laundering Enforcement, 23 J. Fin. Crim. 145, 148
(2014); U.S. Dep't of Justice, HSBC Statement of Facts, DOJ Case File, Dec. 2012;
Saule T. Omarova, Ethics and Banking: Lessons from the HSBC Scandal, 45 Minn.
L. Rev. 265, 270 (2013); Bank for Int’l Settlements, The Role of International
Cooperation in Money Laundering Enforcement, BIS White Paper 10-12 (2013);
Justin O'Brien, The Sword of Damocles: Who Controls HSBC in the Aftermath of Its
Deferred Prosecution Agreement with the United States Department of Justice?, 63
N. Ir. Legal Q. 533, 535-536 (2012).

170 Basel Committee on Banking Supervision, Core Principles for Effective Banking
Supervision, Bank for Int’l Settlements, pp. 25-28 (2012).
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Strategies, OECD Report, pp. 15-20 (2020).
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182 OECD, Best Practices in Financial Licensing Procedures, OECD Financial
Papers, pp. 15-20 (2020).
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88 U. Chi. L. Rev. 1361, 1365-66 (2021); World Bank, Enhancing Financial
Integrity: The Role of Licensing Fees, World Bank Report, pp. 12-16 (2019).
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(2019).
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188 Jonathan R. Macey & Geoffrey P. Miller, Deposit Insurance, the Implicit
Regulatory Contract, and the Mismatch in the Term Structure of Banks’ Assets and
Liabilities, 12 YALE J. ON REGUL. 1, 10-12 (1995); Jonathan R. Macey &
Maureen O’Hara, The Corporate Governance of Banks, 9 FED. RSRV. BANK N.Y.
ECON. POL’Y REV. 91, 98 (2003). See generally Jonathan R. Macey & Elizabeth
H. Garrett, Market Discipline by Depositors: A Summary of the Theoretical and
Empirical Arguments, 5 YALE J. ON REGUL. 215 (1988).
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190 Basel Committee on Banking Supervision, Core Principles for Effective Banking
Supervision, Bank for Int’l Settlements, pp. 18-25 (2012).
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1 International Monetary Fund, Egypt: Financial Sector Stability Assessment, IMF
Country Report No. 21/150, pp. 30-35 (2021).

192 World Bank, Building Effective Financial Supervisory Systems: Best Practices,
World Bank Working Paper, pp. 15-20 (2020).

193 Prudential Regulation Authority, Application Review Process and Timelines for
New Banks, PRA Rulebook, pp. 12—-18 (2023).

194 Office of the Comptroller of the Currency, Licensing Manual: Bank Applications
and Timelines, OCC Publications, pp. 8—15 (2022).
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195 Basel Committee on Banking Supervision, Core Principles for Effective Banking
Supervision, Bank for International Settlements, Principle 3, pp. 10-15 (2012).

196 Stokes, Public Convenience and Advantage in Applications for New Banks and
Branches, 74 BANK. L.J. 921, 930 (1957).
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Charles Proctor, The Law and Practice of International Banking 122 (2d ed. 2015).
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Jonathan R. Macey & Geoffrey P. Miller, Bank Failures, Risk Monitoring, and the
Market for Bank Control, 88 Colum. L. Rev. 1153, 1160—65 (1988); Richard Scott
Carnell, A Partial Antidote to Perverse Incentives: The FDIC Improvement Act of
1991, 12 Ann. Rev. Banking L. 317, 325-330 (1993).
202 First National Bank in Sioux Falls v. First National Bank South Dakota, 153 F.3d
885 (8th Cir. 1998); Daryl Lim, Trademark Confusion Revealed: An Empirical
Analysis, 71 Am. U. L. Rev. 711, 720-25 (2022); Mark D. Robins, Actual Confusion
in Trademark Infringement Litigation: Restraining Subjectivity Through a Factor-
Based Approach to Valuing Evidence, 2 Nw. J. Tech. & Intell. Prop. 1, 5-7 (2004).
203 Barclays Bank Plc v. RBS Advanta, [1996] RPC 307.
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204 Basel Committee on Banking Supervision, Principles for Enhancing Corporate
Governance, Bank for International Settlements (2010).

205 FATF, Guidance on Transparency and Beneficial Ownership, Financial Action
Task Force (2014).
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in the 21st Century, 2nd ed., Cambridge University Press (2015).

210 FCA Fit and Proper Test for Approved Persons, FCA Handbook (2019).
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212 Barnes, V., & De Pascalis, F., R v. NatWest (2021): Another Turning Point in the
Regulation of Big Banks?,44 Comp. Law. 143, 151 (2023)
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PRA and FCA, Bank Licensing Guidance, Regulatory Reports (2018).
214 Douglas W. Arner, Janos Barberis & Ross P. Buckley, FinTech and RegTech in
a Nutshell, and the Future in a Sandbox, 3 Cap. Mkts. L.J. 72, 85-87 (2017);
Jonathan R. Macey, Corporate Governance: Promises Kept, Promises Broken,
Princeton University Press (2008).
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215 See generally David G. Oedel, Puzzling Banking Law: Its Effects and Purposes,
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deposit Deposits and the Future of Bank Regulation, 91 MICH. L. REV. 237 (1992).
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Operational Risk, Bank for International Settlements (2011), pp. 12-15.
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218 Office of the Comptroller of the Currency, Federal Financial Institutions
Examination Council IT Examination Handbook, U.S. Department of the Treasury
(2016), pp. 22-30.

219 Financial Conduct Authority, FG20/5: Guidance for firms on the fair treatment
of vulnerable customers, FCA (2020), pp. 45-50.

220 Victoria Barnes & Francesco De Pascalis, R v NatWest (2021): Another Turning
Point in the Regulation of Big Banks?, 44 The Company Lawyer 143 (2023); Regina
(the Financial Conduct Authority) v National Westminster Bank PLC (2021),
Southwark Crown Court, Sentencing Remarks of Mrs Justice Cockerill, 13
December 2021, Para 121.
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221 European Central Bank, ECB Guide on Outsourcing, at 5-10 (2019).

£0-YE a3l aa ye ¢ Jonathan R. Macey et al.”™™
223 Latham & Watkins LLP, Outsourcing — Guidance on the Legal and Regulatory
Framework, at 12—16 (2020).
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224 Andrew Haynes, Financial Services Law Guide 88-95 (5th ed. 2021).

225 Bank of England, Operational resilience, outsourcing and third party risk
management, Policy Statement PS7/21 (Mar. 2021).

226 Taylor Wessing LLP, Outsourcing in Financial Services — Regulatory
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Developments and Practical Tips, at 22-30 (2020); R (Prudential plc) v Special
Commissioner of Income Tax [2013] UKSC 1, [2013] 2 AC 185; In re Heartland
Payment Sys., Inc. Customer Data Sec. Breach Litig., 834 F. Supp. 2d 566 (S.D.
Tex. 2011).

227 Catherine M. Downey, Comment, The High Price of a Cashless Society:
Exchanging Privacy Rights for Digital Cash?, 14 J. MARSHALL J. OF
COMPUTER & INFO. L. 303,.315 (1996)
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229 Latham & Watkins LLP, Outsourcing — Guidance on the Legal and Regulatory
Framework, at 12-16 (2020).

.3 & e «Taylor Wessing LLP ™™
21 Henry H. Perritt, Jr., Legal and Technological Infrastructures for Electronic
Payment Systems, 22 RUTGERS COMPUTER & TECH. L.J. 1 (1996); Richard A.
Givens, The Banking and Currency Power, Technology, and the Future of the
Market Economy, 12 COMPUTER & HIGH TECH. L.J. 381 (1996).
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235 In re Capital One Consumer Data Security Breach Litigation, 488 F. Supp. 3d

374 (E.D. Va. 2020); Daniel J. Solove & Paul M. Schwartz, Information Privacy
Law 487-500, Wolters Kluwer (2022).
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245 N. L. Georgakopoulos, Principles and Methods of Economics: Enhancing
Normative Analysis 123—130 (Cambridge Univ. Press 2005); W. Weigel, Economics
of'the Law: A Primer 45-50 (Routledge 2008); S. Shavell, Foundations of Economic
Analysis of Law 200:10 (Harvard Univ. Press 2004).
246 Robert D. Cooter, Economic Theories of Legal Liability, 5 J. Econ. Persp. 11, 15—
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