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Abstract: S-Box plays a major role in the AES algorithm. The strength of S-Box depends on the 

design and algebraic constructions. This paper provides an overview about AES S-Box analysis, 

also give idea about different previous research to improve the static S-boxes that has been used in 

AES, in order to enhance the strength of AES. 
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 الممخص العربى:

يعيار  فً تحسين قذرة (S-Box)نهذف ين هذا انبحج هى إجزاء دراست استقصائيت عن استخذاو وتطىيز جذاول الاستبذالا

وتسهيظ انضىء عهً  اسهىب انتصًيى وانبناء انجبزي نجذاول الاستبذال  .نًىاجهت تحذياث الاختزاق  (AES) انتشفيز انًتقذو 

(S-Box)  ًتعزض تطىيزوطزيقت الاختزاق انجبزي وطزق يعانجتت. ويتعزض انبحج بانشزح وانتىضيخ لاهى الابحاث انت 

وعزض الافكار انًستقبهيه  (S-Box)م انطزق نتحسين تصًيى جذول الاستبذال وتحذيذ افض (S-Box)جذاول الاستبذال 

 .  (AES) ًعيار انتشفيز انًتقذونتحسين انتصًيى خاصت ضذ الاختزاق انجبزي نه

 

1. Introduction 

 All encryption algorithms approved by the National Security Agency (NSA) for ordered handling 

were, characterized. The quality of any great encryption algorithm is not improved by holding the 

plan as mystery.  In fact, a public domain encryption standard is subject to continuous, expert 

cryptanalysis.  Any leaps forward will probably be accessible to clients and their foes in the mean-

time [1]. Block ciphers are a critical and ubiquitous building block of modern cryptography. 

 

DES (Data Encryption Standard) and AES (Advanced Encryption Standard) both are the symmetric 

block cipher. AES was introduced to overcome the drawback of DES. As DES has a smaller key 
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size which makes it less secure to overcome this triple DES was introduced but it turns out to be 

slower. Hence, later AES was introduced by the National Institute of Standard and Technology. The 

basic difference between DES and AES is that in DES plaintext block is divided into two halves 

before the main algorithm starts whereas, in AES the entire block is processed to obtain the cipher-

text. Table (1) discusses some more differences between DES and AES. 

 

Table1. Differences between DES and AES 

 

BASIS FOR 

COMPARISON 

DES (DATA ENCRYPTION STAND-

ARD) 

AES(ADVANCED ENCRYPTIO 

STANDARD) 

Basic 
In DES the data block is divided into two 

halves. 

In AES the entire data block is processed as a 

single matrix. 

Principle DES work on Feistel Cipher structure. 
AES works on Substitution and Permutation 

Principle. 

Plaintext Plaintext is of 64 bits Plaintext can be of 128,192, or 256 bits 

Key size 
DES in comparison to AES has smaller   

key size. 
AES has larger key size as compared to DES. 

Rounds 16 rounds 

10 rounds for 128-bit 

12 rounds for 192-bit 

14 rounds for 256-bit 

Rounds 

Names 

Expansion Permutation, Xor, S-box, P-box, 

Xor and Swap. 

Subbytes, Shiftrows, Mix columns,         

Addround keys. 

Security DES has a smaller key which is less secure. 
AES has large secret key comparatively 

hence, more secure. 

Speed DES is comparatively slower. AES is faster. 

 

As can be seen from table (1) DES is the older algorithm and AES is the advanced algorithm which 

is faster and more secure than DES so what is AES? 

 

In August 2000, the Belgian block cipher “Rijndael” was chosen as a champ to be the Advanced 

Encryption Standard (AES) [2] This occurred in an extraordinary way an open challenge with glob-

al cooperation was held by the National Institute of Standards and Technology (NIST) of the United 

States to discover a successor for the 24-year old Data Encryption Standard (DES). Rijndael is a 

key-iterated block cipher with an exceptionally rich and solid arithmetical structure. The block and 

key length are variable in ventures of 32 bits in the vicinity of 128 and 256 bits. The main legitimate 

information block length for AES is 128 bits that as it may; the key length for AES may be 128, 192 

or 256 bits [2,3]. The discussion is primarily centered on Rijndael S-Box although lot of the ex-

change can likewise be connected to the perfect security of block ciphers and the goal of the crypt-

analysis. 
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The paper is organized as follow: Section (2) gives a detailed analysis of the structure of Advanced 

Encryption Standard (AES).Section (3) scope in the study of algebraic techniques against block ci-

phers, gives a detailed analysis of S-Box algebraic structure and characteristics of algebraic resist-

ing attack. Section (4) present the previous researchers developed on S-Box constructions. Conclu-

sion remarks can be found in Section (5). 

2. THE STRUCTURE OF AES 

 The AES is an iterative rather than Feistel cipher [4]. It is based on „substitution–permutation net-

work‟. It comprises of a series of linked operations, some of which involve replacing inputs by spe-

cific outputs (substitutions) and others involve shuffling bits around (permutations). Interestingly, 

AES performs all its computations on bytes rather than bits. Hence, AES treats the 128 bits of a 

plaintext block as 16 bytes. These 16 bytes are arranged in four columns and four rows for processing 

as a matrix Unlike DES, [5] the number of rounds in AES is variable and depends on the length of the 

key. AES uses 10 rounds for 128-bit keys, 12 rounds for 192-bit keys and 14 rounds for 256-bit keys. 

Each of these rounds uses a different 128-bit round key, which is calculated from the original AES key. 

The schematic of AES structure is given in the following illustration plaintext that treated as a byte 

matrix of size 4x4, where each byte represents a value in GF (2
8
). An AES round applies four oper-

ations to the state matrix [2]:  

 

                       (A)                                                        (B)  

Figure 1: (A) AES one round structure. (B) AES structure. 

 

Sub Bytes: The 16 input bytes are substituted by looking up a fixed table S - box given in design. The 

result is a matrix of four rows and four columns. 

Add Round Key 
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Shift Rows: Each of the four rows of matrix are shifted to the left. Any entries that „fall off‟ are 

re-inserted on the right side of row [3].  

Mix Columns: Each column of four bytes is now transformed using a special mathematical function. 

This function takes as input the four bytes of one column and outputs four completely new bytes, 

which replace the original column. The result is another new matrix consisting of 16 new bytes. It 

should be noted that this step is not performed in the last round [4]. 

Add Round Key: The 16 bytes of the matrix are now considered as 128 bits and are XOR to the 128 

bits of the round key. If this is the last round then the output is the cipher text. Otherwise, the resulting 

128 bits are interpreted as 16 bytes and we begin another similar round [5]. 

3. The Background of S-Box Generation Algorithms. 

The S-Box (substitution Box) is a basic component of asymmetric key algorithms which preform 

substitution. In block cipher; they are typically used to obscure the relationship between the key and 

the ciphertext-Shannon‟s property of confusion. In general any s-box takes some number of input 

bits (m), and transforms them into some number of output bits (n), where (n) is not necessary equal 

to (m). S-boxes can be constructed in two distinct ways: Static and Dynamic. In Static S-box, input 

vector values are not changed while in Dynamic S-box input vector value changes. Following Static 

and Dynamic view: 

Figure 2: Static and Dynamic S-Box 

 

Properties of Static and dynamic S-box were defined using fig 2. A metric to measure the random-

ness of data is entropy defined by H (Z) for random variable “z” as follows: 

H(z) = ∑ p(zi)
n
i=1 log2 (zi

−1)   High entropy means difficult to guess the values. S-box should sat-

isfy better entropy values. 

The Rijndael S-Box (substitution box) [6] is a matrix (square array of numbers) used in the Ad-

vanced Encryption Standard (AES) cryptographic algorithm. Is serves as a lookup table. Substitu-

tion is a nonlinear transformation which performs confusion of bits. S-Box is represented as a 

16x16 array, rows and columns indexed by hexadecimal bits [7]. 

 

 

A structure of AES S-Box regarding 8 bit bytes as elements in GF (2
8
), AES S-Box is a combination 

of a power function f(x) (the multiplicative inverse modulo the irreducible polynomial  

 𝑥8 + 𝑥4 + 𝑥3 + 𝑥 + 1, which is denoted in binary by 0x11b) and an affine transformation l(x) [8], 
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where. 

𝑓(𝑥)  =  {
(𝑥−1),              𝑥 ≠ 0                                                                              
0,                 𝑥 = 0                                                                    (1)

 

 

𝐼(𝑥) =  

[
 
 
 
 
 
 
 
1 0 0 0 1 1 1 1
1 1 0 0 0 1 1 1
1 1 1 0 0 0 1 1 
1 1 1 1 0 0 0 1 
1 1 1 1 1 0 0 0
0 1 1 1 1 1 0 0
0 0 1 1 1 1 1 0
0 0 0 1 1 1 1 1 ]

 
 
 
 
 
 
 

 ×

[
 
 
 
 
 
 
 
𝑥0 
𝑥1 
𝑥2 
𝑥3 
𝑥4 
𝑥5 
𝑥6 
𝑥7 ]
 
 
 
 
 
 
 

 ⨁

[
 
 
 
 
 
 
 
1
1
0
0
0
1
1
0]
 
 
 
 
 
 
 

                                                (2)                                

Where𝑥𝑖‟s are the coefficients of 𝑥 (i.e., the bits of the bytes), and 𝑥0 is the least significant bit. 

From the above description, we can derive the AES S-Box algebraic expression [7]: 

(𝑥) = 05𝑥𝐹𝐸 + 09𝑥𝐹𝐷 + 𝐹9𝑥𝐹𝐵 + 25𝑥𝐹7 + 𝐹4𝑥𝐸𝐹 + 01𝑥𝐷𝐹 + 𝐵5𝑥𝐵𝐹 + 8𝐹𝑥7𝐹                          

+ 63                                                                                                                                   (3) 

The coefficients and exponents of algebraic expression are all in hexadecimal. The coefficients of 

algebraic expression of the AES inverse S box are shown in Table (1). 

 

Figure 3: SubBytes and InvSubBytes processes 

The exponents of algebraic expression are all divided into two parts in hexadecimal that are listed in 

column 1 (m denotes the higher bits) and row 1 (n denotes the lower bits), respectively [9, 10]. The 

rest of the elements in Table 2 are coefficients corresponding with the exponents of algebraic ex-

pression in hexadecimal. So, the algebraic expression of AES inverse S-Box is similar to: 

 

 𝑦 = 05𝑥𝑓𝑒 + 𝑐𝑓𝑥𝑓𝑑+ . . . +𝑓3𝑥 + 52                                                                                    (4) 

 

From Equation (3) and Table (2), it is easy to see that the algebraic expression of AES S-Box is so 

simple that only 9 terms are involved, while the AES inverse S-Box reaches 255. The simple alge-

braic   expression of AES S-Box is the most interesting and disadvantageous properties. Although 

no efficient attack has been found about it up to now, the simple algebraic expression is always re-

garded as the foundation for cryptanalyzing AES. The principles and modules are adopted by many 

block ciphers since Rijndael was selected as AES. We call this kind of S boxes AES-like [8]. 
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Table2. Coefficients of algebraic expression of the AES S-Box (Hex) 

m,n 0 1 2 3 4 5 6 7 8 9 A B C D E F 

0 63 7C 77 7B F2 6B 6F C5 30 01 67 2B FE D7 AB 76 

1 CA 82 C9 7D FA 59 47 F0 AD D4 A2 AF 9C A4 72 C0 

2 B7 FD 93 26 36 3F F7 CC 34 A5 E5 F1 71 D8 31 15 

3 04 C7 23 C3 18 96 05 9A 07 12 80 E2 EB 27 B2 75 

4 09 83 2C 1A 1B 6E 5A A0 52 3B D6 B3 29 E3 2F 84 

5 53 D1 00 ED 20 FC B1 5B 6A CB BE 39 4A 4C 58 CF 

6 D0 EF AA FB 43 4D 33 85 45 F9 02 7F 50 3C 9F A8 

7 51 A3 40 8F 92 9D 38 F5 BC B6 DA 21 10 FF F3 D2 

8 CD 0C 13 EC 5F 97 44 17 C4 A7 7E 3D 64 5D 19 73 

9 60 81 4F DC 22 2A 90 88 46 EE B8 14 DE 5E 0B DB 

A E0 32 3A 0A 49 06 24 5C C2 D3 AC 62 91 95 E4 79 

B E7 C8 37 6D 8D D5 4E A9 6C 56 F4 EA 65 7A AE 08 

C BA 78 25 2E 1C A6 B4 C6 E8 DD 74 1F 4B BD 8B 8A 

D 70 3E B5 66 48 03 F6 0E 61 35 57 B9 86 C1 1D 9E 

E E1 F8 98 11 69 D9 8E 94 9B 1E 87 E9 CE 55 28 DF 

F 8C A1 89 0D BF E6 42 68 41 99 2D 0F B0 54 BB 16 

 

3.1 Algebraic property of s-box. 

One S-Box with good cryptographic properties can ensure the cipher to resist against a variety of 

cryptanalysis methods, so any shortcomings of S-Box will weaken the security of the cipher [10]. 

AES S-Box is a 𝟖 ×  𝟖 Boolean function, and these 8 Boolean functions condition and affect each 

other. Even if these 8 functions have some properties simultaneously, the S-Box Boolean function 

may have not the similar properties [9]. Therefore, it is necessary to analyze the algebraic properties 

of S-Box function. 

3.2 Algebraic cryptanalysis of S-box 

 The goal of algebraic cryptanalysis is to break cryptosystems by using mathematical tools coming 

from symbolic computation and modern algebra [11]. More precisely, an algebraic attack can be 

decomposed in two steps: first the cryptosystem and its specifics have to be converted into a set of 

multivariate polynomial equations, second the solutions of the obtained polynomial system have to 

be computed. The security of a cryptographic primitive thus strongly relies on the difficulty of 

solving the associated polynomial system.  

These attacks have been turned out to be extremely productive for both public key or symmetric 

cryptosystems; block and stream ciphers. Since successful Gröbner basis attacks on block ciphers are 

conceivable, it must be contemplated precisely how Gröbner basis algorithms depend on the structure 

of polynomial systems corresponding to block ciphers. One of the possible approaches is based on the 

notation of semi-regular sequences of polynomials one of the conceivable methodologies depends on 

the documentation of semi-normal groupings of polynomials [7, 8]. Using the AES as an example, we 

have considered three algebraic representations for block ciphers. It was proved that the AES poly-
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nomial equations over GF (2
8
) are not semi-regular, and that the AES systems of quadratic equations 

(QM) over GF (2) are not semi-regular over GF (2). 

Definition3. [10] Given г equations of  𝑡 terms in GF (28), the resistance of algebraic attacks 

(RAA) s denoted by г and is defined to 
 

г = (
(𝑡 − 𝑟)   

   𝑛⁄ )

(
(𝑡−𝑟)

𝑛⁄ )

                                                                                                        (5) 

 

Be For AES S-box,𝑡 =  81, 𝑟 =  23, 𝑛 = 8, we can obtain г ≈ 222.9. Jung [11] claimed  (г) 

should be greater than 2
32 

for secure ciphers. While AES S-Box has  г = 222.9, it can be a weakness 

of AES. 

Note   this measure depend mainly on taking multiplicative inverse.  For the improved AES       

S-box, we can obtainг ≈ 222.9. 

Note   Any S-Box where each output is produced by a bent function of input bits, and where any 

liner combination of the output bits is also a bent function of the input bits, is a perfect S-Box. 

4.  Previous Research 

Previous researchers developed several S-Box constructions which will be discussed in the following 

lines by considering the scope of algebraic attacks. 

 

Kazlauskas [5] proposed a new algorithm which is capable of generating a key dependent S-Box to 

avoid linear and differential cryptanalysis due to static S-box. They have also introduced a modifi-

cation in Key Scheduling algorithm, where substitution of bytes is omitted from the round keys 

generation. In addition, they have shown that independency measure ratio of S-Box generated by 

their algorithm is roughly identical to model ratio for independent and individual numbers. Moreover, 

main advantage of their approach is to be able to generate numerous S-boxes by changing the secret 

key. However, the proposed algorithm consumes significant amount of time to generate dynamic 

S-boxes. 

 

Alamsyah et al. [10] presented a novel S-Box that uses irreducible polynomial  (𝑥)  =  𝑥8 +

𝑥6 + 𝑥5 + 𝑥 + 1 with an additional constant 8-bit vector (00000001). The strength of their S-Box 

was tested using balance, bijective, nonlinearity, SAC, and BIC (BIC-nonlinearity). The results of 

the testing show that the proposed S-Box was a balanced and was bijective. The testing also gave 

the average nonlinearity of 112, the average SAC of 0.4995, and the average BIC-nonlinearity of 

112. These results indicate that the proposed S-Box had better security level compared to other ex-

isting S-boxes. 

 

Wei Yang et al [11] shown that by adding an affine transformation before taking multiplicative in-

verse, the complexity of both AES S-Box algebraic expression and the inverse S-Box algebraic ex-

pression can be further improved. The number of terms in AES S-Box algebraic expression is in-

creased from 9 to 255, and the number of terms in inverse S-Box algebraic expression is increased 
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from 9 to 253. So the vulnerability of only 9 terms in AES S-Box algebraic expression and the inverse 

S-Box algebraic expression can be avoided. 

 

Wang and liu [12] proposed an improved S-Box by exchanging order of taking multiplicative in-

verse and applying affine transformation. The algebraic expression of the S-Box involves 255 terms, 

and its distance to SAC is 408. However, this method has some drawback such as the algebraic ex-

pression of the inverse S-Box involves only 9 terms. The algebraic expression of the inverse S-Box is 

too simple. Moreover, its affine transformation period is still 4, and its iterative period is still less than 

88. So the S-Box has almost the same cryptographic properties with AES S-box. 

 

Gupta and Sarkar [13] presented two new techniques to generate non-linear resilient S-boxes and 

proved that the correlation immunity of the resilient S-boxes is preserved under composition with an 

arbitrary Boolean function. However, their techniques were not resistant to the algebraic attacks. 

 

Fahmy et al. [14] introduced a technique to generate key dependent S-Box especially for AES, which 

can be generated from the secret key with the help of two linear congruence parameters of ISO-C 

Standard and GNU-C respectively. They further tested their algorithm for measuring randomness and 

found satisfactory results. But, their technique has completely replaced original S-Box with new 

dynamic S-Box and eliminated the Inverse S-box, which was the complete violation of AES design. 

 

Lingguo and Yuanda [15] discussed the problem of the simple algebraic structure of AES S-Box. By 

resolving the reason why the algebraic expressions of AES-like S-boxes are so simple, they draw a 

conclusion that (n + 1) items can be involved in the algebraic expression of AES-like S-Box in GF (2
n
) 

at most. Then, a new S-Box structure named APA is designed such that the algebraic complexity is 

increased. As an application, they improve AES S-Box with the APA structure. It has been demon-

strated that not only the algebraic complexity of AES S-Box is increased from 9 to 253 and its inverse 

S-Box keeps 255, but other good cryptographic characteristics of AES S-Box are inherited. 

 

Krishnamurthy and Ramaswami [16] presented an idea to modify the original structure of AES 

with an inclusion of one additional state named as Rotate S-Box at the beginning of each round, while 

decryption had only four states where Inverse Substitute Bytes were tweaked to nullify the effect of 

Rotate S-Box state used in encryption. They successfully depicted that the extra time required for an 

extra state and tweaked Inverse Substitute Bytes is negligible and their algorithm was immune to 

cryptanalysis.   

 

 

Janadi and Tarah [17] stated that AES was designed to resist probabilistic attacks but is more 

suitable to algebraic attacks after the disclosure of XSL (extend end Sparse Linearization) attack. So, 

they proposed a modification in the generation of S-boxes by mixing each value of the static S-Box 

with a value generated by MD5 (Message Digest) hash function. They have also tested their proposal 

using statistical tests and concluded that their algorithm do not violate any security credentials.   

Stoinov [18] proposed another design where four different S-boxes could be used in the encryption 

process. He used both original S-box, and original Inverse S-Box to generate two additional S-boxes 
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on the basis of taking left and right diagonals as axis of symmetry followed by changing the location 

of corresponding bytes. Moreover, he had successfully tested newly generated S-boxes for balancing, 

non-linearity, strict avalanche criterion, low XOR table, diffusion order, invariability, and concluded 

that all four S-boxes could be used for encryption and their Inverse S-boxes could be used for de-

cryption without compromising the security. The actual downside of this design was to use pre cal-

culated S-boxes, which do not depend directly upon the secret key or round keys.  

Gong at el. [19] proposed an AES implementation on the basis of five lookup tables generated from 

original S-box. The advantages include reduction in the code-size in comparison to original AES and 

improvement in efficiency of implementation. Although, this design was significantly proficient on 

FPGA devices, yet it contradicts primitive structure of AES and was not tested against any of the 

statistical tests. 

 

 Juremi et al. [20] designed an AES like design for key dependent S-boxes using rotation. They 

carefully manifested how the property of S-Box rotation can be used to create key dependent S-boxes 

from round keys.  The cipher structure of proposed algorithm resembles original AES and with an 

addition of key dependent S-Box without changing its values. Further, modified AES algorithm does 

not contradict the security and design parameters of original AES, as all of the mathematical criteria 

were kept unchanged. 

 

 Hosseinkhani and Javadi [21] introduced a key dependent S-Box generation algorithm which was 

resilient to linear and differential cryptanalysis. They had further performed some experiments on 

their algorithm to deduce that it improves the security of original AES without modifying any on the 

original design criteria and is capable of generating numerous S-boxes.  

 

Sahoo et al. [22] proposed to utilize a different affine transformation in the creation of static S-boxes 

to be used in encryption and decryption. Implementation time had been calculated experimentally for 

S-Box generation using standard and newly proposed affine transformation. It had been deduced that 

time taken to generate the S-Box is slight improved. But, no attention had been paid to test the pro-

posal against any of the security metrics. Consequently, minute advantage in execution time cannot 

neutralize lack in cryptographic strength. 

 

 Nadaf and Desai [23] proposed an algorithm which was able to generate key dependent S-boxes 

and were optimized to run on FPGA devices. The proposed algorithm does not contradict any design 

property and is able to encrypt faster on the hardware with resilience to linear and differential 

cryptanalysis.   

 

 Hussain et al. [24] presented a new technique based on affine-power-affine transformation, which 

can generate S-boxes with the property of additional complexity in nonlinear mappings. In addition, 

authors have tested their technique using nonlinearity analysis, linear approximation analysis, and 

differential approximation analysis, bit independent criterion and strict avalanche criterion and con-

clude that modified technique was capable to resist cryptanalysis. 
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Das at el. [25] successfully shown that different irreducible polynomial and different additive con-

stants in GF (2
8
) can also be employed to generate S-boxes. After conducting some experiments and 

NIST statistical tests they have concluded that most of the irreducible polynomials and additive 

constants were even generating better S-boxes than the original S-Box. Further, the usage of different 

polynomials and additive constants could be made key dependent in order to neutralize the threat of 

internal trap door or cryptanalysis.  

 

 Waqas at el. [26] tried to alter the Affine matrix used in the primitive AES with numerous other 

alternative affine matrices and found out that there are some good matrices that have no repeated 

entries and even no fixed points. They had further tested the S-Boxes generated by good matrices by 

employing strict avalanche criterion, avalanche effect, bit independence criteria and nonlinearity 

measurements. Further, they had proved that there are some matrices which were capable of gener-

ating even more complex S-boxes in comparison to the S-Box used in AES. 

 

 Azzawi [27] proposed the generation of dynamic S-Box by fusing the output of three keys using an 

exclusive OR operation. Two out of those three keys have been generated using a random number 

generator and again an exclusive OR operation is applied on the output generated by fusion operation 

and the multiplicative inverse of each byte before performing affine operation. In addition to that 

author has also proved that the proposed algorithm‟s avalanche effect was marginally on the higher 

side in comparison to original AES and is capable of preventing cryptanalysis and brute force attacks.      

 

Wenceslao [28] completely revamped AES with the use of multiple S-boxes to replace Mix Columns 

transformation with a novel Substitute Bytes XOR transformation. They had further shown that the 

efficiency of encryption had been escalated and efficiency of decryption had been proliferated in 

comparison to basic AES. But, at the same time avalanche effect has been plummeted to below ac-

ceptance rates for the samples differ by one bit.  

 

 Yurii Gorbenko et al. [29] present the optimization of the known S-Box generation method with 

high nonlinearity, based on the time minimization of S-Box checking for compliance with the set of 

criteria. The presented approach allows the order determination of the selection criteria application in 

which the checking time of S-Box will be minimal. Two variants of the optimal order of the criteria 

application on the S-boxes generation were proposed. Software implementation on a single PC al-

lows to reach average 30 minutes generation time for a permutation of (2
8
) degree with nonlinearity 

104.  

In fact the utilization of S-Boxes is one of the main strength of any block cipher system, since both 

linear and differential cryptanalysis require the known S-boxes. So, researchers have mainly focused 

on the   primitive AES in order to enhance the strength of AES.  

So our article schedule most research offers that had been done by researcher by years, this article 

selects three type of S-Box that improved based on algebraic structure [1, 9, 30]. In order to make 

comparison, the cryptographic properties of AES S-Box and the improved AES S-Box are compar-

ison [1, 9, 30]. Performance comparison results are given in Table (3). 

 

Table3. Comparisons of cryptographic properties of S-boxes [9] 
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Performance index 
AES 

S-box[1] 

Affine-Power-Affine 

AES S-Box [30] 

 

Improved S-box[9] 

 

Balance criteria balance balance balance 

Differential uniformity𝛿(𝐹) 4 4 4 

Non-zero 

linear structure 
none none none 

Resistance of algebraic attacks г 222:9 222:9 222:9 

Distance to SAC 432 804 372 

Non linearity N(F) 112 112 112 

Number of terms in S-box alge-

braic expression 
9 255 255 

Affine transformation period 4 4 16 

Iterative period less than 88 less than 88 256 

Number of terms in inverse 

S-box algebraic expression 
255 9 253 

As can be seen from Table (3), the Strict Avalanche Effect criterion DSAC of the improved AES 

S-Box is reduced. That is, the improved AES S-Box has a better performance in Strict Avalanche 

Effect criterion (SAC) than AES S-Box and the S-Box Affine-Power-Affine (APA) [31]. The num-

ber of terms in the improved AES S-Box algebraic expression is increased, and the improved AES 

inverse S-Box algebraic expression has almost the same number of terms as AES inverse S-box. It 

can greatly avoid vulnerability of only 9 terms not only in AES S-Box algebraic expression, but al-

so in the inverse S-Box Affine-Power-Affine (APA) algebraic expression. The affine transformation 

period is increased, so the improved AES S-Box has better performance in affine transformation 

than AES S-Box and the S-Box (APA). The iterative period of the improved AES S-Box is in-

creased. In short, the improved AES S-Box has better cryptographic properties. By substituting 

AES S-Box with the improved AES S-box, it can be easily applied to AES.  

We suggest that the complexity of construction principle and algebraic expression of design S-Box 

is helpful to improve the security of AES against algebraic attack.  

 

5. CONCLUSIONS 
 

In this review study, spot on different S-Boxes developments to determining the best S-Box to use 

in any encryption algorithms (particularly The AES encryption which is widely used and most pop-

ular encryption standard). It presents complete study and scope three type of existing S-Box by 

performance analysis and comparative Performance study as can be seen from table (3). By re-

search and study analysis, paper finds that algebraic attack is most security hole of AES S-Box and 

suggest that  improve S-box by enhancement algebraic properties and Resistance Algebraic Attack 

(RAA).in future work to generate strong S-Box, S-Box equation system must has strong (RAA).  
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