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Abstract:

The world is witnessing a qualitative transformation in the
nature of security threats due to the expansion of cyberspace,
where digital attacks have become a direct challenge to state
sovereignty. This shift is particularly critical in light of the
growing influence of non-state actors—whether state-sponsored
or independent—who possess advanced cyber capabilities.
These developments raise complex legal questions concerning
the applicability of international law, especially the adequacy of
traditional principles such as non-intervention, the right of self-
defense, and attribution of acts in the cyber domain.

This research explores the concept of digital sovereignty and
its evolution in the absence of a binding international treaty
governing cybersecurity. It analyzes the limitations of the
current international legal framework in addressing threats posed
by non-state cyber actors and highlights the pressing need for a
new international legal instrument. The study also reviews
alternative mechanisms, including regional cooperation,
voluntary norms, and best practices.

Using an analytical and comparative methodology, this paper
draws upon legal literature, international reports, and model
legislations to provide a balanced perspective that reconciles the
need to strengthen digital security while preserving state
sovereignty in cyberspace, all within a framework that respects
the delicate balance between freedom and control, and
sovereignty and international cooperation.

Keywords: Digital Sovereignty— Cyberspace— Cyberattacks—
International Law— Cybersecurity— Non-State Actors— Non-
Intervention Principle— Self-Defense— State Responsibility.
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