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Abstract

Purpose: The study aims to study The Impact of Disclosure of the Cyber Security
Risk Management Report on the Financial Reports Quality and Its Reflection on the
Firm Value.

Design and Methodology:

The study population consists of companies listed on the Egyptian Stock Exchange
during the period from 2020 to 2024. Cybersecurity risk management report
disclosure is used as an independent variable, measured by assessing the quality and
quantity of the information provided, including factors such as company size, age,
leverage, and industry regulation, which significantly affect disclosure levels. Firm
value is considered the dependent variable, measured using Tobin’s Q, operational
efficiency evaluation through Return on Assets (ROA), and Return on Equity
(ROE). Financial reporting quality is employed as a mediating variable, assessed
based on adherence to Egyptian accounting standards and earnings management
through accrual-based and real earnings management techniques.

Findings and Recommendations:

The study results indicate variations in previous research findings regarding the
impact of cybersecurity risk management report disclosure on firm value and financial
reporting quality. Despite the existence of cybersecurity risk disclosure standards,
only a few listed companies disclose their cybersecurity risk management reports,
procedures, and approaches to counter and mitigate cyber threats. Accordingly, the
study recommends emphasizing the importance of cybersecurity risk management
report disclosure and encouraging boards of directors to oversee this aspect as part of
their responsibilities outlined in the Egyptian Corporate Governance Guide (2016).
The study also highlights the significance of implementing corporate governance
mechanisms, as they influence the efficiency of selecting risk management personnel,
particularly those handling cybersecurity risks.

Study Scope:

The study focuses on the role of cybersecurity risk management report disclosure in
enhancing financial reporting quality and its subsequent effect on firm value in
companies listed on the Egyptian Stock Exchange that have dedicated risk
management departments. Consequently, the study excludes small and medium
enterprises (SMEs) as well as listed companies that lack a risk management
department. Furthermore, it does not address various factors affecting financial
reporting quality and firm value, such as corporate governance, audit quality, financial
inclusion, or the use of information technology. Additionally, the study does not



consider the impacts of inflation, exchange rate fluctuations, or the Russia-
Ukraine war.

Practical Implications:

The study findings may be of interest to regulatory and supervisory bodies as well
as stakeholders when assessing the role of the board of directors and its committees
responsible for oversight and auditing. It also provides valuable insights for
stakeholders, regulatory bodies, and standard setters in promoting a culture of
cybersecurity risk management report disclosure.

Originality and Contribution:

This study contributes to accounting literature by clarifying the significance of
cybersecurity risk management reports and their impact on financial reporting quality
and, consequently, firm value. Moreover, it aids current and prospective investors in
making informed decisions, ultimately fostering financial stability within the Egyptian
business environment as an example of emerging economies.

Keywords:
Cybersecurity Risk Management, Financial Reporting Quality, Firm Value, Cyber
Threats, Risk Disclosure.
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