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Abstract

Recent years have witnessed a broad digital transformation in
many fields, most notably the health sector, which has benefited from
modern technology to store and share health data. However, this
transformation has imposed new legal and security challenges related
to the protection of sensitive health data, which includes personal
information about individuals' health status, medical history, and
treatments. This data has become one of the most vulnerable to
electronic risks, threatening the privacy of individuals and the ability of

health institutions to maintain patient confidence.

The importance of the research lies in shedding light on the
criminal protection of sensitive health data in light of the digital
transformation. The research addresses the importance of having a
legal framework that protects this data from manipulation or
unauthorized access, whether by hackers or unauthorized parties. It
also raises questions about the efficiency of current criminal legislation
in facing digital challenges, as well as its ability to protect health data

across borders in light of globalization.

The research aims to identify the nature of sensitive health data,
and explain the forms of criminal protection for this data through
Egyptian and international legislation. The research also presents ways

in which criminal protection can be enhanced, such as activating the
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role of the Personal Data Protection Center, and analyzing the legal

gaps in current legislation.

Through an inductive and analytical approach, laws related to the
protection of sensitive health data will be studied, with a comparison
between different legislations to provide recommendations on
developing legal systems to ensure the best possible protection in light

of the accelerating digital transformation.
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