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Cyber Incitement And Psychological Coercion Under Criminal Law
( A Doctrinal And Analytical Study In The Context Of Emerging Technological Challenges )

Mona Ghazi Hassan Ibrahim

Department of Criminal Law, College of Sharia and Law, Taif University, Kingdom of
Saudi Arabia

E-mail: mona_hassane@tu.edu.sa

Abstract

This research aims to examine the phenomena of electronic incitement and
psychological coercion in the digital space under the framework of criminal law.
Employing a descriptive, analytical, and comparative methodology, the study
focuses on the Saudi legal system while drawing comparisons with U.S. law. The
findings reveal that digital environments have introduced new forms of
incitement—such as indirect, collective, or algorithmically mediated incitement—
that go beyond traditional definitions. Likewise, digital psychological coercion,
resulting from persistent moral pressure or emotional manipulation, may undermine
a person's will without overt threats.

The analysis highlights notable legislative gaps, particularly in the Saudi context,
where current criminal statutes fall short of encompassing such emerging behaviors.
Conversely, some comparative legal systems—most notably the United States—
have begun to adopt broader judicial interpretations that accommodate these
evolving patterns.

The study proposes several legal and procedural reforms, including the explicit
criminalization of digital incitement, recognition of cyber-coercion as a mitigating or
exculpatory factor, and the development of evidentiary standards for both digital
and psychological elements

Keywords : Electronic incitement, psychological Coercion, Criminal Responsibility, ,
Comparative Law, Legal classification, Digital Evidence.
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al'iibtizaz al'iiliktrunii, dirasat muqgaranat, dar alfikr aljamieii, altabeat al'uwlaa 2018.
rashid ramzan alhajirii , jarimat altahrid al'iilikturunii( almukhilat bi'amn aldawla ) , bidun
dar nashr 2013.

rbie mahmud alsaghir , alqasd aljinayiyu fi aljarayim almutaealiqgat bial'iintirnit , dirasat
tatbigiat muqgaranat , markaz aldirasat alearabiat 2024.

rshad khalid eumar , almashakil alganuniat walfaniyat liltahqiq fi aljarayim almaelumatiat
, dirasat tahliliat muqgaranat, almaktab aljamieii alhadith , altabeat al'awilat 2018.

zki muhamad shanaq , alnizam aljinayiyi alsueudii , algism aleamu , alshaqgriu lilnashr
waltawzie 2020.
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ealaa 'iijra'at altahqiq fi alnizam aljazayiyi almisrii walsueudii , dar alkutub waldirasat
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eabaas fadil saeid , almasyuwliat aljazayiyat ean altahrid al'iielamii waleunf , risalat
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jamieat nayif alearabiat lileulum al'amniat , 2021.
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risalat majistar fi aleadalat aljazayiyat , jamieat almalik sueud , 2006.
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, ghazat, filastin , mujaladul, aleadad6, 2017.

6- 'asma' mustafaa 'ahmad , makhatir wasayil altawasul al'iijtimaeii ealaa alshabab waliaat
mugtarihat lilhadi minha , majalat algahirat lilkhidmat al'iijtimaeiat , aleadad 38 , 2023.

7- tamar muhamad salih , al'iibtizaz al'iiliktruniu , majalat kuliyat alhuquqg lilbuhuth
alganuniat, jamieat al'iiskandariat , aleadad 34 sanat 2018.

8- khalid rashid alzuyudi , jarimat altahrid al'iiliktrunii lil'atfal , majalat gira'at eilmiat
lil'abhath waldirasat alganuniat , aleadad alraabie , ‘iibril 2021.

9- raghad ealaa alzahranii , jarimat altahrid eabr wasayil altawasul al'iijtimaeii , alaihkam
wadilat al'iithbat alragamiat , almajalat aldawliat lilbuhuth waldirasat alganuniat ,
al'iisdar alraabie , aleadad 2, fibrayir 2025.

10- sumati sharifat , altahrid al'iiliktruniu ealaa al'iintihar , tahadin jadid 'amam altashrieat
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, 2022,
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12- eadil 'ahmad alsaeawi, dawabit alsultat altaqdiriat lilgadi , majalat kuliyat dar aleulum ,
mujalad 39, aleadad 42, 2022.

13- eabd aleaziz aljihniu , tathir almumarasat altafaeuliat bimawagie altawasul al'iijtimaeii
ealaa ras almal , majalat alkhidmat al'iijtimaeiat , almujalad 78 , aleadad 4, 2023.

14- eabd alhadi aleanziu , 'ahkam aldalil alragamii wifq nizam al'iithbat alsueudii , majalat
kuliyat alsharieat walganun bitafhina al'ashraf , aleadad 28 , yunyu 2024.

15- krar hamuwdi , jarimat altahrid bayn al'iistiglal waltabieia ( dirasat muqgarana ) , majalat
wasit jamieat baghdad , almujalad 18, aleadad 52, 2022.

16- mubarak alkhalidiu , al'iithbat bialdalil alragmii watatbiqgatih , dirasat fighiat mugaranat
binizam al'iithbat alsueudii, majalat gada', aleadad 34, fibrayir 2024.

17- muhamad alzahraniu , sultat algadi fi taqdir hajyat aldalil alragamii , majalat al'abhath
aleilmiat, almujalad 11, aleadad 4, 2024.

18-muhamad ealaa jaefar , alzuruf almushadidat liljarimat , majalat albahith alearabii ,
mujalad 6, aleadad 2, 2024.

19- mastifi allakhadir , alhimayat aljazayiyat lil'atfal min altahrid eabr shabakat altawasul
al'iijtimaeii fi altashrie aljazayiyi almugaran , majalat al'iijtihad algadayiyi , mujalad 12,
aleadadu?, 2020.

20- mamduh rashid aleanzi , alhimayat aljinayiyat lilmujanaa ealayh min al'iibtizaz ,
almajalat alearabiat lildirasat alaminiat , jamieat nayif lileulum al'amniat , mujalad 33
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mugaranat , majalat aleulum walmujtamae , almujalad 7, aleadad 2, 2019.
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(al'iibtizaz al'iiliktrunii ) , majalat albuhuth alfighiat walganuniat ,almujalad 47 , aleadad
47, 'iiktubar 2024.

24- yusif 'abakr alnamsh , jarimat altahrid al'iiliktrunii ealaa taqwid alnizam aldusturii eabr
wasayil altawasul al'iijtimaeii , majalat aleulum al'iiqtisadiat walganuniat , mujalad 1,
aleadad 6, 2017.

Thanian: biallughat al'ajnabia

+* Abdulrahman Aldossary, digital IDs for advanced robotics systems as aregulatory
infrastructure, International Journal of Law and Information Technology, vol,
30,issue3,autumn 2022

++» Abhijeet Shrivastava, revisiting due diligence in cyberspace: crafting international law
arsenal against transboundary botnets, International Journal of Law and Information
Technology, vol, 30,issue3,autumn 2022.

+»+ Alessia Zornetta, Quantum-safe global encryption policy, International Journal of Law

and Information Technology, vol, 32, 2024.
» Andrew Mitchell, cloud services and government digital sovereignty, International
Journal of Law and Information Technology, vol, 29,issue4 ,winter 2021.

% Brandon Valeriano, Cyber Strategy: The Evolving Character of Power and Coercion,

% Boline Forell, The Role of Emotions in Criminal Law Defences: Duress, Necessity and
Lesser Evils, Cambridge University Press,2024.

«* Carleen Maitland, digital lifeline? ICTs for refugees and displaced persons, International
Journal of Law and Information Technology, vol 28,issuel ,spring 2021.

+»+ Colven Scarton, across-domain study of the use of persuasion techniques in online
disinformation, arXiv preprint :2412.15098, 2024.

https://arxiv.org/abs/2412.15098

++ Danielle Keats Citron, The Fight for Privacy: Protecting Dignity, Identity, and Love in the
Digital Age, W. W. Norton & Company, 2022.

+»+ Diaz Garcia, a survey of textual cyber abuse detection using-edge language models, arXiv
preprint arXiv: 2501.05443,2025.

https://arxiv.org/abs/2501.05443

+«+» Dnegadgholi Kiritchenko, confronting abusive language online: a survey from the ethical
and human rights perspective, arXiv preprint arXiv: 2012.12305.

https://arxiv.org/abs/2012.12305

¢+ Eric Fritsch, Cyber Crime and Cyber Terrorism: 4th Edition, Pearson,2022.

+«+ Erquiaga Garcia, entanglement: cybercrime connections of an internet marketing forum
population, arXiv preprint arXiv: 2022.01644.

https://arxiv.org/abs/2022.01644

«+ Ferrer Halevy, preserving integrity in online social networks, arXiv preprint arXiv:
2009.10311.

https://arxiv.org/abs/2009.10311

¢ Flechais Schmitt, digital deception: generative artificial intelligence in social engineering
and phishing, arXiv preprint :2310.13715, 2023.

https://arxiv.org/abs/2310.13715

+* Francois Delerue, Cyber Operations and International Law, Cambridge University
Press,2024.

+ Gian Marco, correction to: criminalizing intimate image—abuse: a comparative
perspective, International Journal of Law and Information Technology, vol, 33, 2025.

+* Giulia Gentile, judicial protection of fundamental rights on the internet: a road towards
digital constitutionalism?, International Journal of Law and Information Technology, vol,
30,issued,winter 2022.
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+* Hesam Nourooz, voices and values: the challenging odyssey of meta to harmonize
human rights with content moderation, International Journal of Law and Information
Technology, vol, 32, 2024.

% Foundations of American Contract Law, Oxford University Press,2023. -James Gordley,

w Jeff Kosseff ,Cybersecurity Law and cyber coercion, second edition,Wiley,2025.

+» LaFave and Ohlin's Criminal Law, 7th Edition Hornbook Series, West Academic,2021. -
Jens David,

%+ Josep Suquet, video-sharing-platforms and Brussels la regulation: navigating contractual
jurisdictional challenges, International Journal of Law and Information Technology, vol,
32, 2024.

%+ Julia Hornle, internet jurisdiction-law and practice, International Journal of Law and
Information Technology, vol, 30,issuel,spring 2022.

+» Kosak Hine, online influence campaigns: strategies and vulnerabilities, arXiv preprint
:2501.10387, 2024.

https://arxiv.org/abs/2501.10387

++ Marcho Espinoza, weaponization of conscience in cybercrime and online fraud: a novel
systems theory, arXiv preprint :2403.14667, 2024.

https://arxiv.org/abs/2403.14667

+* Michael Cummings , Cybercrime and Digital Evidence, 3rd Edition, Oxford University
Press, 2020.

+* Routledge,2020. -Nathan Tamblyn ,The Law of Duress and Necessity, Crime Tort
Contract

% Nelsson Enonchong, Duress, Undue Influence and Unconscionable Dealing, 3rd Edition,
LexisNexis,2022.

+* Cyber Crime and Cyber Terrorism 4th Edition, Pearson,2020. -Olbert Fritsch,

% Qerim Qerimi, the earth-space alliance in preventing and punishing mass murder crimes:
«* documenting and prosecuting international crimes through aerial satellite evidence,
International Journal of Law and Information Technology, vol, 30,issue2,summer 2022.
++ Richard Warner, "Cybercrime and Criminal Responsibility", Harvard Law Review, Vol.

134, Issue 2, 2021.

++» Richard Ashby Wilson, Incitement on Trial: Prosecuting International Speech Crimes,
Cambridge University Press,2023.

+» Roger Brownsword, rethinking law, regulation, and technology, International Journal of
Law and Information Technology, vol, 30,issue4,winter 2022.

** Ryan Whalen, defining legal technology and its implications, International Journal of Law
and Information Technology, vol, 30,issuel,spring 2022.

+* Somate Sharefa, electronic incitement to suicide is a new challenge before criminal
legislation(the blue whale game), revue Algerienne des sciences jurdiques et politig
(ASJP), v59,n2,2022.

+» Simon Chesterman , Lawful but Awful: Evolving Legislative Responses to Address Online
Misinformation, arXiv,2025.

+» Thomas Herrero J, smartphone addiction, social support and cybercrime victimization: a
discrete survival and growth mixture model,psychosocial intervention, 31(1), 59-66,2022.

https://doi.org/10.5093/pi2022a7

+»+ Tenery Reuters, Cyber Litigation: Data Breach, Data Privacy & Digital Rights,Wiley, 2025.

Thalthaan :alqawanin wallawayih

+* nizam mukafahat aljarayim almaelumatiat alsueudiu, alsaadir bialmarsum almalakii ragm
ma/17 watarikh 8/3/1428hi.

+» nizam al'iijra'at aljazayiyat alsueudiu, alsaadir bialmarsum almalakii ragm ma/2 bitarikh
22/1/1435hi.

++ alnizam aljazayiyu aleamu alsaeudiu, almarjiei: alniyabat aleamat - majmueat al'anzimat

aljinayiyat 2022.
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» ganun aleuqubat almisriu ragm 58 lisanat 1937.

California Penal Code, Section 653.2, as amended 2021.-

Code de la presse, Article 24, France, modified 2020.-

Federal Criminal Code (Germany) — Amendments on Cybercrime 2017.

Code pénal (loi n° 1992-1342 du 30 décembre 1992 modifiée-

https://www.legifrance.gouv.fr/codes/texte_|c/LEGITEXTO00006070719/

UAE Federal Law No. 2 of 2015, on Combating Discrimination and Hatred.

'‘ahkam gadayiyat saeudia (tama dhikruha bisighat tagribiat tahliliatin)

hukum almahkamat aljazayiyat bialrayad, ragm 44124312, bitarikh 12/6/1444hi.

hukum almahkamat aljazayiyat bialdamami, ragam 44023542, bitarikh 10/7/1443hi.

hukum almahkamat aljazayiyat bialrayad, ragm 44091243, bitarikh 5/2/1444hi.

hukum almahkamat aljazayiyat bialrayad, ragm 44122331, bitarikh 1/8/1444hi.

'iijtihadat qadayiyat 'amrikia

United States v. Williams, 553 U.S. 285 ,2008.-

Brandenburg v. Ohio, 395 U.S. 444 ,1969.-

United States v. Contento-Pachon, 723 F.2d 691 ,9th Cir. 1984.-

Commonwealth v. Michelle Carter, 481 Mass. 352 ,2019.-

United States v. Hassan, 742 F.3d 104 ,4th Cir. 2014.

United States v. Elonis, 575 u.s. 723,2015.-

United States v. lvanov, 175 F. Supp. 2d 367 ,D, Conn, 2001.-

People v. Gonzalez, NY Slip Op 50053(U) ,54 Misc 3d 1211,A,2017.-

United States v. Ulbricht, 31 F. Supp. 3d 540 (S.D.N.Y. 2015.-

United States v. Drew, 259 F.R.D. 449 ,C.D. Cal. 2009.-

United States v. Ganias, 755 F.3d 125, 2d Cir. 2014.-

Riley v. California, 573 U.S. 373 ,2014.-

United States v.Casy Bastian, 603 F.3d 460, 8th cir.2010, Justia law.-

United States v. Morton, No. 2:20-cr-00123 ,E.D. Va. 2021.

United States court of appeals, 5th circuit, United States of America, plaintiff-

appellee,v.Brain Matthew Morton, defefendant-appellant.no.19-10842.Justia law.

Rabeaan : tagarir wamarajie mihaniat :

+«»+ alhayyat alsueudiat lilbayanat waldhaka' aliastinaeii (SDAIA) , dalil al'iithbat alragmii,
'iisdar 2023.

«+ tagqrir alhayyat alwataniat lil'amn alsiybirani, 'anmat altahrid eabr altatbigat alragamiati,
2023.

++ byan alniyabat aleamat alsueudiat, altahrid eabr aldhaka' aliastinaeii, maris 2022.

+* taemim alniyabat aleamat alsueudiat, bishan altahrid alragmii , yanayir 2023.
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