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Recent Trends in Cybercrime Research

on Social Media Platforms
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Abstract

This study aimed to monitor and analyze recent research trends addressed by Arab and
foreign studies concerning cybercrimes on social media platforms. It sought to uncov-
er their impacts, identify the intellectual approaches and theoretical frameworks from
which these studies originated, examine the methodologies and data collection tools they
employed, and highlight their key findings to provide an analytical perspective. The re-
searcher adopted a survey methodology to review the Arabic and international scientific
literature published in peer-reviewed journals. Additionally, bibliographic analysis was
used to critically examine this literature. The study sample consisted of 72 Arab studies
and 60 foreign studies, totaling 132 studies. One of the main findings revealed that digital
platforms constitute a fertile environment for cybercrimes, and the effects of these crimes
on individuals, institutions, and states are severe and destructive. The study also found a
diversity of theories and methodologies adopted in the analyzed research. It recommend-
ed the importance of enhancing cybersecurity on these platforms by developing artificial
intelligence technologies and raising users’ awareness of digital safety practices to pro-
tect their data from such crimes.

Keywords: Cybercrimes — Cybersecurity — Digital Privacy — Artificial Intelligence.
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