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Criminal Protection of Electronic Signatures

in the Saudi Law: An Analytical Study

Mahmoiid ‘Abd Rabboh al-Qabalawy
Department of Law, College of Law and Economics, Islamic
University of Madina, Al-Madinah Al-Munawarah, Saudi Arabia.
E-mail: alkiblawy880@gmail.com

Abstract:

The technological advancements witnessed worldwide,
particularly with the widespread use of modern technology in all
areas of life, have led to an increase in various transactions in these
areas. This has rendered traditional methods incompatible,
necessitating the search for new methods that can achieve the goal
and facilitate transactions for individuals. Thus, the emergence of
the electronic signature, considered the most important modern
method, differs from the traditional signature in its nature as a digital
oath composed of letters, numbers, or electronic symbols. This
prompted the Saudi regulator to intervene to establish a legal system
to protect it from subsequent attacks.

There is no doubt that accomplishing criminal protection for
electronic signatures from the risks that threaten them leads to
attaining stability and legal security for electronic transactions. This
is due to the fact that ensuring full legal protection for electronic
signatures is something that guarantees peace of mind for
individuals and the stability of transactions, and leads to the
electronic signature becoming evidence before the courts, standing
on an equal footing with traditional signatures. Hence, this study
sheds light on the criminal protection of electronic signatures and
the Saudi regulatory position on such protection.

Keywords: Criminal Protection, Electronic Signature, Electronic
Transactions, Authenticity.
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* du. saeid alsayid gandil , altawgie al‘iiliktruniu , mahiatah - sawarah , hajiatuh fi
al'iithbat bayn altadwil waliaqtibas , dar aljamieat aljadidat 2006

 smir hamid eabdialeaziz aljamal , altacaqud eabr tigniaat alaitisal alhaditha

* da. tah euthman almaghribiu , tazwir almustanad al'iilikturuni, majalat albuhuth
alganuniat waliaqtisadiat , aleadad 72 yunyu 2020

* da. eamir bizra fayir 'abu ealaa , fayrusat alkumbuyutar, dar hunin , eamaan ,
altabeat al'uwlaa 1994

* d. eibadat 'ahmad eibadat , altadmir almutacamad li'anzimat almaelumat
al'iiliktruniat , bahath manshur ladaa markaz albuhuth waldirasat , aliidarat
aleamat lishurtat dubay , mars 1999

» eabdalhalim fuaad alfaqi, jarimat tazwir altawqie alfiilikturunii, dar alnahdat
alearabiat 2016

» eabdalhalim yaequb , al'iielam aljadid waljarimat al‘iiliktruniat , dar alealamiat ,
misr , altabeat al'uwlaa 2014

» ecabdalfataah biumi hijaziin , aldalil aljinayiyu waltazwir fi jarayim
alkumbuyutar wal'iintirnit , dar alkutub alganuniat , misr 2004

* d. eabdalfataah biumi hijazi , himayat almustahlik eabr shabakat aliintirnit , dar
alfikr aljamieii 2006
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« almustashar alduktur eabdalfataah biumi hijazi , alnizam alganuniu liltawqie
al'iiliktrunii , dirasat tasiliat muqgaranat , altabeat al'uwlaa , dar alkutub alqanuniat ,
misr 2007

» eabdalfataah biumi hijaziin , mukafahat jarayim alkumbuyutar wal'iintirnit fi
alganun alearabii alnamudhajii , maktabat alfalah 2009

» eabdallah mahmud hijazi , altacbir ean al'iiradat ean tariq al'iintirnit wa'iithbat
altacaqud alfiliktrunii wfqaan ligawaeid alfigh aliislamii walganun almadanii ,
dirasat mugqaranati, dar almanahij , eamaan , al'urduni 2010

* cazizat liragat , alhimayat aljinayiyat liltawqie waltasdiq al'iiliktruniiyn fi
altashrie aljazayirii , majalat aliaijtihad lildirasat alganuniat walaiqtisadiat ,
aleadad 11 , yanayir 2017

* da. cafifi kamil eafifi, jarayim alkumbuyutar wahuquq almualif walmusanafat
alfaniyat wadawr alshurtat walganuna, dirasat mugaranati, manshurat alhalabi
alhuqugqiat , bayrut , altabeat al'uwlaa 2003

* calaa 'abu mariat, altawqie aliilikturuniu wamadaa quatih fi al‘iithbati, dirasat
mugqaranati, majalat jamieat alkhalil , filastin, almujalad 5 , 2010

» da. ealaa eabdalqadir algahwajii , alhimayat aljinayiyat libaramij alhasib alali ,
dar aljamieat aljadidat , al'iiskandariat 1999

 cala’ muhamad nusayrat , hajiat altawqie aliiliktrunii fi al'iithbati, dirasat
mugaranati, altabeat al'uwlaa , dar althaqafat lilnashr waltawzie , eamaan , 2005
 d. eamaar ecabaas alhusayni, jarayim alhasub wal'intirnit (aljarayim
almaelumatiati) , altabeat al'uwlaa , manshurat zayn alhuquqiat , bayrut 2017

» eisaa ghasaan righi, algawaeid alkhasat bialtawqie aliilikturunii , altabeat
al'uwlaa, dar althagafat lilnashr waltawzie , eamaan , al'urduni 2009

» fatimat bahat , shahadat altasdiq alfiliktrunii kaliat lidaman hajiat almueamalat
al'iiliktruniat fi daw' alganun raqgm 04-15 almutaealiq bialtawqie waltasdiq
al'iiliktruniayn aljazayirii , majalat albuhuth fi alhuquq waleulum alsiyasiat |,
jamieat aibn khaldun , tayart , aleadad 2

* da. fatuh eabdallah alshaadhiliu , jarayim altaczir almunazamat fi almamlakat
alearabiat alsueudiat , dar almatbueat aljamieiat 2014-1434hi

» faysal saeid algharayb , altawqie alfiiliktruniu wahujyatuh fi alfiithbat |,
manshurat almunazamat alearabiat liltanmiat al'iidariat 2005

* lurins muhamad eubaydat , iithbat almuharir al'iiliktrunii , altabeat al'uwlaa , dar
althagafat lilnashr waltawzie , eamaan 2009

» d. majid raghib alhulw , aleuqd al'iidariu alfiliktiruniu , dar aljamieat aljadidat ,
2007

* da. mamun muhamad salamat , ganun aleuqubat , algism aleamu , dar alfikr
alearabii , 1979
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» muhamad 'iibrahim ‘abu alhayja' , euqud altijarat alfiilikturuniat , altabeat
al'uwlaa , dar althagafat lilnashr waltawzie , al'urdunu 2005

* d. muhamad alshahawii , sharh ganun altawqie al'iiliktrunii almisrii ragm 15
lisanati2004 , dirasat muqaranat , altabeat al'uwlaa , dar alnahdat alearabiat 2010
» muhamad almarsaa zahrat , eanasir aldalil alkitabii altaglidii , bidun nashir 2001
* muhamad 'amin alruwmi , alnizam alganuniu liltawqie al‘iilikturunii , dar
alkutub alganuniat 2008

* muhamad husam mahmud lutfi , aistikhdam wasayil alaitisal alhadithat fi
altafawud ealaa aleuqud wa'iibramiha , dun nashir 1993

* d. muhamad husayn alghul , jarayim shabakat al'iintirnit walmasyuwliat
aljazayiyat alnaashiat eanha , dirasat muqaranat , altabeat al'uwlaa , maktabat
badran alhuqugiat 2017

e d. muhamad hamaad mirhij alhiti , aljarimat almaelumatiat , namadhij min
tatbigatiha , dirasat mugaranat fi altashrie al'iimaratii walsueudii walbahraynii
walqatarii waleamani, dar alkutub alganuniat , dar shata lilnashr walbarmajiaat
2014

» muhamad khalifat , alhimayat aljinayiyat limuetayat alhasib alali fi alganun
aljazayirii walmugaran , dar aljamieat aljadidat , al'iiskandariat 2008

 d. muhamad sami alshshwa , thawrat almaelumat waineikasatuha ealaa ganun
aleuqubat dar alnahdat alearabiat , dun sanat tabe

* muhamad eabdialeaziz almarsaa, madaa hajiat almuharir al'iiliktrunii fi al'iithbat
fi almasayil almadaniat waltijariat ealaa daw' gawaeid al'iithbat alnaafidhat 2004
o d. muhamad eubayd alkaebi , aljarayim alnaashiat ean aliastikhdam ghayr
almashrue lishabakat aliintirnit , dirasat muqaranat , altabeat althaaniat , dar
alnahdat alearabiat 2009

* muhamad kamal mahmud aldasuwqi , alhimavat aljinayiyat lisiriyat almaelumat
al'iliktruniati, dirasat muqaranat , altabeat al'uwlaa , dar alfikr walganun 2015

» muhamad muhamad sadat , hijiat almuharirat almuaqgaeat ilktrwnyan fi al'iithbat
, dirasat muqaranat , dar aljamieat aljadidat , altabeat al'uwlaa , aliiskandariat
2011

* mahmud 'ahmad eababinat , jarayim alhasib alali wa'abeaduha aldawliat , dar
althaqgafat lilnashr waltawzie , eamaan 2005

* d. mahmud mahmud mustafaa , sharh gqanun aleuqubat , algism alkhasu ,
altabeat althaaminat , 1984

* d. mahmud najib hasni, sharh ganun aleuqubat algism alkhasa, wfgaan li'ahdath
altaedilat altashrieiat , altabeat alraabieat , 2012

* du. midahat eabdalhalim ramadan , alhimayat aljinayiyat liltijarat al'iilikturuniat ,
dar alnahdat alearabiat , 2001

* mistafaa hasuwn eubayd hujul , jarimat 'litlaf albayanat alhukumiat al'iilikturunia
» mistafaa musaa aleajarimat , altanzim alganuniu liltacaqd eabr shabakat
al'iintirnit , dar alkutub alganuniat 2010
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* mamduh muhamad khayri hashim almuslimiu , mushkilat albaye aliliktirunii
ean tariq aliintirnit fi alganun almadanii , dirasat muqaranat , dar alnahdat
alearabiat 2000

 manir muhamad aljanbihii , mamduh aljanbihii tazwir altawqie alfilikturunii dar
alfikr aljamieii , 2006

* nayilat eadil muhamad farid qurat , jarayim alhasib alali alaigtisadiat , dirasat
nazariat watatbiqiat , altabeat al'uwlaa , manshurat alhalabii alhuqugiat , bayrut ,
2005

* nayif bin nashi aleataamiu , altawqie alfiliktruniu wahujyatuh fi al'‘iithbat
bialtatbiq ealaa alnizam alsueudii 2019

* najwaa 'abu hibat , altawqie al'ilikturuniu , dar alnahdat alearabiat , 2002

* nidal 1ismaeil baraham , 'ahkam euqud altijarat al'nilikturuniat , altabeat al'uwlaa
, dar althaqgafat lilnashr waltawzie , eamaan 2005

* nahla eabdalgadir almumunaa , aljarayim almaelumatiat , altabeat al'uwlaa , dar
althaqgafat lilnashr waltawzie , eamaan , al'urduni , 2008

* d. hudaa hamid gashqush , jarayim alhasib al'ilikturunii fi altashrie almugqaran ,
dar alnahdat alearabiat , 2013

* d. hisham muhamad farid rustum , ganun aleuqubat wamakhatir tigniat
almaelumat , maktabat alalat alhadithat , 'asyut , 1992

* d. halali eabdallaah 'ahmad, jarayim almaelumatiat altaglidiat walmustahdathat
watatbiqatuha fi alnizam albahraynii , dar alnahdat alearabiat , 2013

* da. yahyaa hasan ealaa hasan , altawqie al'‘iiliktrunii lilmustahlik eabr al'iintirnit
almajalat algadayiyat , wizarat aleadl , almamlakat alearabiat alsaeudiat , e 14 ,
shawal 1939 hu

o vyusif 'ahmad alnawafilat, al'iithbat aliiliktruniu fi almawadi almadaniat
walmasrifiat , altabeat al'uwlaa , dar althaqafat lilnashr waltawzie , al'urdunu ,
2012

rasayil almajistir

* buzidi eabdalrazaaq alhimayat aljinayivat liltawqie alnliktrunii , dirasat
mugaranat , mudhakirat takhruj madkhal dimn mutatalibat nil shahadat almastar fi
alhuquq , kuliyat alhuquq , jamieat alshahid hamat likhadr alwadi 2017 - 2018

* hamlawi khalawi , barkawi nuruh , altawqie al'iiliktruniu wahujyatuh fi al'iithbat
, mudhakirat mugadimat liaistikmal mutatalibat shahadat almastar fi alganun ,
kuliyat alhuqug waleulum alsiyasiat , jamieat 8 may 1945 galamah 2019 - 2020

» khadijat gharbii , altawqie al‘iiliktruniu , mudhakirat mugadimat liastikmal
mutatalibat shahadat almastar , kuliyat alhuquq waleulum alsiyasiat , jamieat
gasidi miryah wazaflat 2014- 2015

* sayid eabdalgadir jahidah , shakrun sasiah , madaa hajiat altawqie al'iiliktrunii fi
euqud altijarat al‘iiliktruniat , dirasat tahliliat wamugaranat , mudhakiratan
mugadimatan linayl shahadat almastar fi alhuquq , kuliyat alhuquq waleulum
alsiyasiat , jamieat eabdalrahman mirat bijayat 2015
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* eabdallah bin eabdialeaziz bin muhamad algahaam , hajiat altawqie al'iiliktrunii
fi al'iithbati, risalat majistir , almaehad aleali lilgada', jamieat al'iimam muhamad
bin maseud al'islamiat , 1428 hu

* cuzuluh timush , eilawat faridat , altawqie al'iliktruniu fi zili alganun raqgm 04-
15 , mudhakirat takhruj linayl shahadat almastar fi alhuquq , kuliyat alhuquq
waleulum alsivyasiat , jamieat eabdalrahman mirat bijayat , 2016

 eumar eabdalsalam husayn aljabuwri , jarimat altazwir al'‘iiliktrunii fi altashrie
al'urduniyi , risalat majistir , kuliyat alhuquq , jamieat alsharq al'awsat , 2017

* muhamad eayid algadi , algasd aljurmiu fi tazwir altawqie al'iiliktrunii , dirasat
mugqaranat , risalat majistir , kuliyat alqanun , jamieat jidarar , al'urduni , 2014

e mansur eazaaldiyn , hajiat altawqie almiliktrunii fi al'iithbat , mudhakiratan
mukamilatan min muqgtadayat nil shahadat almastar fi alhuquq kuliyat alhuquq ,
waleulum alsiyasiatu, jamieat muhamad khaydar bisikrih 2015 - 2016

e niriman bin ealaa , alnizam alganunii liltawqie al'iliktrunii fi altashrie aljazavirii
, mudhakiratan linayl shahadat almajistir , kuliyat alhuquq waleulum alsiyasiat
jamieat awkli muhanad 'awlihaj , 2016 - 2017

rasayil aldukturah

e hanan brahmi, jarimat tazwir alwathigat alrasmiat al'iidariat dhat altabieat
almaelumatiat risalat dukturah , kuliyat alhuquq waleulum alsiyasiati, jamieat
muhamad khaydar bisakrata, 2014 - 2015

 samir hamid sayid ealay, alhimayat aljinayiyat liltijarat aliiliktruniati, risalat
dukturah , kuliyat alhuquq , jamieat algahirat , 2013

* shima' eabdalghani muhamad , alhimayat aljinayiyat liltacamulat al'‘iilikturuniat ,
risalat dukturah , kulivat alhuquq , jamieat eayn shams , 1992

* salih shinin, alhimayat aljinayiyat liltijarat al'iiliktruniat , dirasat muqaranat ,
risalat linayl shahadat aldukturah fi alganun alkhasi , kuliyat alhuquq , jamieat
'abu bakr bilgayid tilmisan 2012 - 2013

* eayishat bin qarat mustafaa , alhimayat aljinayiyat lilhukumat al'iiliktruniat ,
dirasat muqgaranat risalat dukturah , kuliyat alhuquq , jamieat 'abu bakr bilgayid
tilmisan 2017 - 2018

* cayishat qusaar allayli, hijiat almuharir waltawqie al'‘iiliktruniu fi al'ithbati,
dirasat tahliliatan mugaranata, risalat dukturah, kuliyat alhuquq waleulum
alsivasiat , jamieat alhaji likhadar batnat , 2016 - 2017

 faris khatabi , alhimavat aljazayiyat liltawqie aliiliktrunii , aitruhat linayl
shahadat dukturah , kuliyat alhuquq waleulum alsiyasiat , jamieat alhaji likhadar
batnat 2020 - 2021

» muhamad 'ahmad nur jininat, madiy hajiat altawqie al'iiliktrunii fi euqud altijarat
al'iilikturuniat , risalat dukturah , kuliyat alhuquq , jamieat algahirat , 2005

* muhamad almarsaa zahrat, madaa hajiat altawqie al‘iiliktrunii fi al'iithbati, risalat
dukturah , kuliyat alhuquq , jamieat eayn shams , 1994
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» nur khalid eabdalmuhsin aleabd alraaziq , hajiat almuharirat waltawqie fi
al'iithbat eabr shabakat al'iintirnit , risalat dukturah , kuliyat alhuquq , jamieat eayn
shams , 2009

majmuat al'ahkam

e majmueat 'ahkam mahkamat alnaqd almisriat , almaktab alfaniyu , aliisdar
aljinayiyu

e majmueat algawaeid alqanuniat lilmustashar mahmud eumar

e qararat hayyat alhukm fi qadaya altazwir bialriyad

e majmueat alqararat aljazayiya
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