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Legal Disputes Arising from the Use of Cloud Storage Services

A Comparative Analytical Study

Badar Saad Al-Otaibi
Department of Civil Law, Faculty of Law, Menoufia University, Egypt.
E-mail: baderlaw2(@gmail.com

Abstract:

This study offers an in-depth analysis of the legal disputes arising
from the increasing use of cloud storage services. It examines the legal
framework governing such disputes and identifies the key issues that
arise in various legal systems. The study aims to assess the adequacy of
current laws in regulating the relationship between cloud service
providers and their users, while analyzing potential gaps that may lead
to legal disputes.

The study highlights the most significant legal issues, such as
determining jurisdiction in cross-border disputes, the legal liability of
cloud storage providers in cases of data loss or breaches, as well as
challenges related to the protection of users’ privacy and digital rights.
It also addresses the provisions of electronic contracts concluded
between the parties and the evidentiary challenges of digital evidence in
the event of disputes.

The study adopts a comparative approach, examining relevant laws
and regulations in selected legal systems, such as European law,
American law, and Egyptian law. This comparative analysis seeks to
identify the similarities and differences in regulating these services and
in safeguarding users’ rights.

The study concludes that it is necessary to develop national and
international legislative frameworks to ensure the protection of both
users and service providers, while supporting the principles of digital
justice.  Furthermore, it recommends enhancing international
cooperation to establish unified rules or international agreements to
address disputes arising from cloud storage services, thereby striking a
balance between fostering innovation and protecting legal rights.

Keywords: Cloud Computing, Data Protection Against Theft,

Privacy, Cybersecurity, Jurisdiction, Electronic Arbitration.
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Lawfare Institute. Available through the following link: https://tinyurl.com/27deccsp.
It was viewed on: 13/5/2025.
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Cloud Computing. IGI  Global Scientific  Publishing. PP 1-33.
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(1) Judgment of the Court of 30 November 1976. Handelskwekerij G. J. Bier BV v
Mines de potasse d'Alsace SA. Reference for a preliminary ruling: Gerechtshof 's-
Gravenhage - Netherlands. Brussels Convention on jurisdiction and the enforcement
of Judgment - Article 5 (3) (liability in tort, delict or quasi-delict). Case 21-76.
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&num=21/76. It was accessed on 1/10/2025.
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(1) Dayanim Behnam & George Edward (2018). Data breach litigation and
regulatory enforcement: A survey of our present and how to prepare for the future.
In the Cyber Security: A Peer-Reviewed Journal. Vol 1. Is 4. P 301.
https://doi.org/10.69554/JJSA8822..

(2) Gavrila S. P. (2024). CHALLENGES AND DIRECTIONS OF THE
EUROPEAN REGULATION OF MEDIATION IN CROSS-BORDER DISPUTES.
SWS International Scientific Conferences on SOCIAL SCIENCES — ISCSS. Vol 11.
PP 115-126. https://doi.org/10.35603/sws.iscss.2024/vs02/04.
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(1) Kheira A. (2024). Electronic Arbitration as an Alternative Mechanism for

Resolving E-Commerce Disputes. Journal of Lifestyle and SDGs Review. Vol 4. Is 4.

P €04292. https://doi.org/10.47172/2965-730X.SDGsReview.v4.n04.pe04292.
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(3) AVSIYEVYCH A. (2024). PROSPECTS OF INFORMATION TECHNOLOGY
USE IN INTERNATIONAL COMMERCIAL ARBITRATION DISPUTE
RESOLUTION. Naukovyy Visnyk Dnipropetrovs Kogo Derzhavnogo Universytety
Vnutrishnikh Sprav. Vol 1. PP 114-117. https://doi.org/10.31733/2078-3566-2023-
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