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Abstract:

Cyber blackmail is a modern cybercrime that threatens the lives
of individuals and society due to the misuse of the internet,
computers, or social media. Under the Saudi system, cyber
blackmail refers to unauthorized access to a computer or social
networking site to threaten or blackmail someone into doing or
abstaining from doing something, even if doing or abstaining
from doing something is legal. The importance of this research
lies in the importance and seriousness of cyber blackmail, which
involves threatening and intimidating the victim by publishing
photos, video clips, audio recordings, or personal information
online unless they receive a material, moral, or immoral benefit.
The research aims to protect victims of this crime from falling
victim to it and having their reputations tarnished. The problem
with this research lies in the weak oversight of various internet

sites and the blackmailer's control over the victim, using the
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information they possess to threaten them to achieve an illegal
benefit. This is in addition to the difficulty of proving cyber
blackmail and the lack of awareness among victims to file
complaints, prosecute and apprehend the perpetrators, and
deter this crime. The study concluded that the crime of
electronic blackmail has a unique nature in terms of its elements
and penalty, requiring a detailed explanation of the methods of
proof and how to deal with it, based on the provisions of the
Saudi legal system. The study recommends imposing harsher
penalties for blackmailing the blackmailer and assisting victims
by submitting their complaints confidentially and easily via a
unified reporting method to reassure victims, prosecute the

blackmailer, and combat the crime.

Keywords:

Electronic blackmail / Threat / Material or moral beneéefit /
Blackmailer / Victim / Publication / Information network / social

media.
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