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Abstract:

The study aimed to explain the civil liability of cybersecurity service
providers by using the descriptive analytical approach in this study and
the comparative approach between the relevant laws. The problem of
the study revolves around explaining the civil liability of cybersecurity
service providers by referring to the relevant laws. The study resulted in
several results, including: The Jordanian legislator did not address in the
cybersecurity law the technical issues of attacks on cybersecurity in
terms of content and impact, which would have an impact on the desired
goal of cybersecurity and the safety of cyberspace, as well as benefiting
from energies and technologies for the purpose of providing protection.
On databases located in cyberspace, the researcher recommended that
some laws allow Countries resort to lawsuits or requests to stop illegal
attacks, withdraw data if attacks occur, or prevent its access to network
users. The responsibility incurred by providers of cybersecurity services
relates to many matters related to the content of information protection,
non-disclosure of secrets, and maintaining the accuracy of information
circulated on databases. Civil liability must also be achieved in the event
of errors and risks, as proving an error against them entails criminal and

civil liability.
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