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The role of international law in prosecuting
cybercrime perpetrators across borders
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Abstract:

Cybercrime has become one of the most complex challenges
facing the international community in light of the rapid
technological development, due to its nature that crosses borders
and continents and the difficulty of tracking down its
perpetrators. These crimes include a wide range of illegal
activities, which are Hacking, electronic fraud, extortion of
citizens, dissemination of child pornography, cyber attacks on the
infrastructure of countries and electronic espionage.

International law plays a vital role in regulating ways of
cooperation between countries to work towards confrontation
Internet crimes and tracking their perpetrators. Although
international law was not established until after there was a
unified and comprehensive convention for Internet crimes, there
are existing efforts that strongly address this conflicting
technological field, represented by the Budapest Convention of
2001, which is the only international legal framework related to
cybercrimes represented by Internet crimes.
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Due to this, it is considered the only framework related to this
type of crime so far, and the Budapest Convention aims to
harmonize national legislation and also works to facilitate
international judicial cooperation in the means of investigation
and prosecution.

In addition, international organizations are making great efforts
to strengthen the legal and technical capabilities of countries to
combat Internet crimes, represented by the United Nations and
Interpol. Internet crimes have been included among the priorities
of the Security Council, especially when they are part of larger
threats such as terrorism.

Or human rights violations. However, international law faces
many challenges in this area, the most prominent of which are
Challenges: The absence of a unified and comprehensive
definition of cybercrime and the disparity in national legislation
in this field.

Keywords:
International criminal law, cybercrimes, Budapest Convention,
Interpol, United Nations Convention, European Convention.
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