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Abstract

In recent years, the production of manipulated videos using artificial intelligence,
particularly deep-fake technology, has increased significantly, raising serious social
and security concerns that threaten community stability and public trust in informa-
tion. This study addresses the problem of the growing spread of such videos among
Egyptian youth through social media platforms, along with their negative repercus-
sions on national security and social awareness. The main objectives were to examine
young people’s perceptions of the risks of deepfake videos, analyze the relationship
with demographic variables, measure the correlation between exposure intensity
and risk awareness, and explore the role of media in mitigating these threats. The
research adopted a descriptive-analytical methodology, employing a field survey on
a sample of 384 Egyptian youth, with a qualitative analysis of 8 videos produced
using deepfake techniques. Findings revealed that the majority of respondents per-
ceived these videos as highly risky, particularly in the security dimension, while no
statistically significant differences were found by gender, age, or educational level.
The artistic and media domain was identified as the most prominent field of use,
followed by social and political contexts. Results highlighted the pivotal role of media
in awareness and regulation, in addition to the need for technical monitoring and
strict legal frameworks. The study recommends strengthening digital media literacy,
establishing national monitoring units, and fostering specialized scientific research
to counter these challenges.

Keywords: Deepfake, Artificial Intelligence, Social Risks, National Security, Digital
Media Literacy.
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