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Abstract

This research aims to address the challenges associated with cyber
insurance pricing in an environment characterized by incomplete information
by developing an actuarial model based on probabilistic algebra. The
proposed model relies on a mathematical formulation that incorporates the
expected loss, standard deviation, and a risk—adjustment coefficient
representing the degree of risk tolerance. The model's robustness was
evaluated using advanced techniques such as sensitivity analysis to ensure
the stability of pricing outcomes across different scenarios. The results
demonstrated that the proposed model offers a more accurate and realistic
mechanism for premium estimation, enhancing insurers' ability to manage
uncertain  risks. Moreover, the study provides methodological
recommendations for researchers and practitioners, emphasizing the
importance of improving the quality of cyber risk databases and developing
cyber risk indicators to support pricing strategies and ensure the
sustainability of the insurance market amid growing threats. The research
also opens new avenues for future studies that integrate artificial intelligence

with actuarial models to enhance the performance of the insurance sector.

Keywords: Cyber insurance pricing, probabilistic algebra, actuarial models,
sensitivity analysis, incomplete information, cybersecurity, cyber data

systems, artificial intelligence.
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#[1] Inputs

F_i=.. #Frequency of cyber incidents per year

S i=... #Expected loss severity per incident (EGP)

D_i=... # Vulnerability coefficient (0 to 1)

C i=.. #Coveragetype (1= Limited, 2 =Moderate, 3 = Comprehensive)

# [2] Weight function w(C_i, D_i)
def weight_function(C, D):
if C==1:
return 0.9 + D
elif C==2:
return 0.8 + D
elif C==3:
return 0.6 + D
else:
return 1.0
w_i = weight_function(C_i, D_i)
# [3] Expected annual loss
E L=F_i*S_i*w_i
# [4] Risk loading parameters
alpha = ...
beta = ...
gamma = ...
# [5] Risk measures
Var_L=...
CVaR_L=...
# [6] Annual premium calculation
P=E_L +alpha * Var_L + beta * CVaR_L
# [7] Output
print("Expected annual loss E[L]:", round(E_L, 2), "EGP")
print("Final premium P:", round(P, 2), "EGP")
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