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ABSTRACT 

The paper introduces a quantum key distribution (QKD) scheme which generates 6-bits per 

each transmitted photon. The efficiency of our protocol is 100% like quantum dense key 

distribution but with 6 bits per photon instead of 4-bits per photon. The proposed protocol 

improves the efficiency of BB84 and the biased BB84 which use 1-bit per photon.  
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1. Introduction 

   QKD is one of the most developed applications of quantum information theory. It is 

based on the properties of quantum states and allows two parties separated by a distance to 

generate a shared secret key based on the laws of quantum mechanics. 

   QKD using entangled photons has been demonstrated in a range of experiments in the 

literature. Polarization entangled pairs of photons were used as an approximation of a 

conditional single photon source in the single qubit BB84 protocol [1]. They were also 

applied to protocols like the Ekert protocol [2] where both photons are used for the key 

transmission [1] or the “six state protocol” [3]. Another class of experiments uses phase 

encoding [4], energy‐time entanglement [5] or the SARG protocol [6] based on time bin 

qubits instead of polarization entanglement. QKD via fibers was recently demonstrated 

beyond 100 km distance with qubit‐error rates (QBER) of 8.9 % [7] and 5 % [8] 

respectively. An overview of methods and techniques in QKD can be found in [9] and [10].  

   Many OKD schemes were proposed based on quantum mechanics, which provide the 

unconditional security rather than computational hard problems used in classical 

cryptography. Some of the QKD schemes used a single polarized photon such as BB84 and 

the biased BB84 are based on the entanglement systems [11]. The advantage of using 

single polarized photon is the ease of implementation, but its efficiency is limited. The 

term efficiency is measured as Bs/(Ba + Ps) [12] where Bs is the number of shared bits, Ba 

the number of announced bits and Ps is the number of sent photons. The entangled pair 

systems provide a 100% efficiency but with more complexities and difficulties of 

implementations. In this paper, we use the idea introduced in [12] which implemented the 

polarized photon with increasing the efficiency to 100%. It generated 4 bits per photon. 

Here we generate 6-bits per photon and maintain the same efficiency at 100%.  

The proposed protocol (like [12]) improves the efficiency of BB84 [13] (25%) and the 

biased BB84 (50%). The first quantum dense key distribution (QDKD) protocol introduced 

in [11] utilized 2-bit per photon but with two entangled photons. Our protocol is based on a 
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single polarized photon, polarization is simpler and easier to implement (using Faraday 

rotators) rather than entanglement which is more complex and difficult for implementation. 

The efficiency of entanglement systems can be enhanced to 100% but the hardware is 

complex to implement [12]. The polarized photon systems provide a limited efficiency. 

2. Efficient QKD schemes 

2.1. BB84  

Two users Alice and Bob randomly choose from Rectilinear (R) and Diagonal (D) basis 

[10]. After transmission over quantum channel, Alice and Bob share their bases through 

the public channel and discard the wrong bases they used [2]. The single photon may be 

polarized with four states:  

.,, cpcp landrvh  

- Polarization state )( vorh in R-basis reveals “1” (or “0”).  

- Polarization state )( cpcp lorr in D-basis reveals “1” (or “0”).  

The BB84’s Efficiency is defined in [12] as  

PsBa

Bs


                                                                                                                       (1) 

where:  

 Bs = number of shared bits.  

 Ba = number of announced bits.  

 Ps = number of sent photons 

For BB84 protocol, efficiency is equal to:  

%25
11

5.0



  

 

2.2. Biased BB84 protocol 

Bases are chosen with a biased probability as follow:  

R-basis is chosen with probability p. 

D-basis is chosen with probability 1-p, where 0 .
2

1
 p  

Biased BB84_Efficiecny [14] is:  

11

)1( 22





pp                                                                                                              (2) 

%50 , when   p approaches 0 and  

 25%, when   p= 0.5 like the ordinary BB84.  
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2.3. Quantum Dense Coding (QDC) 

Bennett and Wiesner [15] proposed a quantum dense coding protocol which can bring two 

information bits per photon using entangled Bell-states as follow:  

]0110[
2

1
212112                                                                                        (3) 

]0110[
2

1
212112                                                                                        (4) 

]1100[
2

1
212112                                                                                         (5) 

]1100[
2

1
212112                                                                                         (6) 

Operation can be stated as follow:  

1- Alice and Bob obtain one particle from the entangled pair in the initial state 

.12

  

2- Bob performs one of four operations on his particle: 

)00(1212 operationIdentity    

)01(1212 flipBit    

)10(1212 flipPhase    

)11(1212 flipphaseandbitBoth    

3- Alice encodes the last four operations as 00, 01, 10, and 11 respectively.  

 

The QDC Efficiency is equal to %100
20

2



 , since no announced bits and there are 

two used entangled photons.  

2.4. Quantum Dense Key Distribution using entangled photon pair (QDKD) 

The protocol of QDC is adopted for QDKD protocol as follow [15]:  

Only two states are used: 


12  and 


12  (identity and phase flip), and define two 

operations as following:  
  1212: ou  Identity (0)  
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  1212:1 u  Phase flip (1) 

Alice makes one of the two transformations on the particle and announces measurement 

result 0 or 1 while Bob measures the particle according to the table (1). If Bob measures 

the state 


12  and he makes uo according to the above table he can predict that Alice 

makes uo, then they share (00) (so do Alice) and so on. Alice and Bob can share two 

information bits from their mutual operations (uo: “1”, u1: “0”). So, the efficiency of 

QDKD-Entangled Photons Protocol is equal to %100
11

2



   

                               Table 1. 

Bob / Alice uo u1 

uo 
12  


12  

u1 
12  


12  

3. QDKD protocol using single polarized photon 

Bennett [12] combines the concept of QDKD-Entangled photons and the single polarized 

photon (Biased BB84) in order to achieve high efficiency with simple implementation. The 

four polarized operations on a single photon are defined as:  

uoo: Polarizes the photon with 0
0
 

uo1: Polarizes the photon with 45
0
 

u10: Polarizes the photon with 90
0
 

u11: Polarizes the photon with 135
0
 

- Thus four photon polarization states are used and  

Polarization states h  and v  in the R-basis and Polarization states 
cpr  and 

cpl  in the D-basis  

- Alice and Bob uses the operation uo1 and u10 with probability (
2

p
), while the 

operation 00u  and  11u  with probability of 





 

2

1 p
,  where

2

1
0  p  . 

The QDKD – polarized photon protocol can be described as the following steps:  

1- Alice prepares the photon in the state v  and h  with equal probability (state  ).  

2- Alice randomly polarizes the photon with one of the four operations: uoo, uo1, u1o 

and u11 and sends the photon to Bob.  
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3- Bob (doesn’t measure) polarizes the photon with one of the last mentioned four 
operations and sends the photon back to Alice .`  

4- Alice (A) randomly uses R-basis and D-basis to measure the photon and 

announces the result as follow:  

If 
oo

or1800`     Alice announces 00 

If 
oo

or 22545`     Alice announces 01 

If 
oo

or 27090`     Alice announces 10 

If 
oo

or 315135`     Alice announces 11 

5- Bob (B) announces the basis bit “1” (for 1o
 or 90

o) and “0” (for 45o
 or 135

o
).  

6- Alice makes response “Y” for right base she chooses and “N” for wrong base.  
7- According to table (2), Alice and Bob can share four information bits from their own 

operations and announcements:  

              Table 2. 

Bob / 

Alice 

uoo uo1 u11 u10 

uoo 00 01 10 11 

uo1 01 10 11 00 

u11 10 11 00 01 

u10 11 00 01 10 

3.1. QDKD protocol using single polarized photon example 

Initially, Alice generates h  polarized photon (  =0
o
), and makes uo1 (polarization with 

45
o
) (the state in

cpr ) then, send it to Bob. Bob makes u11 on the photon (
o135`  ) 

and sends it back to Alice.  Alice measures the photon say in the D-basis and calculates 

`   ` -  = 135
o
-0

o
 = 135

o
 then, announces “00”. Bob announces the basis bit 

“1” because he was making u11 (90
o
). Alice knows from Bob announcement that he had 

made 0
o
 or 90

o
 while the photon was sent at 45

o
 or 135

o
 i.e. in the D-basis thus, Alice was 

making the right measurement, then respond with “Y”. Alice now records “10” (from his 
operation u01) and according to the above table, Alice can know that Bob makes u11 then 

record “00”, finally, Alice now share four information bits “1000”. For Bob, he knows his 

own operation u11 and Alice announcement “00”, return to the above table, he found that 
Alice makes u01 then record the four shared bits “1000”.  
If Alice chooses the R-bases and announce “00”, Bob will announce a basis bit “1” 
because he made 90

o
, when Alice reads this bit, Alice knows that Bob made 0

o
 or 90

o
 while 

Alice send the photon at 45
o
 this means that the photon was at 45

o
 or 135

o
 and the correct 

base was D-basis, then respond with “N” to discard this bit.  
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Finally, Alice and Bob can share four information bits per photon [12]. The efficiency of 

The QDKD-Polarized Protocol [12] is given as:  

13

))1(3)1((4 23





ppp                                                                                         (7) 

and there are two cases according to the value of p. 

 

Case 1:  

%100 , when p approaches to 0, and  

Case 2:  

 %50 , when p=0.5  

4. The proposed 6-bit per photon QKD protocol 

Alice and Bob use one of eight operations as following steps: 

u000: Polarizes the photon with 0
o
 or 180

o
 

u001: Polarizes the photon with 22.5
o
 or 202.5

o
 

u011: Polarizes the photon with 45
o
 or 225

o
 

u010: Polarizes the photon with 67.5
o
 or 247.5

o
 

u100: Polarizes the photon with 90
o
 or 270

o
 

u101: Polarizes the photon with 112.5
o
 or 292.5

o
 

u111: Polarizes the photon with 135
o
 or 315

o
 

u110: Polarizes the photon with 157.5
o
 or 337.5

o
 

Alice and Bob used four Bases: B0, B1, B2, and B3 with equal probabilities (25%), where 

these four bases are the entangled Bell states of four unitary operations on qubit [12]. 

The steps are as the following:  

1- Alice generated at random vertically and horizontally polarized photons with equal 

probability 120   h  ( 4 .  

2- Alice performs one of the eights polarization angles u000 to   u111.  

3- Alice sends the photon to Bob.  

4- Bob (doesn’t measure) performs one of the eights operations u000 to   u111 (  .  

5- Bob sends the photon back to Alice.  

6- Alice measure in 4-basis B0 , B1 , B2 , or B3 with equal probability (25% for each), and 

record the phase difference  `  as following:  

0001800`  announceor
oo

0015.2025,22`  announceor
oo   01022545  announceor

oo
 

0115.2475.67  announceor
oo

 

10027090  announceor
oo
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1015.2925.112  announceor
oo 110315135  announceor

oo

1115.3375.157  announceor
oo

 

7- B announces (00) gf he did 0
o
 / 90

o
 

     (01) gf he did 22.5
o
 / 12.5

o
  

     (10) gf he did 45
o
 / 135

o
 

     (11) gf he did 67.5
o
 / 157.5

o
 

8- Alice compares his measures and B announcement and makes response with “0”   

correct Base.  “N”   Wrong base.  Finally, Alice and Bob can share 6-bits per 

photon according to table (3)  

   Comparison among the proposed protocol and other previous protocols are summarized 

in table (4). 

The proposed protocol allows the generation of secure cryptographic keys using only 

one travelling-qubit for two bit of classical information [16]. The QKD system is capable 

of continuous and autonomous operation, and generating secret keys in real time [17].  

5. Examples for 6-bit per photon QKD protocol 

5.1. Example 1 

1- Alice generates 0 h   

2- A’s operation   u000 0 

3- After operation   in B0
 
base  

4- B’s operation   u101 (112.5
o
)  

5- After operation   lies in (B1)  

6- A choose say (B1) with 25%, and others with 75.  

7- A measures   ` = 
o5.12 , so that A announces (101)  

8- B announce (01) (112.5
o
 01  

9- A’s response = “y”  
   10- Shared bits u000, u101.  

Sharing [000 101]  

5.2. Example 2 

1- A generates oh    

2- A’s operation    u010   67.5
o 
  

3- After operation      at B3 base  

4- B’s operation    u110   (157.5
o
) 

5- After operation    `    225
o
          Lies at B1 base.  

6- A choose at random say B3 with 25%.  
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Alice /Bob  u000 u001 u011 u010 u100 u101 u111 u110 

u000 000 001 010 011 100 101 110 111 

u001 001 010 011 100 101 110 111 000 

u011 010  011 100 101 110 111 000 001 

u010 011 100 101 110 111 000 001 010 

u100 100 101 110 111 000 001 010 011 

u101 101 110 111 000 001 010 011 100 

u111 110 111 000 001 010 011 100 101 

u110 111 000 001 010 011 100 101 110  

 

QKD protocol / Measure  BB84 Biased BB84 QDKD 

(Entangled)  

QDKD 

(Polarized) 

Proposed 

QDKD 

Efficiency    25% 50% 100% 

100% (P=0) 50% (p= )
2

1
 

100% 

No. of  bits per photon  1 1 2 4 6 

Complexity  Simple  Simple  Complex  Simple  Simple  

 

7- A measure  
o225`   , so that the 010announce  

8- B’s basis announce (00) (he did 057.5o
)  

9- A’s response = “N”  

10- Discard  100
15

6








PsBa

Bs  

Table 3. 

 

 

 

 

 

 

 

 

 

Table 4. 

 

 

 

 

 

 

 

6. Conclusions 

The paper proposes a protocol that embeds the main advantages of two quantum 

communication applications, namely QKD and QDC. The quantum dense key distribution 

is presented with 6-bits per photon instead of 4-bits per photon with efficiency 100 %.  The 

proposed system was proven and illustrated with two examples and can be used for 

continuous and autonomous operation. 
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ستخدا استقط   ع ب قه م ح مست ط فت ك ل وت نيب ت ت   6  ف ل ف بت ل  

خص :ال  

تروني باستخدام  اقه ال فتاح مست  ا ل ك قه البحثيه تقدم بروت ت مرسل حيث  6ه ال ل ف بت ل
ستخدم ال  ظام ال ن مع استخدام 011تصل كفاء ال ثف ول تروني ال  6% مثل مفتاح مست الطاقه اال

ئي.  4بت بدا من  ت ض ل ف ظاميبت ل قدم يحسن كفاء ال ك ال ا  BB84ن البروت رافق له اي و ال
ئي. 0ال يستخدم  ت ض ل ف  بت ل
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