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Abstract
Undoubtedly failure to ensure proper security protection
when using cloud services can ultimately lead to higher
costs and potential losses of business and thus eliminate
any potential benefits from cloud computing.
The aim of this research is to provide a practical reference
to help IT companies in Egypt and business decision mak-
ers analyze the security implications of cloud computing
on their business. The search included a list of steps, along
with guidance and strategies, designed to help these deci-
sion makers evaluate and compare safety offerings of dif-
ferent cloud providers in key areas.
When thinking about moving to cloud computing, custom-
ers must have a clear understanding of the potential se-
curity benefits and risks associated with cloud computing,
and develop realistic expectations with their cloud pro-
vider.
Keywords: Cloud Computing, Services Level Agreement,
Security, Information Technology, Egyptian Companies

1-Introduction

Cloud Computing technology availability has become
a fact in all lover the world, also it has become a fact in
Egyptians it community since 2010.
This study explains the cloud computing types, advantage
and its advantages, benefits and risks, some problems and

solutions, security aspects and the most important ele-

ment: services level agreement (SLA). Also the study in-
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troduces a proposed framework for security aspect of CC .
Hoping that this study will help all interested community,
especially in Egypt for better understanding awareness for
this new trend, it may also help in pushing opening a great
cloud market in Egypt, as well as speeding awareness of
all aspects of cloud computing technology system, and
dealing with its resources.

These resources can be dynamically configured and ad-
justed to a level that allows the user and the provider for
the optimal utilization of resources. We are usually ex-
ploiting this gathering of resources by payment model ver-
sus use that offer full guarantees of any prior infrastructure
provider. It must be obvious about security issues, before
sensitive data, that it is important for cloud applications
and transfer.

Cloud computing (CC) is a style of computing that deliv-
ers scalable functionality and flexible IT as a service to
external customers using Internet technologies. It is not
a revolutionary idea. Instead, it is an evolutionary con-
cept that combines different existing technologies to pro-
vide new useful concepts for using existing technologies
to outsource IT tool. Cloud computing (CC) can be seen
to 3 layers, infrastructure-as-a service (IAAS), Platform-
as-a-service (PaaS), and software-as-a-service. Some
examples of security issues and securing the physical
network and servers, secure data storage, transfer, the
cloud of integrity, accountability, flooding attacks, privacy
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and identity, authentication, browser security, and access
management.

CC creates a Service Level Agreement (SLA), which is a
contract between the user and the provider on the basis
of legal liability and existing standards and addresses the
unique challenges in the field of information technology
legal liability standards. SLA emphasizes individuals and
companies that leased the service that the cloud is a safe
place for economic data. Thus, the Standard Service Level
Agreement (SLA) that includes a «Bill of Rights» should be
introduced.

Often using the default cloud computing for the exchange
of resources and can provide the level of service to meet
the client>s quality of service (QoS) requirements. It is a
hidden infrastructure detail that shows «Cloud» to the user
as a single point of access to infrastructure.

The cloud is the beginning of the term that used to refer
to the Internet and network systems where it was decided
that the initial fee for the cloud is used to represent the
transfer of data to the final position centers on the other
side of the cloud.

The idea, as is the case when services through programs,
«John McCarthy,» a professor at Stanford University this
idea, saying that «may regulate computing to a public
become services in one day», where he saw that it was
possible to perform the time - sharing technology (time-
sharing) to the future in terms of energy sold computing
applications even as a service through a business model,
and pointed out that the idea is already popular in the late
sixties, but faded in the mid-seventies when it became
abundantly clear that modern technology related to the
field of IT is able to maintain this kind of future computing.
But the idea has recently returned to become a common
term in technological departments and institutions at the
present time.

Emerged (CC (once again as one of the computing meth-
ods, which is to provide computing resources as services,
and allows users to access the via the Internet (Cloud),
without the need to acquire knowledge or experience, or
even control of the infrastructure that supports these ser-
vices.

As for the platforms of CC not work Amazon match EC2,
Microsoft Azure Services Platform, Google App Engine,
which give many companies the flexibility to access the
necessary computing resources, and contribute to the re-
duction of the infrastructure of the emerging companies
costs, but reliable is not without its problems, Many users

raise issues such as privacy, security, etc ... when there
is talk about the «cloud.» So there is a growing interest
in open source and cloud computing tools, which enable
companies to build and customize computing «pull» to
work alongside the most powerful business solutions.

2-Research Goals and Objectives
The main objective is to propose and achieve the stan-
dards from the standpoint of the security aspects of the
agreements and the level of service for the adoption of CC
in Egypt.
It aims to achieve the following objectives:
1. Intensive study covering the last CC applications cen-
tered in Egypt.
2. Current studies analysis of the use of CC services in
Egypt.
3. Propose criteria for the adoption of CC in Egypt, which
includes security issues.
Needs to be clear regarding the following:
» Leverage appropriate existing standards and to develop
CC standards where gaps exist.
* How to make the balance between the benefits and risks,
how to judge the legal issues which arise, and how con-
tracts can maximize the advantages and minimize the dis-
advantages are other main objectives of the research.
* How to propose and analyze forecasts on the cloud which
will greatly assist in making sure that the order to choose a
cloud meets business objectives customers.
Therefore, the main aim of this research is to improve the
understanding of SLA related practice and contents in C.C,
rather than testing or confirming hypotheses involving spe-
cific research constructs.

3 -Research Questions
We will try to answer the following questions:
1. What is CC and what are the advantage and disadvan-
tage of CC?
2. How to keep the balance between advantage and dis-
advantage of CC?
3. What is services level agreement? And what should be
standardized?
4. What are security problem and its solution?
5. What are security aspects in CC?
6. What is the proposed frame work for security aspects
of cc?

4- Importance of research:
The importance of research lies in the attention of com-
panies and government to deploy CC technique in Egypt
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and through this conference which was held recently, and - SLA Question fromQ1-Q7
the most prominent event cloud week end conference, at - COst Questions from Q08-Q14,
Smart Village 16-17-May 2015 , Business Connect2014 - Availability Questions from Q15-Q16,

conference events with a company IBM to introduce a - 1echnical Support Questions from Q17-Q19, and
- Security Questions from Q20-Q26

Table 1: Result of the questionnaire 2 Questions.

whole new technological solution to protect the institutions
data network CC. And the emphasis on the importance of

) ) ) Variabl Strongly agree Agree Meutral Disagree Strongly disagree
cC technology, and glant databases and its role in govern- arasle Frequency | Percent | Frequency | Percent | Frequency | Percent | Frequency | Percent | Frequency | Percent
Ql 18 47.40 12 3160 2 5.30 0 0 0 ]
ment performance and the development of secure data. @ m 289 m 95 N 105 3 530 o o
R . . . . [0}] 7 184 18 474 1] 158 1 26 0 0
It is important to study the unclear legislative issues which = 3 1 Ty oy 5 5 o 5 B r
R H [+}] 5 132 19 50 5 13.2 3 79 0 0
come as a consequence of the dynamic handling of the @ . T o : r ; = . v
cloud and its scalability. Cloud computing is a fundamental L 15| M1 3 85 s 17.6 3 88 0 L
[+ 17 50 9 265 5 14.7 1 29 0 0
shift in IT as it enables IT system to be scalable and elas- e 10 | 204 Y 50 4 18 1 29 0 0
. . . 010 6 176 1 382 6 176 6 176 1 29
tic. End users do not need to determine their exact comput- il 5 vs | 12 | .2 3 17.6 3 17.6 1 29
. . Q12 [ 176 16 471 7 20.6 3 88 0 [
Ing resource requ"ements upfront' Q13 4 118 20 588 4 11.8 3 838 1 19
The contract an organization will have with its (CCSP) shall :i: 1: ::; :;' i;i ; z: 2 :i g g
be a key tool to help reduce its legal risks. ;ﬁu ‘: iji E :;: : iéz i flsg ': 2';5
Q18 5 147 20 588 5 14.7 2 59 0 0
5-Meth°d°|°gy Q19 15 44.1 2 235 6 17.6 3 88 [ 0
B . Q0 17 50 9 265 5 14.7 1 29 0 0
The methodology that was followed in this research o o The T - " s . e 5 5
describes and discusses the research methods used for |22 s 176 | 18 | 382 i 176 s L) 1 =
Q23 [ 176 13 38.2 6 17.6 6 17.6 1 29
implementation. It begins with a description of the existing 024 6 176 16 411 7 206 3 88 0 0
) Q25 4 118 20 58.8 4 118 3 88 1 29
phenomena of CC. as well as the research design and ap- 026 5| a1 3 215 3 17.6 3 88 0 0
proach, then, the discussion of the review of the literature.
Strongly agree

This is followed by an explanation of the operations of

the experimental data collection and data analysis. Final-

ly, the last section contains a summary of the methodology.

6-Research Evaluation Questionnaires and Results

of Analysis:
As the concept of CC has become one of the most impor-

tant topics of discussion in the industry during the last pe-
riod, therefore, the focus of this study will be to discuss

this concept and the most important charge of it, and its Agree

effects on small and medium-sized companies in develop-
ing countries in general, and Egypt in particular in addition
to the risks and challenges facing the transformation study,
this new concept for the management of IT that came to
know to see workers in data centers about their knowledge
of CC and the benefits that accrue to the benefit of CC has
been distributed to a number (32) of Forms. The general

Figure (2)

questionnaire constitutes of only 9 questions of general Neutral

nature regarding Egyptian companies that are being sur- 100
80

veyed. Appendix 2 constitutes 26 questions as related to

60
SLA, Cost, Availability, Technical Support, and Security.

40
Both appendices are being shown at the end of this paper. 20

The Questionnaire 2 related to SLA, Cost, Availability, °
Technical Support, and Security has been analyzed ac-

Q16
Q17
Q18
Q19
Q20
Q21
Q22
Q23
Q24
Q25
Q26

cording to the followings: Figure (3)
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Figure ()
The Total variable of the Questions analysis are being in-
dicated in the following table No. 2

Table (2) The Total variables

Variables Reliability coefficient Validity coefficient
Tech. Support 0.942 0.970

Available 0.901 0.949

SLA 0.947 0972

COST 0.970 0.984

Security 0.973 0.986

All questions 0.986 0.992

The Main Results:
From figure (1),figure (2), figure (3), figure (4),figure(5) it is
clear that:-

a high level of Reliability and Validity every variable has
Reliability coefficients greater than 90%,where the mini-
mum Reliability coefficient we need is 60% ,so is the Reli-
ability coefficient for all questions.
These same results are for Validity, where all Validity coef-
ficients are greater than 90%, so is the Validity coefficient
for all questions.
This technique provides a survey of the statistical study of
the extent of knowledge and understanding of cloud com-
puting and applied to Businesses, government and indi-
viduals.
In this paper the researcher presented, a survey of a sam-
ple of the views of those interested in the field of CC and
percentage of opinions.

7. Conclusion
Doing this research , the researcher answered the re-
search questions related to the questionnaire (2) It was
concluded that there are great obstacles like trust and re-
liance faces the service providers .In order to succeed in

fulfilling all aspects of security , and attract more clients
to use their services, great companies ( service provid-
ers) should overcome all these obstacles through some
solutions: SLA and equivalent agreements should be intro-
duced to control security of Data.

» SLA should be completed, upgrading and improving it-
self all the time.

» A respected and trust worthy valid international institu-
tions (companies) should be untied instead of competing to
reach the most reliable privacy policy in security.

» Companies must support the technologies and techni-
cians to protect customer's application.

» Various providers should be available, so the customers
can choose the best or favorites easily and confidently.

* Providers should seek, follow and ensure ISO/LEC2007
series of standard.

* All security agreements should be standardized

8. Future Work

For future work, we would like to go further in this topic, it
will be really interesting to try to find and develop some
secure application with Google APPS, or any other search
engines.

In fact CC has the potential to become ornament safe and
economically viable in the future of IT. We need much more
technical and non-technical solutions to make the technol-
ogy work and become more secure in our company. The
concepts and some of the security aspects of cloud com-
puting, we need more of the amendment here. Therefore, in
the future we want to do more work in the area of security
for the CC model as well as the security issues of privacy
and the protection are the main challenges.

We propose in the future a set of management and protec-
tion of privacy frameworks unified identity across applica-
tions or cloud computing services. And audit data to the
owners when they have access to the Data.

9- Recommendations

Companies need to know the options available to them and
how they will deal with the cloud service provider of re-
cords management, in some cases, such dealing with the
cloud service model to provide software as a service may
be the integration of data retention and destruction with the
offer provided by the service provider.

It should be on IT departments in companies to cooperate
with the departments of Legal Affairs to identify the instruc-
tions and guidance on the extent of different cloud storage
in many providers offer e-mail services software - also
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based on the development of policies for the service to de-
lete e - mail messages after a full year.

In other cases, it is possible to keep the data through back-
up management software for companies, when evaluating
cloud computing services, it is important to ask about the
tools provided by the cloud service provider.

In some cases, the company will be able to use a combina-
tion of internal and external tools to facilitate the search
for data identified. Also companies should face the multiple
security threats like: Hijacking, loss of Governance or con-
trol or possibility of Data loss or leakage.

In another case when data is transferred to the cloud ser-
vices, for example, you can change the ownership of the
data and whether the company»s rights in the various Data
stored on the cloud service from those stored internally on
its organs, so how can we evolutes and make sure of se-
curity aspects?

This process has become more complex when dealing
with stored data on cloud services, and it requires pains-
taking effort before the signing of an additional contract
with the cloud service provider.

Companies that you know whether you should re-locate
data to the client in order to implement a legal or retain
control, or is it possible to carry out legal processes Re-
member Me while they are in the cloud service. In addition,
make sure the client not to take the cloud service provider
from any action that would lead to the so - called tampering
or destruction of evidence, which leads to the imposition of
sanctions and the legal consequences resulting serious.
Companies should be careful and cautious before the
transfer of sensitive data to the cloud service because they
may be affected by a harsh manner, Study sufficient to miti-
gate the risks of cloud services.

And we expect service providers to focus:

First: on reducing crashes common service during the ap-
plication of policies and procedures to minimize the risk
of privacy.

Second: protection, it is imperative that IT departments
check the risk of transfer of data to the cloud services, at
the same time, the share of small and large companies in
the responsibility for ensuring the solution to all areas of
interest and concern to ensure that the transition to a cloud
service trade benefits and aggravate the burdens and legal
responsibilities.

The development and formulation of service level agree-
ments essential must be part of any negotiations with

the cloud service provider. It must be clear rules on Data

stored on the cloud service.

At the end, the last words, we can say that this newly ap-
peared technology can be successful and well Spread in
future, only if the providers of the services with the help of
Governments make the necessary security Agreements,
so that all right will be reserved For all parties .

List of Abbreviations& Definitions

NO | Abbreviations Meaning

1 Clowd S1LAs Documented agreement between the cloud service provider and cloud
service customer that identifies services and cloud service level
objectives (SLOs).

2 cC Cloud Computing:
A paradigm for enabling network access to a scalable and elastic pool
of shareable physical or virtual resources with self-service
provisioning and administration on-demand.
Examples of resources include servers, operating systems, networks,
software, applications, and storage equipment.

3 ISMS Information Security Management Systems

4 Information preservation of confidentiality, integrity and availability of

Security information; in addition, other properties, such as authenticity,

accountability, non-repudiation, and reliability can also be involved

5 IS0 27001 The goal
- Provide the standard for Information Security Management Systems
Consists of 11 control sections, 39 control objectives, and 133
controls
- Provide the base for third-party recognition
ISO 27001 Registrations/Certifications demonstrate conformance to
the standard

6 SLA service level agreement

7 SLR Systematic Literature Review methodology

8 SMEs Small and Medium Enterprises

9 SLM Services level Management
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Appendix (1) General Questionnaire
Questionnaire:
1- Enter the name for your enterprise?
2- Enter the website for your enterprise?
1- Government and nonprofits
2- advertising / marketing /media
3- Travel and leisure
4- Healthcare
5 -other type
3- What is size of the enterprise you represent?
1- 10-49 employees (small enterprise)
2- 50-250 employees(medium enterprise)
3- Over 250 employees (medium enterprise
4- What is profile job title ?
1-1T
2-NOIT
5- Which solutions does your enterprise use ?
1- Public cloud computing
2- Private cloud computing
3-Hybrid cloud computing
6- Which types of services are applied in enterprise ?
1- Saas software-as-a services

2- Paas platform as a services
3- laas infrastructure as a services
4- Security services in the cloud
5-  Other
7- Which cloud providers are you dealing with ?
1- Amazon
2- Google
3- IBM
4- Microsoft
5- Rackspace
Other type
8 -what are the key barriers in cloud computing at enter-
prise ?
1- Security
2- Confidentiality
3- Cost
4- Internet speed
Other
9- Who wrote the SLA?
1-service provider
2 - Customer
3 -both
4 - Third party... Specify
5- Other type
Appendix (2) Questions concerning SLA, Cost, Availability,
Technical Support and Security

SLA Questions:

Q1: SLA is one of the most important criteria you have to
use in evaluating cloud computing services.

1- Strongly agree, 2- Agree, 3- Neutral, 4- Disagree, 5-
Strongly. Disagree
Q2: The SLA provides a list of all services provided by the
cloud provider with a full definition of each services

1- Strongly agree, 2- Agree, 3- Neutral, 4- Disagree, 5-
Strongly disagree
Q3: You are satisfied with the achievement of security con-
dition mentioned in the SLA .

1- Strongly agree, 2- Agree, 3- Neutral, 4- Disagree, 5-
Strongly Disagree.
Q4: You are satisfied with the achievement of availability
condition mentioned in the SLA.

1- Strongly Agree, 2- Agree, 3- Neutral, 4- Disagree, 5-
Strongly Disagree.
Q5: You are satisfied with the achievement of support con-
dition mentioned in the SLA .

1- Strongly Agree, 2- Agree,, 3- Neutral, 4- Disagree,
5- Strongly Disagree>
Q6: You are satisfied with the achievement of cost condi-
tion mentioned in the SLA .

1- Strongly Agree, 2- Agree, 3- Neutral, 4- Disagree, 5-
Strongly Disagree.
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Q7: Is the user informed and aware of SLA and knowledge
of the rights and the obligations between the parties.

1- Strongly Agree, 2- Agree, 3- Neutral, 4- Disagree, 5-
Strongly Disagree

Cost Questios:
Q8: Cloud computing reduces capital expenses (like the
cost of Buying a data center in your enterprise.

1- Strongly agree 2- Agree 3- Neutral, 4- Disagree 5-
Strongly disagree
Q9: Cloud computing reduces cost of buying new software
licenses in your enterprise.

1- Strongly agree, 2- Agree, 3- Neutral , 4- Disagree,
5- Strongly disagree
Q10: The cloud elasticity reduces the cost of using cloud
computing

1- Strongly agree, 2- Agree, 3- Neutral, 4- Disagree 5-
Strongly disagree
Q11: The cloud provides complete security for sensitive
data.

1- Strongly agree, 2-Agree, 3- Neutral, 4- Disagree. 5-
Strongly Disagree
Q12: When using data backup service, the data is secured
enough.

1- Strongly Agree 2- Agree 3- Neutral 4- Disagree 5-
Strongly disagree
Q13: The connection used for data transmission is encrypt-
ed enough .

1- Strongly agree 2- Agree 3- Neutral 4- Disagree
5- Strongly disagree
Q14: The cloud protected enough all your data in case of
natural disasters.

1- Strongly agree 2- Agree 3- Neutral 4- Disagree 5-
Strongly disagree

Availability Questins
Q15: Your service level of availability is appropriate for the
nature of work and The type of used application in your
enterprise

1- Strongly agree 2- Agree 3- Neutral 4- Disagree 5-
Strongly Disagree.
Q16 Its schedule cloud services to consumers by service
providers affects in the Costs and benefits are challenges
of cloud

1- Strongly agree  2-Agree 3- Neutral 4- Disagree5-
Strongly disagree

Technical Support Questions
Q17: The diversity (in support channels ) has a big role in
the evaluation of the Cloud

1- Strongly agree 2- Agree 3- Neutral 4- Disagree
5-Strongly disagree
Q18: What are the support channels provided to your en-
terprise ?

1- Strongly agree
5-Strongly disagree
Q19: The level of support provided is suitable to nature of
work.

1- Strongly agree 2- Agre 3- Neutral 4-Disagre 5-Strongly
disagree

2- Agree 3- Neutral 4-Disagree

Security Questions
Q20: The cloud provides complete security for sensitive
data

1- Strongly agree, 2- Agree, 3- Neutral, 4-Disagree,
5-Strongly disagree.
Q21: When using data Backup service, the data is secured
enough.
1-Strongly agree
5-Strongly disagree
Q22: The connection used for data transmission is encrypt-
ed enough.
1-Strongly Agree, 2- Agree, 3- Neutral, 4-Disagree,
5-Strongly disagree
Q23: The cloud protects enough all your data in case of
natural disasters.
1-Strongly agree, 2- Agree, 3- Neutral, 4-Disagree,
5-Strongly Disagree.
Q24: The main security benefits of cloud computing are
the improved Security software mechanisms and security
maintenance.
1-Strongly Agree, 2- Agree, 3- Neutral, 4-Disagree,
5-Strongly Disagree.
Q25: Cloud providers have the capacity to develop more
sophisticated security software. In addition, cloud custom-
ers, especially of SaaS, do not have to care about the se-
curity maintenance as the entire maintenance is executed
by provider. Besides, they get the latest security software
updates automatically
1-Strongly Agree, 2- Agree, 3- Neutral, 4-Disagree,
5-Strongly Disagree.
Q26: Among the security benefits of cloud computing for
organizations are the lower financial security commit-
ments and faster data recovery. Cloud providers perform
data recovery much faster than companies that do not use

2- Agree 3- Neutral 4-Disagree

cloud services.

1-Strongly Agree, 2- Agree, 3- Neutral, 4-Disagree,
5-Strongly Disagree

Q27: From cloud computing security risk is the confidential
data and data loss. Organizations with which the confiden-
tial data does not host sensitive data in the cloud. These
organizations hide large companies and non-commercial
organizations.

1- Strongly agree 2- Agree 3- Neutral 4-Disagree
5-Strongly disagree
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