Journal of Engineering Sciences, Assiut Univer&ityl, 36, No. 6, pp.1513- 1522, November 2008

ENHANCED VERIFIER-BASED PASSWORD AUTHENTICATED
KEY AGREEMENT PROTOCOL FOR THREE-PARTIES

Dina Nabil Shaban, Maged H. Ibrahim and Zaki B.Nossair
Department of Electronics, Communications and CdersUEngineering,
Faculty of Engineering at Helwan, Helwan University
eng.dinanabil@yahoo.com, mhii72@yahoo.com, zna@sahoo.com

(Received August 21, 200&:ceptedOctober 15, 2008)

Most of password authenticated key agreement pottdaave focused on
the two-party setting where two communicating gar8hare a password.
However, in the two-party setting any user may viammommunicate with
other users who have not shared the same passworithis paper we

present an efficient verifier-based password auilcated key agreement
protocol for three-parties. In the three-party ssgteach user only shares
a password with a trusted server which authentie&te users and helps
the users with different passwords share a comnessien key. Our

proposed protocol is secure against several attasie provides perfect
forward secrecy.

KEYWORD: authentication, cryptanalysis, key agreement, wass,
three-party.

1. INTRODUCTION

To communicate securely over an insecure publiovordd, it is essential that secret
session keys be securely exchanged. The sharedrskeg may be subsequently used
to achieve some cryptographic goals such as caontfality or data integrity. In the
public-key based and symmetric-key based key agrremprotocols, a party has to
keep long random secret keys. However, it is diffifor a person to memorize a long
random string. Thus, a party uses an additionabg® device to keep the random
string. On the other hand, password-authenticaggdalgreement protocols allow two
or more specified parties to share a secret se&sipnising only a human-memorable
password. Password-authenticated key agreememicpistprovide a new and unique
way to authenticate parties and derive high-quatityptographic keys from low-
entropy passwords. Most of designs for passworlesniicated key agreement
protocols for two-party setting assume that the padies have a pre-shared password.
In this setting any user may want to communicatensdy with many other users who
have not shared the same password. If a user sha@ssword with the other user, the
number of passwords that the user has to memanigarly increases with the number
of possible partners. Password-authenticated kegeawent in the three-party setting
surmounts all the above mentioned problems. Inetpagty setting, each user only
shares a password with a trusted server. The trssterer authenticates two users and
helps the users with different passwords sharararam session key which means that
each user only has to share a single passwordthatirusted server. Consequently,
three-party password-authenticated key agreemetbgwis can limit the number of
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passwords that each user must memorize. Howeesetiver has to participate during
the protocol run to help the two users share dseksy.

Password-based authenticated key agreement prstoanl be classified into
two types of models according to the differenc&kmdwledge of a shared password
between each user and a server: symmetric and agyioifor verifier-based) models.
In a symmetric model, each user and a server @ssame knowledge related with a
password to authenticate each other. In a vefidsed model, each user has a
password; whereas a server has an image (calledifees) of the password which is
computed using a one-way function instead of tresyward itself.

If in a symmetric model the server is compromisad,adversary with the
server's password file can immediately masquerada lagitimate user by using the
password in the password file .This is called aveseicompromise problerfil5].
However in a verifier-based model a server hadfieesi of the passwords instead of
the passwords themselves, so the server comprotiaise not directly reveal the
passwords.

2. RELATED WORK

The well best-known protocol for key agreementhis Diffie-Hellman protocol [1],
which allows two parties to establish a sharedetdzy exchanging messages over an
insecure channel without the need for any prior momcation. However, the basic
Diffie-Hellman protocol has a weakness of possibén-in-the middle attack. To solve
this problem, many authenticated key agreemenbpotd using certificates [2] or pre-
shared secret passwords between two parties |,#gve been put forward over the
past years. Although two-party setting is quitefulstor client-server architectures, it
is not suitable for client-client architectures wh¢he two-party setting requires every
pair of communication entities to share a passwirés very inconvenient in key
agreement for large scale communication environséind avoid this inconvenience,
some three-party password-based authenticated dgeerment protocolfiave been
extensively studied in the last few yedrs 1995, Steiner et al. [9] proposed the first
three-party encrypted key exchange protocol (3PEKESed on Encrypted Key
Exchange called EKE [6]. In Steiner et al.’s pratpccalled STW-3PEKE, clients
share a password with a trusted server S only mvdhich S mediates between two
parties to allow their mutual authentication. Hoee\Ding and Horster [10] showed in
1995 that the STW-3PEKE is vulnerable to undetdetal-line password guessing
attacks. Lin et al. modified STW-3PEKE, named LSPEKE, by employing the
public-key cryptosystem to avoid the password gagssttack. In 2001, Lin et al. [11]
proposed a new encrypted key exchange protocokhi@e parties, called LSSH-
3PEKE, which is resistant to password guessingldtand does not require server's
public key.Recently, Sun et al. [12] proposed two improved BBBprotocols, called
SCH-3PEKE, respectively based on the passwordrenddrifier. A security weakness
of the SCH-3PEKE scheme was recently revealed lny &laal. [13]. Also Kulkarni et
al. [14] has proposed a three-party key agreemextogol in which each user stores
one way hash function of the password at the seatBer than storing the password
itself. Kulkarni et al.'s protocol is secure agaimsline and dictionary attacks.
However, as it will be shown in section 7, Kulkaetial.'s protocol is computationally
more expensive than our proposed protocol.
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3. MOTIVATION AND CONTRIBUTION
3.1. Motivation

Recently, Lu et al. [8] have proposed a modifiedtpeol to Kim et al.’s protocol [7]
which does not resist the off-line password guesattack. The Lu et al.'s protodsla
two-party setting forclient-client architecturesvhich require a shared password
between every pair of communicating entities arebséhwill increase the number of
passwords that the client has to memorigerefore, in this paper we introduce et
al.'s protocolin the three-party setting in which each clienéd® to memorize only
single password with trusted server.

3.1. Contribution

In order to limit the number of passwords that easbr needs to remember, in this
paper wepropose a new efficient verifier-based key agreeénmntocol for three
parties where each user only shares a password with stettuserver. The main
advantage of this solution is that it provides eadder with the capability of
communicating securely with other users in theeystvhile only requiring him to
remember a single password. This seems to be aremlistic scenario in practice than
the one in which users are expected to share rmilpsswordsin the proposed
protocol we assume that the server is honest bubdugy which means that, even
though the server is helping to establish a sedsegnbetween two users, the server
should not be able to gain any information on tldue of that session keyhe
proposed protocol can resist various attacks sagraasword guessing, replay attacks,
known-key attacks, and server compromise and peoxigerfect forward secrecy.

The remainder of this paper is organized as folldwsection 4, we describe
the model of the proposed protocol. In Section & present the proposed protocol. In
Section 6, we show security analysis of our pratolcoSection 7, we analyze of the
efficiency of the proposed protocol. Finally, Sent8 gives our conclusions.

4. THE MODEL

In the communication model there are three partdge, Bob (clients) and AS
(Authentication Server). Each client holds passwardvhile the AS does store a
verifier of the password in its database. All tlagifees are connecting over an insecure
public network but the verifier of the passwordsent to AS via a secure and
authenticated channel.

In the adversary model, we assume passive adveagaractive adversary. A
passive adversary is the adversary can eavesdropthen honest parties’
communication, but cannot actively modify it. Antige adversary is the adversary
that, in addition to eavesdropping, can insertetdsl, or arbitrarily modify messages
sent from one user to another.

5. OUR PROPOSED PROTOCOL

In this section, we present an efficient verifieisbd key agreement protocol for three
parties.
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In the proposed protocol, each client uses a met®i@assword, while the
server does store verifiers instead of plaintextheajent passwords to resist to server
compromise [15]. The proposed protocoshswn inFig.1.

5.1. Notations

The notations used in the proposed protocol arerithes! as follows:
A B, andS The identifiers of Alice, Bob, and AS.

Y A verifier that is computed from a passward
n Large prime number.

g Generator in the cyclic grafip.

H() One-way hash function.

5.2. The protocol.
5.2.1. Initialization Phase

For registering for AS, Alice and Bob respectiveljoose passwords, and zg,
compute verifierd/x= g " *S™ andVy= g " ® 5™, and then send,andVgto AS over
a secure channel then AS stoMsand Vg in a password's tabl&he registration
method is out-of-scope in the protocol design.

5.2.2. Session key agreement phase

Assume Alice wants to establish a session key Ritb.

1. Alice computesXy = g mod nby choosinga [k Z . and then send&, B andX,to
AS, similarly Bob computeXs= g’ modn by choosing £k Z', and send8, A andXg
to AS.

2. After receiving the messages from Alice and Bol, retrievesv, and Vg from a
password table, checks whetbxaror Xz equal toV, or Vg, if they hold, AS terminates
otherwise moves to the next step which is compyies (V)¢ mod nand

Xsg = (\/B)d modn by choosinge, d /& Z , and send¥sx, Xg to Alice andXsg , Xa to
Bob, respectively. While waiting for messages fralice and Bob, AS computes
Ks= (Xa)°= g*modn andKss= (Xg)® = g**modn.

3. After receiving the messages from AS and Bob, Aiomputedas = ((Xad'* )* =
(092 = g® modn andVas = H(A, B, S, Xa, Xa, Ksa 0) and send¥/,sto AS. Similarly,
after receiving the message from AS, Bob complites ((Xe9'= )° = (V)" =

g™ modn andVgs = H(A, B, S, Xa, Xs, Ksa 0)and send¥ssto AS

4. After receiving the messages from Alice and BoB,hecks whether

Vas= H(A, B, S Xa, Xz, Ksa 0) andVgs = H(A, B, S Xa, Xz, Ksp, 0) hold or not. If they
hold, AS is convinced that Alice and Bob are vakdha Then, ASomputes

Vsa= H(A, B, S Xa, Xg, Ksa 1) andVSB= H(A, B, S Xa, Xg, Ksp 1) and SendS/SAand
Vsgto Alice and Bob, respectively.
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Fig. 1. The proposed protocol.

5.2.3. Key computation Phase

After receiving the message from AS, Alice check=ther

Vsa= H(A, B, S Xa, Xg, Kas 1) holds or not. If they hold, Alice is convinced thmth
Bob and AS are validated. Similarly, after recejvthe message from AS, Bob checks
whetherVsg = H(A, B, S, Xa, Xg, Kgs, 1) holds or not. If they hold, Bob is convinced
that both Alice and AS are validated. Finally, Aliand Bob comput&g = (Xg)*=g™
mod n and Kga =(Xa)°=¢® mod n and then compute a common session key
K=H(AB,Kag) =H(A,B,Kg)= H(AB,S, g® modn), respectively. If they hold, Baob is
convinced that both Alice and AS are validated.
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Finally, Alice and Bob computas = (Xs)>=g™ modn and Kga =(Xa)"=g™

mod n and then compute a common session kKeH(AB,Kag) =H(AB,Kgp)=
H(AB,S, ¢® modn), respectively.

To enhance the efficiency of the prototd™ andV can be pre-computed by
each client before the protoawlns The proposed protocol needs message exchanges
of four rounds as follows:

(1) Alice — AS: {A, B, Xa}, Bob — AS: {B, A, Xg}, (2) AS — Alice: {Xsa Xg},
AS — Bob: {Xsg Xa}, (3) Alice — AS: {Vag, Bob — AS: {Vz4,
(4) AS— Alice: {Vsa, AS — Baob: {Vsg.

6. SECURITY ANALYSIS

First, suppose that all communications among theraeting parties is under the
control of an attacker, called Eve. That is, Eve mad the messages produced by the
parties, provide messages of her own to them, moaéfssages before they reach their
destination, delay messages or replay them, aneé mak instances of any parties.
The security of our protocol is based on the diftiz of the Discrete Logarithm
Problem (DLP) [16] and the Diffie-Hellman proble@HP) [1].

We analyze the security of our protocol with reg@rdeveral attacks.

1. Assume that after capturing the transmittedsagssA, Xa, B, Xg, Xsa Xsg Vas
Vgs, Vsa andVsg Eve directly tries to compute the passwords ostssion key of
the clients from them. However, it is computatidpahfeasible due to the
difficulty of DLP and DHP and the properties of omay hash function.

2. Assume that Eve tries to masquerade Alice dr. Biowever, AS can detect this
attack when verifying/as= H(A, B, S Xa, Xg, Ksa 0) or Vegs= H(A, B, S, X, X,
Ksg 0), because Eve cannot compute the vidligor Ksg due to not knowing their
correct passwords.

3. Assume that Eve tries to masquerade AS. Howewdice and Bob can
respectively detect this attack when verifyMg, = H(A, B, S Xa, Xg, Ksp 1) and
Vsg=H(A, B, S X, Xz, Ksg 1), because Eve cannot compute the vidliglandKgs
due to not knowing their correct verifiers.

4. Password guessing attacks succeed when thergieces of information in
communications that can be used to verify the ctmess of the guessed password.

4.1. On-line password guessing attacks: On-linesward guessing attacks are
detectable in the proposed protocol. If Eve trieshitain the password of Alice
or Bob, she shall use the guessed passwiqrdr 7' to computd’ 5 ort’s and
she need to verify her guess. As long as her gaegong she can be detected
by AS because Or/.\s?f Vas V'es# Ves.

4.2. Off-line password guessing attacks: Off-lp@ssword guessing attacks can be
avoided in our proposed protocol because Eve caabitainz, or zg from any
transmitted values due to the one-way hash funcbibdétP and DLP, therefore
she tries to guess  or 7' but because of the uncertainty afb and the
difficulty of solving the DLP she can not verifyhguess.

5. Perfect forward secrecy is provided in theaitn that even though passwords

are compromised, Eve cannot derive previous sedggs. To consider this,
suppose that Eve knowg or zz. Eve tries to find previous session keys from the
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information collected in past communication sessiddowever, it is infeasible
due to the difficulty of DLP and DHP and the prdpes of one-way hash
function.

6. For the protocol being secure against servaipcomise which means that an
attacker not being able to pose as a client dfteiserver is compromised. In the
proposed protocol, if AS is compromised, Eve magvi® two clients' verifiers
V= g " 5™ andVg= g "® $™ However, she cannot pose as the clients because
of not knowingta = H(A'S 7,) andtz =H(B,S, zg) being used in step 4. Therefore,
the proposed protocol is secure against server mnige.

7. The proposed protocol is secure against knosynattack since a session key is
constructed by ephemeral random numbers. Thateisvéilue ofa and b are
randomly and independently selected in each ses3ions, the compromised
session keys are not helpful for an adversary gsging other unknown session
keys.

8. For the protocol being secure against unknoeytdhare resilience means an
attacker not being able to trick a client to sharkey with him instead of the
wanted one. In the proposed protocol as londgsats, Va4 and Vp are safe not
compromised Eve can not trick Alice or Bob becao$eVasVes Which are
verified by AS and/spVsgWhich are verified by Alice and Bob.

9. No key control is provided in this protocol.Bbas the possibility to choose a
value b after receivingXa from Alice. The session key is computed by thehhas
value ofb and the received value from Alice. Finding a vadfib which gives the
wanted output from the hash function is considemdputationally infeasible.

10. The proposed protocol preventing the man-imatiddle attack. In this attack we
assume that the adversary Eve is a legitimate wber is registered with the
authentication server AS. The goal of adversaryigte share a session key with
Alice by masquerading as Bob and to share anothesian key with Bob by
masquerading as Alice. To achieve this goal, Ewedathe AS with her true
identity, while sitting in between the clients ahe server to intercept and inject
messages for her own sake. This attack can betddtbg AS because Eve can
trick AS that both Alice and Bob want to share a@sgen key with her,
respectively, but she can not modifys.svand Vs which are verified by AS,
because of both values are one-way hash functindscantain the identities A
and B anK,s /Kgswhich are computely ty / ts.

11. The proposed protocol is secure against tafleattack becausésa# Vasand
Vse# Vs SO that Eve can not intercept the messages freraghder (Alice or Bob
or AS) and sends them back to the sender in theepsequence.

7. EFFICIENCY ANALYSIS

In this section, we compare the proposed protodbl related verifier-based protocols.
Table 1 shows the comparison regarding with sewffadiency factors such as the
number of rounds, random numbers, exponentiaticasymmetric encryption/
decryption, symmetric encryption/decryption, andth&unctions.

As shown in Table 1, the proposed protocol, congbavith the related other
protocols, requires acceptable modular exponeatiatiomputations and does not
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require any encryption/decryption operation. Consadly, the comparison in Table 1
clearly indicates that the computation cost forhbparties and the server side is
comparatively light in the proposed protocol, maeothe scheme of SCH-3PEKE
[12] needs to obtain and validate the server'sipdiely which puts a burden on the
clients because the clients have to obtain, veaify keep safely the public key of the
server, while the proposed protocol requires céieonly to remember their own
passwords, This indicates that the proposed prbtscefficient and practically more
usable.

Table 1
Comparison with the related verifier-based protocol
Protocol Efficiency factors
Random Modular  Asym. Sym. Hash
Round no. EXxp. enc./de enc./de function
A BS ABS ABSABSAB S
Proposed 4, 112 334 000 000 334
protocol
K”"“’E‘{Z']eta" 7 122 334 000 334 334
SCH['l?’ZF]’EKE 4 113 224 112 220 000

On the other hand, when we come to security feathiee scheme of SCH-
3PEKE [12] is suffering from man-in- the middle aatk, insecure against unknown
key-share resilience and not providing a mutuahentication. While the proposed
protocol overcoming all of these weaknesses asabime analysis (Section 6) has
shown.

8. CONCLUSION

In this paper, we have proposed a new verifierd&eg agreement protocol for three-
party, which does not require server's public key tequires each client only to
remember a password. The proposed protocopreéventing various attacks and
provides the perfect forward secrecy. Besides, evatp with other related verifier-
based schemes, the proposed protocol not only needs rounds to perform the
protocol but also has considerably lower computaticcost and it is more secure.
Briefly, this paper proposes a secure and efficiestifier-based key agreement
protocol for three parties and practically usable.
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