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ABSTRACT

Recently, a lot of Biometric Authentication Systems (BAS) techniques for the purpose of security
in both industrial and academic organizations because it improves the authentication system's
usability by overcoming the existing difficulties of using passwords. Although of the rapid spread
of BAS’s systems especially in smartphones, it still has defects and are subjected to attacks, and
suffers from the intrusion of user privacy, because some biometric features have not been deeply
studied and investigated. In this survey, the existing BAS techniques are explored and classified
focusing on the security issues that they are used for and the corresponding solutions provided in
this domain. The advantages and disadvantages of each BAS technique are also reviewed, the
threats of each BAS technique are listed, summarized, and discussed. The relevant research studies
are also presented and several open problems, research direction are also presented.

Keywords: Biometric authentication; Spoofing attacks; Biometrics; Attack detection.
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1. INTRODUCTION

Authentication systems have been widely used for accessing Internet services and accessing
mobile devices. They can be used to protect user devices, accounts, and contents especially for
users who own several accounts on different applications with high levels of security. this type of
user requires the use of password management applications which is considered a hard process in
practice. Due to their special characteristics, BAS’s have been presented as a solution for these
problems. Person identity can be checked using biometric features that differ from one person to
another instead of using the traditional password (Mastali, 2010).

Recently some researchers have been presented a survey about using neural networks in BAS to
recognize biometric features of a person like a face (Boulgouris et al., 2020), iris (Singh et al.,
2020), voice (Patel et al., 2018), signature and fingerprint (Yang et al., 2018), etc. (Kumar, 2016)
has been studied the limitations of unimodal BAS and presented a mmultimodal BAS such as the
combination of the face with fingerprint traits for a more secure authentication system.

Other researchers have been concentrated on the applications of BAS in different environments.
(Kortli et al.) presented a survey on face recognition approaches based on hybrid, holistic and local
features. They provide a list of advantages of using these approaches, challenges, drawbacks, and
some improvements in this field. (Carmel, 2020) provided a survey on existing BAS deployed in
the cloud environment to overcome the problem of theft detection. Besides, Padma and Srinivasan
(Srinivasan, 2016) presented a review about cloud-based BAS and classify these techniques into
two main categories: behavioral-based biometric traits and physical-based biometric traits.
(Mahfouz et al., 2017) reviewed many active authentication mechanisms used in smartphones and
presented in more detail the behavioral biometric traits used in active authentication. (Meng et al.,
2015) reviewed about eleven BAS used in smartphones.

Although of the rapid development in the field of BAS, there are still some drawbacks in using it
such as spoofing attacks, which make the systems are highly subjected to hacking, threaten user's
data and privacy. (Meng et al., 2015) presented several types of potential biometric authentication
attacks such as spoofing attacks, and privacy detection of the biometric data itself.

In this paper, a survey of existing BAS related to security and liveness detection is presented,
analyzed, compared. Open research issues related to this subject are also presented.

The organization of the paper is as follows: Section 2 explains the structure of biometric
authentication systems and discusses the potential threats in it. In Section 3, the biometric
authentication techniques are reviewed, their accuracy, advantages, and disadvantages as a way to
comment on their performance. Finally, a summarization of the whole paper besides open research
points is presented in the last section.

2. BIOMETRIC AUTHENTICATION SYSTEMS
1.2 STRUCTURE OF BIOMETRIC AUTHENTICATION SYSTEMS

BAS, in general, consists of three main modules: User Agent (UA), Identity Provider (IdP) and
Relying Party (RP) (Mosenia, 2017), (Teh, 2013) as shown in Fig.1. In the UA module, the user
is asked to be authenticated and authorized to the devices or the internet service. In the IdP module,
the user who wants to be authenticated is identified through the obtained data from the UA module
for that user. The RP module allows access control for the verified user.
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Fig. 1. An example of the structure of a Biometric authentication system (Mosenia, 2017)

The authentication process starts when a user asks for authentication through a User Interface (UI)
exist in the UA module. The authentication manager sends this request to the IdP through a secured
channel and the IdP module replies by a challenge to the UA module. The UA module collects the
biometric signals throw the biometric sensor and perform some process on it such as coding and
noise reduction. The results of this processing are sent back through a secured channel as a reply
to the authentication challenge to the IdP module and other modules. The IdP module extracts the
main features of the biometric signals and compares it with a record stored in the database for that
user. The matching results help the IdP to decide whether the user is legal or not. As a consequence,
the access control policy of the current user is allowed or not based on the decision made by IdP.
The position of the IdP and RP module varies from one structure to another. In some BAS
structures the IdP and RP exist in local terminals, and the authentication process is completely
performed in the terminal. In other BAS structures, the IdP and RP modules are located on the
cloud as part of the server, and the authentication process requires that the terminal communicate
with the server via the network.

BAS has three mode of operations as the following:

e Enrollment mode: the first time an individual uses a BAS, the biometric information about
the user is captured using a sensor or an image acquisition system that acquire all the
necessary data, and then the captured data is stored on a database or a card or both. The basic
operations of BAS are presented in Fig. 2 (Marcel et al., 2014). First, an image acquisition
system (sensor) is used to acquire all the necessary data. Second, the acquired data is
processed and enhanced, background noise is removed, etc. Third, the essential features are
extracted, a template of relevant characteristics is created and stored, and the unimportant
biometric data that are not used in the authentication process are ignored to reduce the file
size. The matcher compares the created template with other existing templates to calculate
the difference between them. Then the matching program will compare the template with the
input.

e Verification Mode: in this mode, the biometric information of the user is detected and
compared with the information stored at the time of enrollment. BAS verifies a person in
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three steps: first, a reference model is generated for all users and stored in the model database.
Second, some samples are with the stored models to generate scores and calculate the
threshold. Third, the testing step is performed, where a username, smart card, or ID number
can be used to determine which template should be used for the comparison.

o Identification mode: in this mode, the BAS system makes several comparisons against a

biometric database. the system can successfully identify individuals if the comparison result
with the stored template falls under a specified threshold.
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Fig 2: Biometric Authentication block diagram (Marcel et al., 2014)
1.3 POSSIBLE ATTACKS IN BAS

In this section, several potential attacks will be identified. These attack points may attack systems
from different points such as UI, RP, IDP (Meng et al., 2015).

o Faking biometric data (attack point 1). Is considered as the most critical one that affects the
UA module. In this type of attack the real biometric features can be replaced with a
reproduced one, such as a fake photos, finger, a voice record, etc.

o Attacks (attack points 2 and 3): it affects the IdP and RP modules, it makes easy for
attackers to gain access via several common attacks, such as power lifting, hijacking, SQL
injection, etc. After that, attackers can get users biometric data that only legal users can
know or access.

In practice, the attacks related to different types of biological characteristics can be summarized
as the following:

e Face recognition attacks (Frahm et al., 2016): this can be easily done by obtaining user face
images and videos from the Internet, particularly from social networks. And using use those
photos or videos to cheat a face recognition system.

e Iris recognition attacks (Arora, 2020): iris recognition system can be attached using fake iris
image.
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e Fingerprint attacks (Chakraborty et al., 2019): fake finger can be designed using different
types of materials, such as latex, Silica gel, gelatin, etc. Or collected from surfaces touched
by the users.

e Voice recognition attacks (Abdullah, 2019), attackers can record a user’s voice and reuse it
during user authentication.

3. Biometric Authentication Solutions

A. FACE RECOGNITION

Face recognition methods can be used to distinguish users by comparing their faces. Faces are
nearly similar in shape and structure and small differentiate between individuals. So, the face
characteristics are not accurate enough to recognize human beings. Face observation angle,
expression, user age, and lighting conditions are all challenging factors to face recognition
systems.

Face recognition systems identify persons by capturing image or video frame and compare them
with face images stored in the database to decide if the person is authorized or not. This technique
is (Ali et al., 2019) technique is very important for surveillance and security systems. Also, it can
be used in many organizations such as universities, airport, other areas need a fast, and effective
way for authentication.

Many researchers have studied face authentication systems. (Yang et al., 2016) introduced a
WIDER FACE dataset that contains rich annotations about faces. It was divided according to the
image size into three types small, medium, and large. The used techniques achieve an accuracy of
90 % for large and medium images and less than 30% for small images.

(Ashish et al., 2019) introduce a face recognition system for marking student attendance at school.
Viola-Jones is used for face detection, features are selected using principal component analysis
(PCA), and classification is performed using a Support vector machine (SVM). (Ali et al., 2019)
presented a face detection method based on Haar cascaded classifiers. The used database contains
500 color images with 96% accuracy. The system is effective in face detection and has high
accuracy, but the dataset used is too not sufficient besides the way to secure user information is
not provided.

(Singh et al., 2018) (Erdogmus, 2014) found that most face recognition systems can be spoofed
easily using the printed image of faces, and generated faces using plastic surgery. Many
researchers try to solve the spoofing problem, but the provided solutions are very limited (Zhao et
al., 2003). The provided solution must differentiate between the live image of the user and the
spoofing photos obtained from a person's facial images or even videos or downloaded from social
networks or capturing it by a camera.

Recently, (Proov, 2018) has used machine learning to enhance the accuracy of face recognition
systems.

Many anti-spoofing techniques for BAS have been developed, especially for face recognition
systems by making face authentication systems more dynamic to solve the spoofing problem. Such
as using contextual information mechanism by analyze the area surrounding the face (Komulainen
et al., 2013), face liveness detection that checks the face movement and eye blink (Rogmann et al.,
2015), texture analysis technique that analysis the texture of the faces image (Maatta et al., 2011),
face flashing that apply the challenge-response protocol (Tang et al., 2018), and user interaction
that challenge the user to perform an action (Saad, 2015). All the above research is mainly used to
detect the real image of the user from the spoofed image.

B. FINGERPRINT-BASED AUTHENTICATION
The fingerprint is a kind of biometric feature that differs from one individual to another and is

commonly owned by human beings, it can be used by authentication systems to identify persons.
Authentication systems based on a fingerprint is are widely used in several organizations and are
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highly acceptable by users. Many researchers have presented the fingerprint authentication
systems as BAS. Such as (Abellanas et al., 1999), (Khanban et al., 2003) and (Yang et al., 2018).
To increase the security level of fingerprint authentication systems, (Pavesi¢ et al., 2007) introduce
a multimodal BAS based on the surface of the palm. (Pishva, 2007) proposed a spectroscopic
approach to prevent spoofing attacks.

All these works provided high-performance fingerprint authentication and solved many problems
in usability and aliveness detection but the way they solved these problems is more complicated
that they require extra data such as hand thermal, etc. which by default requires additional sensors
to process this information. Besides, these systems did not mention how to make sensitive user
information secure and that makes these systems exposed to spoofing risks. For this problem, (Li
et al., 2013) proposed a fingerprint authentication based on data hiding by combining two different
fingerprints of the user into a new identity. At the registration level, the system captures two
fingerprints of the user for different fingers and extracts the features from them such as the specific
position of one fingerprint, the orientation from another fingerprint, and reference points for both
fingerprints. Based on these features combined features of two fingerprints are embedded and
stored in the database. By doing that, the complete features of a single fingerprint cannot be
attacked when the database is hacked. Their experimental results showed that the system has a
high level of privacy with an EER of 0.4%. But they did not mention how efficient it was.

C. VOICE RECOGNITION

Another kind of biometric feature that can be used in distinguishing a person in a simple and easy
way is the voice. Because it can be easily acquired and collected by a microphone that is was
available in almost all computers and smartphones. Many users have been used voice in BAS.
(Jayamabha et al., 2008) have applied Hidden Markov Model (HMM) for a voice authentication
system to recognize the user speech for a period of by extracting features from the voice waveform.
To increase the security level, (Galka, 2014) proposed implemented HMM and Gaussian Mixture
Model (HMM-GMM) as an embedded solution for voice authentication.

D. IRIS RECOGNITION

For each person, the iris pattern is an identical and unique biological feature, making it a valuable
and effective human identification tool. But this criterion faces some problems like resolution
issues and brightness which distorts the iris recognition process, so it requires a high-quality
hardware device which makes it not widely used in mobile devices.

(Pillai et al., 2011) proposed a framework based on scattered representations and random
projections. User information cannot be obtained by attackers through simple reverse engineering
methods. So, the sensitive user’s biological information can be safe to some extent.

(Singh et al., 2020) use machine learning in iris recognition. (Bodade et al., 2009) introduces a
technique for detecting the inner iris border based on differences in eye pupil size, where the eye
pupil size can change according to the light conditions. That change can be used for detecting the
aliveness of the iris. They used 384 iris images to experiment with the system with 99.48%
accuracy. Although this method proved its high accuracy, the way of protecting iris information is
not provided.

Although the anti-spoofing techniques have already led to the solution of many spoofing issues of
BAS as shown in table 1, there are still some unresolved problems and defects of existing anti-
spoofing techniques.

E. EYE BLINKING
Eye blinking is the action of closing and opening an eye quickly. Eye blinking tracking provides a

promising solution to system security and usability. But before we start talking about eye blinking
authentication, we will talk about another usage of eye-tracking and detection used techniques.
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Eye blinking and gaze tracking are very important topics and solved different issues in different
fields such as face emotion analysis and computer vision.

Many researchers proposed to use eye-blinking for eye status detection. Eye blinking is very
useful for several applications such as detecting driver drowsiness. (Galab, 2014) proposed a
webcam-based approach for eye tracking. The states of the eyes can be classified as open or closed
for each video frame. The System was tested on users wearing glasses and without glasses, it
performed well in both conditions.

(Batista, 2007) proposed a monitoring system to monitor the drowsiness and attention of a person
based on the eye blink technique. A camera is installed on a car, the head movement and eye blink
sequence are detected to detect whether the driver is alive or not.

(Amna et al., 2015) proposed an eye blink monitoring method to detect driver drowsiness, then an
alarm is opened if the driver is drowsy. They used a webcam by capturing each video frame, detect
the face, crop the eye region, and by using eye features points and the time assumed to blinks, the
system can detect if the eye is closed or not.

Besides these works, eye blinking detection can be used for disabled people who cannot use their
hands. (Mohammed, 2014) proposed a real-time eye-blink detection method for disabled people
to enable them to interact and use mobile phones.

Researchers try to discover the availability of the other behavioral or physiological characteristics
for biometric authentication purposes like using eye blinking. (Chu et al., 2018) proposed an eye
blinking detection, which finds face using Haar feature and Kth-Nearest Neighbor (KNN) to
compare the feature points. For face recognition, they used Eigenface and Fisherface methods.
After detecting the face, the eye position is located on the face image based on the structure of the
human face. They detected the eyeball’s movements and the number of blinkers to enhance facial
recognition for mobile devices to unlock the screen.

Table 1: Comparison of Biometric Authentication Systems

Biometric
Authentication

Method and Techniques

Results and Metrics

Pros

Cons

Face recognition

WIDER FACE dataset
(Yang et al., 2016)

Accuracy =90 %

perform better than the other
methods

Not sufficient for
small images

PCA and SVM (Ashish et
al., 2019)

Not provided

detecting students face
effectively

The efficiency and
privacy are not
provided

Haar cascaded files
combination (Ali et al.,
2019)

Accuracy = 96%

face detection with a high
accuracy

The dataset used is too
small

Fingerprint

Face flashing technique Accuracy 97.3% Face liveness detection requires negligible

(Tang et al., 2018) time for processing

Texture analysis (Hadid et EER 2.9 % defeat the spoofing problem Requires additional

al., 2011) related to the face authentication infrared devices
system

User interaction (Saad, FAR 67.5% Strengthen the security requires face images

2015) to be upright for face

detection

Delaunay Triangle-Based Not provided achieved good results some defects in this

framework (Khanaban, structure still exist

2003)

Delaunay quadrangles- Not provided template data more secured the experimental

Based framework (Yang,
2014)

results are not
available

Multimodal biometric
using hand features
(Pavesi¢, 2007)

EER=0.0020%

increased the system reliability
against aliveness attacks

requires an external
hardware device
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Voice Recognition

data hiding technique (Li, EER=0.4% increased privacy efficiency it not

2013) mentioned

HMM (Jayamaha, 2008) Accuracy=86% Increased security level The accuracy is not
high

HMM-GMM (Galka, EER =3.4% More secure Privacy and

2014) performance not
mentioned

Challenge response (Zhao,
2016)

Accuracy=80.6%

More secure

The accuracy of the
system is not high

SURF, HoG, Haar feature
extractor and HMM (M.
Ezz, 2020)

Performance=96.2%

increased the system reliability
against aliveness and replay
attacks

The dataset is small
and needs to be in
different domains

Iris recognition

machine learning schema
(Khuzani, 2020)

Accuracy=99.64%

Improved accuracy

The efficiency and
privacy are not

mentioned
detecting the inner iris Accuracy=99.48% Increased the system security The efficiency and
border (Bodade, 2009) privacy are not

mentioned

Eye blinking

Haar feature and Kth-

Accuracy=95.88%

Improved face recognition

average execution

Nearest Neighbor (KNN) security time for authentication
(Chu, 2018) is to slow
Android Open CV Recall=93.3% A new way for authentication via Dataset is small and

(Arutselvan, 2018)

mobile phones

not sufficient

(Arutselvan et al., 2018) proposed a method for face recognition with eye blink count detection
that was used for authenticating the mobile user. They used Android OpenCV for the face detecting
and recognizing process. Although the proposed method is easy to use for authentication with a
recall of 93.3%, it was tested for a single person so testing data is not sufficient and the system is
proposed for the user who did not wear spectacles.

(M. Saied et al., 2020) have proposed a two-level BAS, in the first level the face is detected and
the second level the system asks the user to perform a challenge-response based on a sequence of
eye blinking, then the proposed system lock or unlock the service based on the matching process
with the previously stored data of the user. The proposed system has achieved accuracy up to
98.4%.

4. CONCLUSION AND FUTURE WORK

In this paper, a review of existing biometric authentication systems was presented, and the
potential attacks and security issues in existing BAS were discussed. Some of these systems are
exposed to be hacked and user information is not protected. Based on our review BAS require an
additive research to enhance the current system performance and accuracy and to overcome the
drawbacks of the current systems. Also, the implementation of multi-level BAS is considered as a
future research point that requires more studies and investigations.
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