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Abstract:

The issue of information security has become one of the major
challenges at the regional and global levels, especially in light of the
growing electronic security threats, and because the administration and
public and private institutions depend at the present time on the e-
government system, the need arises for an organized information security
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legislation that balances considerations of effectiveness on the one hand,
and considerations of legality by maintaining On the individual rights of
individuals on the other hand. By comparing the Gulf legislative situation in
the field of information security, we find that Oman took the lead in this,
followed by the United Arab Emirates, which is the first Arab country to
issue a law specialized in combating information crimes. There are many
determinants that make information security legislation achieve its goals,
balancing considerations of effectiveness and legitimacy, such as privacy,
the administration's possession of information and databases, and
informational partnership. One of the important legal determinants as one
of the determinants of legislative control in the field of information security
is related to the principle of electronic confidentiality of individuals and
communications, or the protection of privacy, through the administration’s
legalization of its activities in the possession of information, where the
administration’s possession of information and databases is one of the
determinants of legislative control where it is preferred that the legislation
stipulates The information security regulator has several treatments to
monopolize information, such as the possession of information on the
balance of legitimacy, the acquisition of routine data, the usual mechanisms
for monitoring and acquiring data and information, and the administration's
possession of biometric information. Based on the foregoing, the research
ended with several recommendations summed up in: First, amending Arab
information legislation to activate more effective administrative strategies
that allow legitimate possession of information, especially with regard to the
possession of routine data and biometric information, and respect for
privacy as one of the determinants of legislative control, and second:
updating the wusual mechanisms To monitor and acquire data and
information and work to solve the problems of the administration’s
possession of information, and third: Amending Arab information
legislation to contribute to the need for international cooperation to provide
solutions for coordination at the level of legal and regulatory legislation.

key words : Cyber security - information security - biometric information -
routine data - cyber threats - data and information - Arab information
legislations.



&) el el ot puilet 2 o Sl A Aaatiocal) dgay i) ) glal)

Aadia

Ls.mhﬁ(\ Cpamoall e Sl abaadll e @LA}M\ O] Apal Cany il
d}JJ\ dH‘r‘QuJJﬂY\‘\_\.\Ay\ g_w\d_m@_\l\ GA\_ud_LHLm_u‘}] eGAS\_:J\j
Lalll Sl ;) o Gilang) axal jlailly o) g Aalall g Aua Sl 5 dalall il sall
YUy Lgilai] A Al Lgie ST A 38 Ale e slrall ) Al () e clgie
) clgall axi i 43 3 (Data security e slaall ¢l 5 Privacy dsa sadll
o) a¥) aanal 8 50 i s (5K Of 5 ¢ slrall e dadaia (4l 58 4 ja
A ) jlalaall il g oy il

S JuaiD Ly A gige A lasheally 35 S ebadll 0S5 & ) 13
adl) el Alladial (e des ¢ oY) e S EN WS o) Y G jed sl
u\;\_)AY\ d.u.LuJ _).15}.\ uc Sl ?SL’J\ 4..4\; (JL:J\ dJJ L.',A GA)S;J\ u.u.cbﬂ\
e DU e aal)

Sl cdgll 83 Yl alde Y 3 S 3 ) gean 5 )l e slaall (1 Y1 2 s
Ul el MY a1 Jomy 25 i g SN dasSall allai e LgEi el Lt 8
b aSatll ekl Y Jgagll sl Al el et Cilaglaa Ao ¢ LYIS (bl
() 4 51l e laal) cillang
Sale e sheall (e a i (pe Jrad Gl Claanall (e paal) clllia adiile e 350l
Gl ae) gy e slaall 350V dga 3 a 50 dua sadll JUS ddlaal giay Laals
A Ual) il ) (e dpal) ol @l 2 5 agall (e sediila slaall 4S) 50 o

() The Emergence of cyber security law, prepared for the Indiana university
Maurer school of law by Hanover Research, February, 2015. P,3
“Lawyers must play a role in designing the procedures, training and risk
assessments required to implement managerial operational and technical controls
needed to protect data”.
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(4)David weissbrodt, cyber — conflict, cyber — crime, and cyber Espionage,
Minnesota Journal of Internatinal. Law’s 2013 symposium, p. 3
For more: (1) Susan W. Brenner, cyber crime:- criminal threats for
cyberspace (2010): Jona than clough, principles of cyber crime (2010). p. 6
(2) Richard Clarke, threats to U.S. National security: proposed partnership
initiatives towards preventing cyber terrorist Attacks, 12 Depaul Bus, L. J. (1999 —
2000). p. 8
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Autority to Discipline itself. International studies in Human Rights volume 16, p.
69.
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) Fred H. Cate, Government Data Mining:- The need for a legal framework,
Hienonline — 43 Harv. C. R. C.L.L. Rev. 2008 p. 51.
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(*°) While, facially restrictive, in reality, those rules permit broad disclosure of
personal health information to the government in response to a warrant, court
order, subpoena, discovery request administrative request, investigate demand or
even a law enforcement official’s “request”.
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) Professor Daniel solovie writes, “We are becoming a society of records, and
these records are not held by us, but by third parties”.
See:- Daniel solove, Digital Dossiers ad the Dissipation of fourth
Amendment privacy, 75 S. CAL, L. REV. 1083, 1089 (2002).
(*°) Fred H. Cate: - Government Data Mining: - The need for a legal framework,
Hienonline — 43 Harv. C. R. C.L.L. Rev. 2008., p. 1
For more: see:- Kathleen M. Sullivan, under a watchful Eye:
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Incursions on personal privacy, in the war on our freedoms: civil liberties
in An AGE of TERRORISM 128, 131 (Richard leone & Greg Anrig, Jr. eds,
2003).
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(*®) federal support for Home land saurity information sharing: Role subcomm. On
intelligence Information sharing and Risk Assessment of the H. comm. on Home
land security, 109 th cong. 23 (2005) (statement of lee Humilton, vice chairmanm
9/11 public Discourse project).
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(*°) H. cate, op. cit., p. 26.
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(°") Fred H. Cate, op. cit., p. 11
:The USA PAIRIOT act also mandates new rules requiring all financial
institutins to: (1) verify the Identity of any person seeking to open an account, (2)
maintain records of the information used to verify the person’s identity and (3)
provide the information to the government of matching with terrorist watch lists”.
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(*) Marietta Benko, and others, space law in the united nations, Martinus Nijhoff,
Netherlands, 1985, p.3
(*) H. Cate, op. cit., p. 35 “If its harmful impact is very low “oven marginally
successful data mining might be appropriate if used as an additional layer of
protection against a particularly grave threat”.
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-Tommy Peters on, Data scrubbing, computer world, Feb. 10, 2003, at 32.
“repurposing” :LAM e:\A.AAS BJLGJ sale EJ\J:}“ 3.4; (e Q\A}M\ }SJ'\:\; (paaali ("l"l)
“The fact that government data mining almost always involves “repurposing”
data — i — e — using data for a purpose different from that for which they were
originally collected and stores further exacerbates concerns about the accuracy
of the underlying data”.
(°") The accuracy of records raises important practical concerns about the value of
national important practical concerns about the value of national security analyses
performed on potentially bad data as well”
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data mining often is searching for needle not in a haystach, but among
millions of other needles.
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(70) Jeff Jonas & Jim Harper, Cato institute, Effective counter terrorism and the
limited role of predictive Data mining 7-8 (2006).

“For example, data mining used to predict types of consumer behavior ...
may be used on as many as millions of previous instances of the same particular
behavior”. ) ‘
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“Government data mining seems similarly likely to fighting

yesterday’s battles”.™
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Assessing Efficacy sWsl) jali ;a yl) aid)

by Bl \giea) ge sS5 Cuany 2l g Tadadil 5 pe JS Lilide SISE 225 Adadll Al LY)
(") For more see: CRS report on Data mining and Homeland security 2007
Hector Becerra, Jennifer Oldham & Mitchell landsberg, Airline Terrorism
Alert: winging it one Again, L.A. Times, Aug. 11, 2006,
("®) Jones & Harper, op. cit., p.2
One of the bluntest assessments comes from Jeff Jonas, Chief scientist of
IBM’s Entity Analytic solutions Group, and Jim Harper, director of information
policy studies at "the cato institute".
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(®) TECH, AND PRIVACY ADVISORY COMM, US. DEPT of DEL
Safeguarding privacy in the fight Against terrorism (2004) TAPAC, safeguarding
privacy.
(") Privacy and civil liberties in the Hands of Government post-september 22,
2001: Recommendations of the 9/11 commission and the US. Department of
Defense Technology and privacy Advisory committee. Hearing Before the
subcomm. On commercial and Administrative law ad subcomm-on the constitution
of the H. comm. On the Judiciary, 108" cong. 5(2004) (Statement of John O.
Marsh, Jr. TAPAC).
(") Protection of freedoms Act 2012 Chapter 9- United Kingdom, p. 18 clause 23.
Sl Clasl iy alddl Gulaall ) ¢ gldl) Cild e ¥ £ salall & La) duad Sl calill) el Alas
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("°) “Biometric Information” means information about a person’s physical or
behavioural characteristics or features which:-

a) is capable of being used in order to establish or verify the identity of the
person, and

b) Is obtained or recorded the intention that it be used for purposes of
biometric recognition system.

See clause 28, protection of freedoms Act 2012 (C9) part 1- Regulation of
biometric data.
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