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Abstract

Digital diplomacy 1is currently perceived as a cardinal
direction in diplomatic communication within the new century
that is resulting from globalization and new public diplomacy.
In light of the developments of information and
communication technology, perceiving diplomacy and
diplomatic relations have been witnessing radical changes,
which paved the way to new digital diplomacy based on these
new technologies. Research on this new form of diplomacy,
however, rests on scant empirical footing. This paper is an
attempt to fill this gap by answering the question: can digital
diplomacy establish an appropriate international environment
commensurate to international footholds and greater facility in
the attainment of national interests?
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Introduction:

Governments are currently in the process of drafting
new forms of diplomacy which can be perceived as pivotal for
international relations. With the development of modern
society, new scenarios of international relations emerge and
require novel techniques to handle. As a prerequisite for
communication among various nations, the diplomatic
practice continues to exist and to grow to fulfill the constant
changes in the national as well as international interests. One
of these changes was the rebalancing of the significance of
both hard powers based on military or economic status and
soft power that takes the form of diplomatic persuasion and
influence. There are several changes that have opened the way
for these changes, including the unprecedented economic
interdependence among nations, the dissemination of cultural
aspects of globalization, the movements aimed at empowering
public opinion, and the great strides made in information and
communication technology that resulted in deepening of the
worldwide flow of cultures, ideas, and information.

All this has placed considerable strain on governments
and called for the need for the reformulation of the existing
policy structures with other countries, particularly in terms of

developing new forms of diplomacy to respond adequately to
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those changes. Thus, being in a globalized borderless world,
in order to the pursuit of their goals, national governments
have to establish their diplomacy attitudes through informing

and influencing foreign audiences.

Problem of the study:

The technology used for data transfer and sharing
usually results in the dissemination of disinformation rather
than the provision of public diplomacy support. With the
evolution of widespread online platforms that have the
potential to host various kinds of events and conferences,
diplomats are now more capable of using different forms of
social media to deliver information as well as to communicate
with state and non-state stakeholders. This means that
diplomat capacity in using digital technology has become a
must and criterion for success.

Besides, in light of the developments of information and
communication technology, perceiving diplomacy and
diplomatic relations have been witnessing radical changes,
which paved the way to new digital diplomacy based on these
new technologies. Digital diplomacy is currently perceived as

a cardinal direction in diplomatic communication within the
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new century that is resulting from globalization and new
public diplomacy. Research on this new form of diplomacy,
however, rests on scant empirical footing. The paucity of
quality research on digital diplomacy does not allow for
definitive claims regarding its origins and evolution, the
requirements for implementing effective and successful digital
diplomacy, the main benefits and risks, how digital diplomacy
can be used to fulfill security, economic and political goals,
how it can complement traditional forms of diplomacy, the
advantages of direct communication with a foreign audience,
and how to use digital diplomacy to establish appropriate
international settings commensurate to international footholds
and greater facility in the attainment of national interests. This

paper is an attempt to fill these gaps.

Questions of the study:

In light of the above, an attempt was made to address the
problem of this study by answering the following research

questions:

1. What is the concept of digital diplomacy?

2. How has digital diplomacy evolved?

3. What are the requirements for implementing effective
and successful digital diplomacy?

4. What are the main benefits and risks of digital
diplomacy?
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5. How can digital diplomacy be used to fulfill
security, economic and political goals

6. In what ways can digital diplomacy complement
traditional state-to-state diplomacy?
7. What are the advantages of direct communication

with foreign audiences through digital diplomacy?

8. Can digital diplomacy establish an appropriate
international environment commensurate to international
footholds and greater facility in the attainment of
national interests?

Aims of the study:

This study aimed at achieving the following aims:

. To identify the concept of digital diplomacy, its
definitions, and goals.

. To explain how digital diplomacy has evolved.

. To examine the requirements for implementing
effective and successful digital diplomacy.

. To identify the main benefits and risks of digital
diplomacy.

. To investigate how digital diplomacy can be used to
fulfill security, economic and political goals

. To identify the ways through which digital
diplomacy can complement traditional state-to-state

diplomacy.

. To identify the advantages of direct communication
with the foreign audiences through digital
diplomacy.

To investigate if digital diplomacy can establish an

appropriate international environment commensurate to

[ 865 ]



(LSM&*‘&G @)%ﬁﬂlg%&hﬁ;‘]b@@'ﬁ\ & ganl) g bl yall Jail) ‘5.1133.\,;4

(ISSN : 2536 - 9555)

international footholds and greater facility in the attainment of

national interests.

Methodology of the study:

A descriptive-analytic approach was used in this study
commensurate to its aims. The approach was based on a
systematic review of the literature and relevant documents to
the area of the study with the purpose of outlining historical
data to identify patterns or meaning that would contribute to

achieving the aims of this study.

Taxonomies of Digital Diplomacy;

Recently scholars have devoted a substantial amount of
attention to the investigation of digital diplomacy. These
efforts have resulted in several categorizations for classifying
digital diplomacy. The following paragraphs provide a brief
explanation for these categories.

The first category concerns what can be called "the
changing foreign policy environment" the significance of this
particular category is the unprecedented increased speed of
events. This includes to what extent these events are

developing in an accelerated way, and their destination and
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orientation. In addition, it is concerned with the potential
implications for policymakers. It is worth observing that these
notions are familiar as a component of the predominant
globalization discourse, and are enhanced by means of the
individuals and groups' new ability to shape events through
the use of modern ICT tools and services. This means that the
ability of governments to disseminate digital resources has
become a fundamental condition to go along with the new
virtual community.

Added to that, another significant element that would
determine how governments will cope with these changes is
their ability to control this changing policy environment
through developing their capacity to govern the new
technology and social networking. Furthermore, the changing
character of the policy agenda, especially the increased social
power is another determinant to a government's ability to
develop agendas in novel ways of policymaking based on the
new dynamics of this digital era.

These views on digital diplomacy propose low levels of
control over events and agendas. They also point out the need
to enhance new skills and make necessary adjustments for the

current ones. These changes, then, will have implications on
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public diplomacy, which means that diplomats are required to
adapt to these changing conditions and the emerging online,
technology based-environment, and acquire the necessary
knowledge, skills, and competencies so that they can perform
their work appropriately.

It is worth considering that networks have the main
influence on ideas, not the traditional forms of power, which
manifests the increased significance of developing policy
agendas in the specific areas appropriate to this trend, such as
focusing on human rights, environment, and health topics.
This, in turn, emphasizes the importance of knowledge
leadership as a critical factor affecting digital resources. The
dissemination of news and ideas via social media and modern
networking has a profound impact on both individuals and
organizations that use the internet as their primary channel for
communication.

The second category of digital diplomacy is related to the
setting or the environment in which it occurs, i.e. the cyber
agendas. Cyber agendas cover the issues of cyber governance,
warfare, and security as well as internet freedom. This
dimension however is basically technology-based and thus is

beyond the scope of this study.
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The third category in the taxonomies of digital diplomacy
is concerned with the employment of the internet and ICT
tools and products in knowledge management. The
significance of this particular category stems from the fact that
governments, in light of the knowledge age and the enormous
proliferation of information, need to manage data effectively.
In the last decade of the twentieth century, the concept of
virtual diplomacy has emerged as a result of increased
requirements for diplomatic services after the end of the cold
war. This has led to a partial change in international relations
and gave rise to thinking in new patterns of diplomatic
representation instead of, or complementary to, traditional
embassy. A major factor in these technologies was the
emergence of secure e-mail, which enhanced the arguments
questioning the age-old balance between headquarters and
diplomatic posts. This influence served to challenge the
classical hierarchical work procedures in diplomacy
organizations.

The fourth category of the process of digitalizing
government work in general, and diplomacy in particular
highlights the use of digital technology to enhance the

delivery of services, improve the major functions of public
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service sectors, and increase the engagement in policymaking.
On one hand, the main point in this respect is to increase
access to government and improve participation, which
manifests the earlier debates concerning democratizing
diplomacy. The issue, then, in the debate is the development
of public diplomacy and how this would achieve the
expectations of dual communication and the attitude to
opening up of the foreign policy processes.

On the other hand, wusing new channels for
communication to manage networks and to carry out the
various service functions in an efficient manner, such as what
takes place in crisis management.

The very notion of developing a new form of diplomacy
that is more responsive; in other words, the second generation
of diplomacy retains high visibility on the agenda of digital
diplomacy. These notions acknowledge the need to abandon
the traditional, hierarchical structures of disseminating
information to adopt more interactive patterns of
communication.

In brief, the above-mentioned explanations of digital
diplomacy serve as significant characteristics of the
complicated political environment nationally as well as on the

worldwide levels'.
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Digital disruption and diplomacy;

Digital technologies have recently resulted in the
emergence of a persistent issue in the discourses of public
diplomacy, that is the debate the speaking against listening,
also known as the first generation of public diplomacy versus
the second generation of public diplomacy. The differentiation
lies in the top-down models of public diplomacy models and
dialogue-based models that include the exchange of
information and dual-channel communication between the
representatives of the public and governments. Multiple
opportunities can be allowed through the expansion of digital
communication resources. At the same time, several
challenges are posed on governments as well various
international stakeholders. This is a two-faced coin.

Positively, this provides the ability to reach a huge
audience without the need for means of mass communication
coverage. Moreover, this allows the ability to segment
audiences and send messages directly more accurately. In the
listening pattern, however, digital diplomacy presents the
possibility to take advantage of the resources of big data in
developing policies in a more effective fashion. On the other

hand, there is a downside to this process, that is the skills
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needed are no longer only in the hands of the government,
rather anyone can improve these competencies necessary for
using digital platforms for communication.

The challenges facing governments due to the
domination of ICT tools, epically with respect to the
dissemination of social networking use, are not limited to the
substantial flow of information that is greatly facilitated by the
Internet and modern technology, but also the concerns of
losing control. The image of a government within this
domination of digital world communications is no more under
its complete control, but there are other parties contributing to
shaping this image. It is worth observing, however, that the
imagined control of its image was never under the complete
control of any government since there are other actors and
stakeholders, such as pressure groups, pressure groups, civil
society organizations, and non-governmental organizations
who had always manipulated or influenced reputation a long
time before the emergence of social networking and opening
the world via digital communication tools. All what these
technologies did was adding a new challenge to the list of the
existing ones.

This is a key influence of the power of social networking

and digital communication. The production of big, dominant
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narratives is not controlled by diplomacy anymore, with the
new power of digital communications that adds a new
dimension and at the same time, an added challenge to

shaping and delivering issues in a communicative text.

Public diplomacy:

Public diplomacy refers to a new area that has been
recently receiving increased attention in the digital debate.
The advancements in social media have resulted in multiple
opportunities for public diplomacy. Nevertheless, these
advancements are not limited to taking advantage of social
networking sites and platforms for carrying out public
diplomacy services. Rather, digital technology holds great
potential to diplomacy yet to be explored.’

The capacity of a government to put its agendas and
narrative for various events is currently facing real challenges
resulting from the dramatic transformations in the nature and
flow of communications. The old fashion hierarchical
perspective of information delivery from a government to the
public by means of classical media as a mediator are now

threatened by the power of social media that disseminates

[ 873 ]



(AaSaa Aale Alaa) 4 gy 5l g dpe Laia ) g Asilaady) G gall g el all Juil) o319 Ada
(ISSN : 2536 - 9555)

information and engages the public in this process in several
ways.

At the levels of a governmental, the public may get
access to information from the websites and social media
pages of the foreign ministries, while local embassies can
compete with host governments, sending messages to
particular groups challenging the framing of events given by
the host government.

In light of the wvarious types of traditional and
nontraditional news organizations, the arena of shaping and
delivering news and information is now more complicated.
The choice of the factors constituting the news as well as the
access to information is now facilitated and delivered through
several modalities. Furthermore, the accelerated progress of
social media contributes to forming new gatekeepers who can
challenge and even alter the traditional role played by media.

For instance, freelancers committed to this new form of
journalism, such as bloggers and leaders of social media have
the abilities and competences to compete mass media
organizations and attract their audience, thus being with real
impact on explaining the reality and the media image.* In

order to adapt to these radical changes, diplomats have to
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adhere to the classical patterns of public diplomacy, and at the

. . . . . . 5
same time engage in social media to deliver their messages.

Consular diplomacy:

The challenges associated with consular are thought of as
significant challenges at the beginning of the digital era. This
is because citizens ask government for given help and services
that fulfil the human and society's technological criteria,
which are necessary for this type of diplomacy. The archaic
term "consular affairs" is not used any more to identify what is
going on, returning to the status of a world that is not
happening where consular and diplomatic issues are isolated
from each other.

Consular diplomacy is intertwined with other fields
undertaken by the ministries of foreign affairs in each country,
including economic diplomacy, public diplomacy, and
development aid. Indeed, diversity in consular performance is
likely to have a significant impact on bilateral relations.
Examples of political frictions raised by consular cases are
several, and high profile cases may gain a great attention at
home. Different parties and stakeholders are convinced that

consular services are a fundamental task of the government; it
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is the arena of diplomatic work in which the technological
difficulties are obviously evident. Consular work within
foreign ministries is not new, however it represents currently
the top form of interaction with the public. With regard to the
estimates of staff, the departments of consular are perceived as
the largest sector in the majority of foreign ministries.’

With the increased complex modes of international
relations, the tasks of consular are increasing as well, and the
implications are tested for diplomats. In addition to the
increased numbers of demands, the provision of consular
services has been an indicator of legitimacy. In the face of
growing  technologically  empowered  citizens, the
government's failure to respond promptly to crisis situations as
well as to meet the public's and media's expectations of
support for the citizens now trapped in them has become a test
of diplomatic effectiveness; a real test that governments.
Moreover, consular work adds further demands on rare
diplomatic resources.

In the context of working to address these problems, the
ministries of foreign affairs believe in the the need to make
quick wins in order to digitize public information on travel as
well as provide more customer-specific advice. The obvious

solution consular is to design a website, provide automated
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services to citizens traveling, and take advantage of social
media in emergency and crisis situations’.

Many governments are currently providing continuous
daily services and communicating through usual channels like
call centers and social media. On the other hand, face to face
contact with citizens who convert to customers is focused on
different options made available by smart phones. Mexico is a
leading country in providing service for citizens via a phone
application fifty consulates in one country. In the United
States of America invests in online magicians who offer
advice ranging from passport inquiries, traveling with
children, and emergency services. Blue sky thinking about
consular services, with the help of developments in the field of
big data, has novel scenarios, where it is not just about people,
but also about tracking their possessions by means of GPS
tracking. however in light of the recent developments of
technology, forecasting future developments is not realistic.

Two digital challenges related to communication and
another one related to the attitude towards more cooperative
diplomacy was set out in the 2013 Wilton Park Report on
Trends in Consular Practice. To begin with, the first

challenge is concerned with the expectations of citizens about
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quick solutions as well as the capacity to take advantage of the
technology for consular services while offering direct
assistance if needed. The next challenge is related to the fact
that consular officials think that citizens shall need to
communicate with government officials on social networking
sites. This can be viewed in cases of governments using such
modalities in emergency cases. However, individual officials
who help persons in distress are reluctant to reveal their
identity by means of using their personal accounts when
performing their work.

The concern for ministries of foreign affairs is the
transition from a fixed "log" approach, to interactive, on-
demand information, rapid organization, and crowd-derived
intelligence. Using smart applications that encourage persons
to appreciate these applications when they are used may give
benefits to the users and the owners of information. Dual
channel communication through social networking allows the
opportunity to ministries of foreign affairs to have insights
from citizens and at the same time help increase the
knowledge of citizens in various relevant issues, particularly
in emergency situations.® Moreover, there is another aspect of
innovation in consular work related to partnership between the

public and private actors; such as making arrangements with
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the information and communication technology private sector
to make use of their products, tools, and services.

Paying attention to the needs of citizens abroad needs a
digital literacy which can be fully afforded by the Ministry of
Foreign Affairs, and thus calls for a well-developed 24-hour
consular administration that is completely different from other
areas of diplomatic activity. Added to that the ethical
considerations, privacy concerns and several concerns
associated with the digitalization of consular diplomacy. This,
in turn, sheds light on the other social aspects as well as the
various influences of technological advancements on

diplomacy as a social institution.

Digitalization, the national diplomatic system and

the Ministry of Foreign Affairs;

Discussions on efficiency and legitimacy calls for
thinking of the Ministry of Foreign Affairs in the wider scope
of national diplomatic systems. In other words, considering
the departments and agencies engaged in the formation and
implementation of international policy. The nature of the
national development strategy manifests two dominant trends

in the management of foreign policy, these are: fragmentation
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as ministries involving sectors gain enhanced international
functions and focus that reflects the significance of central
agencies, especially the offices of the Prime Minister and the
Presidency. This means that the Ministry of Foreign Affairs
may be perceived as a differentiated subsystem of national
diplomatic systems with two main components: the center and
the diplomatic network or peripheries.

A recent OECD study points out the responses of
governments to social networking, especially in terms of the
absence of a comprehensive strategy:

few national governments in OECD countries have a
dedicated strategy or overarching plan for institutional use of
social media. Among those governments that do, most
consider social media as being mainly an additional tool to
improve public communications. Only a few governments try
to genuinely leverage social media for more advanced
purposes like involving citizens in public policy processes of
transforming and redesigning public service delivery.’

The challenges facing the management of foreign policy
in the digital era can be viewed as manifestations of theses
confronting a government as a whole. Thus, digitization has
influence on the relations between the components of the

national diplomatic system, including diplomacy, defense, and
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development. Thus, among the concerns of the Ministries of
Foreign Affairs in its national situation, which preceded the
digital agendas, is its relation with different components of the
government as well as the effects of modern communications
tools. Information and communication services and tools
made available reinforce links between the main elements of
the national diplomatic system, however in fragmented
foreign policy bureaucracy they raise further essential
questions as well, such as questioning on the key actors
responsible on deployment to control global narratives. An
obvious example of this "the special force of Facebook
warriors" established by the government of England who are
skillful persons with necessary psychological and
technological competences to engage in unconventional
warfare in the information age."

In order to point out this growing consensus, the
following paragraphs tries first to identify to what extent the
task of informing and educating foreign populations can
favorably influence the international context and secondly, to

reflect how digital diplomacy can help advance specific goals.
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Benefiting States in the International Arena;

The key philosophy underlying digital diplomacy is to
engage foreign audiences in an atmosphere of trust and
empathy; to establish an empowering international
conjuncture, and to enhance the attainments of national

interests.

Generating an Atmosphere of Trust;

In dissemination of information and their cultural values
beyond the limits of their national boundaries to the wider
regional and international levels, countries think that they are
working on promoting their interests. According to Deutsh,
the policy of spreading country-specific ideological
propaganda in other countries and the launching of policies to
support different forms of cultural, scientific and other forms
of cooperation are directly linked to the interests of each

State.'!

Many leaders see the promotion of a set of norms and
values that they are believed to be favored by society and the
world at large as one of the fundamental goals at the national

level. 2
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Engaging with Key actors and Creating a

Facilitating Conjuncture.

In the context of seeking to target the citizens of other
States; not only the general public, but also opinion leaders
and public figures, public diplomacy allows countries to
communicate with the actors of these states and influence their
government directly as well as in implicit ways. Before the
proliferation of telecommunications tools that make digital
diplomacy available in this era, Hans Morgenthau argued for
the possibility of this hidden diplomacy that aims at
conquering and controlling the minds of citizens rather than
conquering territories or controlling economic life. '

As perceived by the specialists of diplomacy, this
approach may result in various outcomes. An example of
these outcomes is getting acquainted with own country.
Another examples include establishing a positive attitude of
the country, and empowering individuals to understand the
policy of their countries '*. Therefore, the process of making
foreign masses have the same vision of the world is thought of
as an implicit tool putting pressure to the government. This is

because mass and digital diplomacy allow a specific state to
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secure the consent of its partners through adjusting the will of
important components of its population.

The above statement is further indicated by the premise
that if there was primary resistance from the part of the target
government, this would take place by means of public
diplomacy where new alliances can be formed with groups at
the national level to try to change policies'”.

Some politicians and decision makers note that during
the provision of foreign audiences with a more enhanced
understanding of a specific country, the processes of cultural
exchange become a must in order to construct "a corps of
informed opinion leaders in the national political, economic,
cultural, and social infrastructures of their countries".'® The
influence of diplomacy in its various forms, including digital
diplomacy is highlighted when it is aimed at targeting
individuals who have further impact within society. In a
similar vein, the core point of the ability of mass diplomacy is
taking advantage of the promising and current societal leaders
on cultural and ideological issues'’.

Another prerequisite for achieving this success is
establishing  information  initiatives  and  strategic
communications programs tailored for influential foreign

public figures like journalists, state officials, and leaders of
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public '®. This is the reason that make communicating directly
with foreign audiences become a major duty of the
international policy in the new century."” Furthermore, an
added common assumption is that through -constructing
harmonious relations that are founded on trust and sympathy
from both parties, mass diplomacy would enhance the
diplomatic situation, and makes a country positioned in a
better international place. Through taking advantage of these
emotional relations, state will thrive even more by gaining an
easy location makes it to attract international public opinion
towards the national interest of that state and to twist out the
shape of international issues for its own benefit. There is no
doubt that using public diplomacy will not alone result in
making other governments be willing to collaborate. Public
diplomacy has the potential, however, to alter the setting
underlying the debate, which leads to effect that is negligible

at the scale of outcome?’.

Using the soft power of diplomacy;

Digital diplomacy serves as a vehicle for enhancing the
interests of a country nationally as well as at a global scope.”!

This is due to the fact that digital and mass forms of
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diplomacy can promote the position of a certain country or
organization on the international level and help it achieve its
goals. For instance, a country like Canada uses its soft power,
that takes the form of mass diplomacy, to have a real influence
on the international scope even though it does not have much
to consider in terms of hard power assets.*” It is also believed
that digital diplomacy can be used aa means for enhancing and
disseminating the image and the values of a country, thus
leading to protect its interests.”

In other words, countries, through the soft powers of
digital diplomacy, have the potential to enhance their
international standing and have further influence than they are
actually capable of. This is evident in the grand strategy of
‘alldimensional opening up axe’ adopted by Chinese officials
with the purpose of serving their long-term national goals®*,
Another example of this is apparent in the India diplomatic
strategy which is based on gaining international understanding
and attempting to play a central role for the defense of its
national interests.”” Likewise, other countries, such as Turkey,
Iran, and Italy make use of their cultural heritage to enhance

. . . 26
their various interests”.
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Digital diplomacy as a tool for more secure, prosperous,

and ideologically friendly world

Despite the importance of various aims targeted by
diplomacy in general and digital diplomacy in particular,
security is always a top priority for any country. In this
respect, it 1is argued that culture, information and
communication are strategic assets for establishing and
enhancing effective digital diplomacy that underlines the
security policy.”” Therefore, the issues of transparency, moral
legitimacy and accountability to foreign populations serve as
key factors to the success of a country defense and security

“ 28
policies.

Digital diplomacy as a tool for serving economic interests.

With industry 4.0 era, many countries can use digital
diplomacy to promote their influence and increase
competitiveness ability in the current world. This is due to the
fact that recent technological advancements have been altering
the domestic as well as the international conditions of
countries.”” Therefore, a country can make use of digital
diplomacy "to shape favorable macroeconomic structures by
influencing political and economic leaders into adopting

norms and practices that they view as preferable for their own
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economy and for the world economy in general". *° It also
serves as a viable means for informing populations and
"promoting a culture of mass consumption".”' Moreover, the
cultural aspect of diplomacy would add to the efforts to
prevent humanitarian crises through the provision of needed
education,”” and to stabilize partner countries to have
appropriate environments for investment>. Digital diplomacy

has the potential as well to contributing to international trade

policy via opening foreign markets and stimulating exports.>

Digital diplomacy as a tool for enhancing political

influence.

Digital diplomacy can have a pivotal role in the
dissemination of a political system at the regional and
international levels. This may take place by using digital
diplomacy in the dissemination of democracy’ and the
democratic regime, *° by globalizing the country's own values
and culture,’’ by targeting foreign populations trough
campaigns aimed at spreading democracy, *° by considering
democracy diplomacy to expand moral influence of the
country, > and by promoting a form of democracy that is

based on the social values of the country.*
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The risks of digital diplomacy

Despite the benefits and advantages offered by digital
diplomacy, there are many concerns and considerable risks
that may be posed by the increased employment of digital
diplomacy tools and services. Foremost among these concerns
are unchecked freedom in using the internet and social media ,
which may lead to, or be accompanied with, profound
influence on negative events*'. The internet can also be used
as a means for the spread of extremism and terrorism as well
as helping various extremist organizations to mobilize
constituencies to their values and aims.** The various voices
raised through the internet and digital communication tools
may diminish a country's control over the process of decision-
making due to the expressed different security scenarios
publically.”” Moreover, each country should take the
necessary precautions against the external threats that may be
online.*

Another significant risk associated with digital
diplomacy is the lack of knowledge about the usage of the
internet and social media, which calls for ongoing training and
practice for those in charge of this form of diplomacy.®

Added to that the lack of consensus among various countries
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on how to maintain their internal order and protect themselves
in the face of external threat *°. Nevertheless, living in a
globalized world makes this requirement very difficult even
for the powerful states’’, since criticizing the globalized world
is more or less criticizing the digital world. Therefore, the
officials and diplomats of different ministries of foreign
affairs along with civil society organizations need to work
together to promote a global discussion on the issues of digital

ethics.*®

Conclusion

The attempt was made in this study to explore the
potential of digital diplomacy to establish an appropriate
international environment commensurate to international
footholds and greater facility in the attainment of national
interests. The core reason behind that was the premise that
digital diplomacy, as a result of globalization and new public
diplomacy, is considered a cardinal direction in diplomatic
communication within the twenty-first century. The
advancements taking place in information and communication
technology call for considerable alteration of diplomacy and
diplomatic relations. This, in turn, calls for a digital form of

diplomacy commensurate to the requirements of the current
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age. This paper conducted a systematic review for this
demanding issue, highlighting the different dimensions that
would affect or be affected by digital diplomacy. These
included the taxonomies of digital diplomacy; digital
disruption and diplomacy; consular diplomacy; the
digitalization process and its relation to the national
diplomatic system as well as the Ministry of Foreign Affairs;
the benefits of using digital diplomacy; and the risks of digital
diplomacy. It is concluded that it is no longer possible to put
our heads in the sand. This is due to the fact that digital
diplomacy, with its potential, is a reality in the digital era, and
what remains is to consider how to make use of it to the fullest

extent possible.
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