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Abstract 

This article is devoted to the analysis of the Internet of 

things, one of the key transformation forces of contemporary 

economy indicating the beginning of the forth industrial revolution. 

Our research is aimed at estimating potential influence of advanced 

digital technologies on future development of the economy.  In 

order to reach this goal  we discovered and estimated the economic 

effect caused by introducing the Internet of things in its two forms: 

B2C (consumer) and В2В (corporate, industrial) Internet - as well 

as determined the difficulties in developing the Internet of things 

since this technology brings a number of hazards to economic 

development such as confidentiality problems, cyber-security, 

absence of common standards, mass layoff of low-qualified 

personnel. The set of research methods used in the article includes 

content-analysis of scientific sources, statistics analysis of data 

concerned with scientific and technical development of domestic 

enterprises.  

On the basis of the obtained results we have come down to 

the conclusion that digitalization in Russia will require not only 

increasing investments in digital technologies but as well drastic 

modernization of the infrastructure of almost all sectors of 
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economy.  That is why it is necessary to take into consideration the 

peculiarities of digital technologies developing in our country.  

Key words: industrial Internet of things;  digitalization; economy; 

technology; smart things. 

Introduction 

Globalization and technical progress make humanity use in 

doing routine work robots and robotized mechanisms that can be 

controlled by means of a distant web-server. An obvious 

technological shift characterized by transition from  conventional 

analog production to “smart production” can be seen in global 

economy (5, 31). This shift can be found in all industries and 

spheres of the real sector economy. The whole world is covered 

with the Internet and the speed of transferring data is growing 

rapidly from year to year. High-speed data transmission 4G is 

replaced  with 5G-nets. Industrial Internet of Things  (IoT — the 

Internet of Things) is the result of developing these 

technologies.(12) The main content and goal of the Internet of 

Things (IoT) is providing users information about physical or 

virtual objects with predetermined quality of service. Meeting this 

requirement implies integration of a large amount of information 

about objects and their identification in the net. Such definition of 
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the Internet of Things led to the sharp extending of the net itself and 

as a result to increasing number of users in the IoT networks. 

The predicted growth of the Internet of Things technologies 

market made up from $176 billion in 2016 to  $639,74 billion to 

2022 at average annual growth rate of 25,1% in 2017–2022. (13) 

In experts perspective the maximum effect from using new 

technologies of IoT can be obtained in non-oil and gas and non-raw 

material-based production.  According to the rough estimates the 

effect of using IoT in this sector of economy can exceed 1 trillion 

rubles (12).Methodology 

The article touches upon the main perspectives and problems 

of developing IoT on the basis of analysis of sources of literature. 

(2, 4, 5, 8-10, 15, 18-20, 22, 27, 28), Within the article the 

opportunities of using IoT industrial paradigm as well as 

mechanisms of raising effectiveness of industrial production in 

Russia were analyzed.    

Literature review 

At present the networks of the Internet of Things are the most 

demanded for collecting and transmitting large volumes of 

information. In this respect IoT networks are studied in many 

scientific researches by both Russian and foreign scientists. 
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However, since the large-scale implementation has been 

started recently nowadays   there is no commonly set terminology. 

Let’s consider some definitions of the Internet of Things.  

Internet of things (is an English notion often used as 

abbreviation IoT) is a conception of a computer net of physical 

objects equipped with in-built technologies aimed at interaction 

with one another or  with the  external  environment. (16) 

Internet of things (is an English notion often used as 

abbreviation IoT) is a complex computer system combining local 

computers, cloud servers, computer nets  and material objects 

(things), that are controlled automatically (excluding human factor) 

with the help of monitoring sensors and information gathering and 

processing means.(12) 

Industrial Internet of Things (is an English notion often used 

as abbreviation (IiOT) is the Internet of Things used  on an 

industrial scale at a factory or global corporation for making easier 

or speeding up the employees work, overall automation of 

production processes (excluding human influence).(12) 

The Internet of things can be considered as a certain stage of 

Internet development at which the number of “things” connected to 

the Internet exceeds the number of people using the Internet. The 
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Internet of Things combines the objects surrounding people in 

computer system for exchanging information and providing work 

without human interference on operational basis. (1) 

Implementing the Internet of Things enables transition to 

individual production meeting requirements of  every particular 

customer.  

К. Ashton was the first who formulated the conception of the 

IoT in  1999. He offered to optimize corporate logistics with the 

help of Radio-frequency identification tags.  The Center of 

Automatic Identification at Massachusetts Technological Institute 

developed   the architecture of the  IoT. The conception is based on  

combining “things” in the united computing network served by 

Internet Protocols which enables full automatization of process 

execution by “things” themselves.  (1). 

Implementing technologies of the Internet of Things paradigm 

into production and consumption processes is considered to be the 

beginning of the fourth industrial revolution – Industry 4.0 (5, 18, 

19,27). Industry 4.0 in based on “smart production”, i.e. products, 

components and production machines even at the stage when they 

are being worked out will collect data and exchange it with one 

another on a real-time basis.  Usually the exchange of data implies 



 

 

 

 

 J.Brakhava. et al 

 88 

exchange of the most important information for instance about the 

structure and dynamics of production processes, the volumes of 

energy consumption, supplies of raw materials, their circulation and 

etc. Modern “smart enterprises” should easily adapt to constantly 

changing requirements, technological variations as well as market 

rules. (27). F. Shruf and et al. described the interconnection of 

“smart productions” with their consumers. (25). 

The following “smart production” technologies are used in the 

paradigm of the Industrial Internet of Things (4, 13, 28): 

- intercomputer communication (m-2-m) and  smart-devices – 

equipment, mechanisms and facilities (field devices, mobile 

computing, control devices ), that can interact both  with one 

another and an enterprise’s personnel; 

- smart-architecture of business-processes – production, 

management, supply environment of an enterprise supported 

by IoT,big data and cloud technologies.   

- smart-logistics  – logistics instruments of optimal flows 

reacting at  sudden changes (such as shortage of materials, 

insufficient space and etc.). 

- smart-energetics – intellectual infrastructure of productions  

using the IoT should react at changes in energy consumption.  
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Economic effect of implementing IoT technologies can be 

estimated up to 2025 and makes up from  $2,7 trillion to  $6,2 

trillion per year(7).  The contribution of Industrial Internet of 

Things into World Economy can make up about $14 trillion by  

2030. ([32). Besides the number of devices connected to it in the 

countries of Organization for Economic Cooperation will grow 

from  1 billion (in 2016 ) to 14 billions (by 2022) (21). 

For the first time telemetry systems for transmitting data in 

the Internet were used in transport industry and at hazardous 

operations industrial facilities. Later the sphere of their application 

was extended to safe operation management in household use in the 

systems “Smart house”. (14) 

Results 

According to international analysts the Industrial Internet of 

Things (IiOT)  is a good opportunity for  Russian business to take 

leading positions in the world.  

Many industrial enterprises consider IiOT not only as  the way 

of cutting expenses with simultaneously increasing productivity  

but as well as the platform for further growth and effective 

competition in the market.   Besides implementing IiOT 
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technologies gives new opportunities for  control over the systems, 

processes and centers of knowledge.  

However according to consulting company AC&M-

Consulting: the growth of Russian market of  IiOT in 2019 

appeared to be not so significant as it was expected. According to 

the expert estimation over the next two years compound annual 

IiOT market growth rate will not exceed 7%. In researches 

perspective the value of this market will make up about 81 billion 

rubles by the end of 2020 (6). It is caused by the digitalization of 

Russian economy.  

Discussion 

As any other innovation the Internet of Things has a number 

of advantages and disadvantages. 

The undoubtful advantages of using Industrial Internet of 

Things comprise the following:  

1. Labour saving  by means of automatization; 

2. Distant control over whole enterprises with minimal 

number of employees at maximal capacities; 
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3. Automatic predicting and calculating efficiency indices, 

production capacities, equipment life expectancy and 

efficiency; 

4. Complex protection of data bases stored at a distant cloud 

server; 

5. High mobility and speed of data transmitting by means of 

using the latest communication opportunities of 5G-

networks;  

6. Round-the-clock automatic monitoring of enterprises’ 

operational work; 

7. Instant access for administrative staff and members of the 

Board of Directors to any information concerning the 

enterprise; 

8. Significant extending of the information base in different 

spheres for further usage.(24) 

9. The above mentioned advantages lead to improving quality 

of life, increasing life security, improving environment and 

optimization of using natural resources, minimization of 

risks at hazardous productions.    
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However implementing the Internet of Things can lead to some 

negative consequences to which above all we can refer the 

following:  

1. Job slashing; 

2. Threat to consumers personal privacy;  

3. Considerable material costs (connected with equipping an 

office or a house, setting touch sensitive tools);  

4. Security problem; 

5. RFID-technologies (radio-frequency identification ) can 

negatively influence both  the environment and human 

health. RFID-antennas are likely to be the source of 

radiation; 

6. Increasing the difference in standard and quality of life 

among the groups of population as well as countries.  

In a whole it is expected that the implementation of the 

Internet of Things will lead to creating some new more modern 

vacancies, special opportunities for business development as well 

as  for development of human capital. (24) 

Developing of the IoT technologies is mainly determined 

by the structure of economy of different countries.  The analysis 
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of the conditions of using the Internet of Things in different 

countries showed the following results presented in the table. 

(табл. 1): 

Region Volume of 
investments into the 
Internet of Things 
development 
(USD)billion  

The size of the 
Internet of 
Things market 
(billion USD) 

The number of 
objects connected 
to the Internet of 
Things (billion 
items) 

Europe 185,25 (or 25% of 
investments in 
obsolete technology 
funds) 

378 5,77 

The USA 14,9 (as of  2018 the 
maximum volume of 
investment capital)  

147 0,887 

Asia USD 19,71 billion  583 8,98 

Table 1. Indices of using the Internet of Things in different 

regions of the world in 2018  

European region is the leading one by the  investments in the 

sphere of the “Internet of Things”, it also has the larger number of  

objects connected to the Internet of Things (that makes up 5,77 

billion items). The USA has minimal volume of investments.  

There we can find cause-and-effect relation  that leads to a 
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small  number of the Internet of things (0,887 billion items). (17) 

According to international company Gartner rates of growth 

of the  IiOT are increasing from year to year exponentially. This 

process is supported by a large number of devices with direct 

access to the global network. According to the estimates made by 

specialists of the consulting company Сisco, nowadays there are up 

to 7 different interactive mobile devices working in on-line mode 

per every person.   

According to the results of the analysis of the research center 

CAGR average annual rates of growth of the world market will 

make up 14,4% over the period from 2017 to 2023  that in cash 

equivalent  makes up over $700 billion per year. 

According to alternative predictions made by the agency 

Machina Research the market of world IiOT by 2025 will grow up 

to $484,5 billion per year  that will make up 11% of the total 

volume of  the market of the Internet of Things that in its turn will 

make up $4,3 trillion. Over the same period of time.  

The most demand for and development of the IioT is 

predicted in such industries of economy as: heavy machine 

building; medicine and health care, transport, housing and public 

utilities; «smart city». (12) 
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There are a lot of example of implementing Industrial Internet 

of Things at national level (for instance implementing of smart 

meters in Germany(23) as well as at the level of an enterprise 

(ERP-system for creating a smart factory at B&R Industrial 

Automation in Austria and etc. (26) 

Russia is among the countries where the IiOT  is actively 

developed .  

There is the number of peculiarities for the Internet of Things 

in Russia both positive and negative.   

On the one hand  there is  full provision of the country with  

low value electric and energetic resources. On the other hand the 

rate of penetration of the Internet of Things into the Russian way of 

life  is considered to be minimal.  This is in its turn caused by the 

number of reasons: awesome difference between companies in the 

level of implementing  IT-technologies; more rampant development 

of some industries in comparison with the other, at that  such 

industries as transport and communication are the most quickly 

increasing and developed. Their growth is also determined by 

implementation of the Internet of Things in reproduction process. 

The volume of investments in the sphere of the Internet of Things 

on the part of  enterprises of communication and transport  is 
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estimated approximately as 1,56% of the  GNP  contributed by 

these spheres into the GNP of the country.  

The authos of the report The World Bank highlight that one of 

the significant achievements of Russia is active development of 

“digital services”  (they are consumed by approximately и 80 

million people). (29) 

The experts consider that the maximum effect from  using 

new technologies of the IioT can be reached in the industries  

connected with raw material production as well as oil and gas 

extracting industries. According to the approximate estimations the 

effect of using IioT in this sector of economy can exceed  1 trillion 

rubles. Such industries as agriculture, transport logistics also follow 

this trend. The potential flow of additional finances can reach 600 

billion rubles. 

At the last presentation of the opportunities of the wireless 

connection 5G, within promoting federal project “Digital 

economy”, the representatives of «Rostech» informed us about 

advantages of implementing cybertechnologies of the Internet of 

Things in industrial and state sectors. They also previewed  contour 

map of gradual implementation of  IioT into all sectors of Russian 

economy.  
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To the main factors fostering the growth of the IoT in Russia 

can be referred the following : 

 Perspectives of global implementing of the  IioT-

technologies in all spheres of life; 

 Instantly increasing volumes of consumption and demand 

for new technological decisions; 

 State sector support; 

 Developing communications of mobile networks; 

 Partnership with transnational companies and adopting 

international experience; 

 Demands for absolutely new complex decisions for the 

systems of production security. 

To the main factors preventing the growth of the IoT in Russia 

can be referred the following: 

 Exceeding globalization; 

 Bureaucracy in state sector; 

High competition at international markets; 

Obsolete technologies at most enterprises; 

Harmful impact on the planet environment; 
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International economic sanctions; 

Instable economy; 

Decreasing number of investors; 

The lack of specialists; 

Geographic and natural conditions. (11) 

However this technology can cause some hazards: 

confidentiality, cybersecurity problems, absence of unified 

standards, mass layoffs of low-qualified personnel.  

With extending the number of Internet-connected gadgets the 

risks to cybersecurity will increase. In  2015 in Russia there were  

15,5 million  «Internet-connected» gadgets; in the medium-term 

perspective their number will increase up to 400 million gadgets. 

I.e. 400 million digital gadgets can either become the source of 

threat to personal data or can become an instrument for initiating  

DDoS-attacks. That is why with the development of the IioT-

technologies companies should work out the strategy of providing 

security and data protection  as well as create proper infrastructure. 

(30) Within the global research of the trends in the sphere of 

information security  in 2017 about 25% of respondents confirmed 

the fact of hacker attacks of IioT components used for 

automatization of technological processes in integration systems. 
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However only one forth of respondents is planning to invest in 

information security of the Internet of Things.  

Conclusion 

Digitalization as a whole and implementation of the Industrial 

Internet of Things in particular will require the increase of 

investments into digital technologies  as well as drastic 

modernization of infrastructure of almost all sectors of economy. 

Besides it will require taking into consideration developmental 

challenges of  the IiоT in Russia, such as: 

 structural and technological inferiority of the Internet of 

Things in Russia  Èíòåðíåòà âåùåé â Ðîññèè; 

 priority spheres of implementing the Internet of Things: 

production spheres (extracting and processing), 

communication and transport. State administration can also 

be referred to priority spheres.  Data of the nasty growth of 

the IioT market value  confirm the global perspective  of 

major robotization of production processes.  
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