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Abstract

With the tremendous progress in software science and accelerated
technology in information systems, and with the increasing
reliance on computers and information networks, the so-called
Cybercrime has emerged, which is called "Cybercrime", which is
one of the most serious challenges facing electronic transactions.
Despite the positive effects of technological development, internet
penetration of borders and the emergence of virtual cross-border
worlds resulted in what is called "electronic terrorism".
Cybercrime is no longer concentrated in a specific country or
society, but rather threatens the security and stability of many
countries, especially with the difficulty of discovering and proving
these crimes. Which requires concerted international efforts to
deal with such crimes? The information revolution and the ability
to use technology have paved the way for the emergence of new
and diverse forms of electronic power, which have a direct
reflection at the local and international level, on the one hand it
led to the redistribution and spread of power among the largest
number of actors, and this is what made the state’s ability to
control this The field is in doubt compared to other fields of
strength.
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On the other hand, cyber power has made some smaller
countries in international politics have a greater ability to exercise
hard and soft power through a new strategy of “electronic power"
as its source, and this means a change in power relations in
international politics. Electronic wars have been characterized by
a major destructive characteristic to the national security of
countries because of their ability to spy, infiltrate, and then blow
up without smoke and rubble, whether by destroying websites,
blowing them up and bombing them with a barrage of viruses, or
working to use multiple cyber weapons to undermine those sites,
which are Weapons are also easy to obtain through Internet sites,
and therefore the repercussions of this type of war are dangerous
for the national security of countries. The practical reality has
proven that the state cannot, through its single efforts, confront
these new crimes with this continuous development in all fields of
communication and information technology, and given the
security and legal significance of the phenomenon of electronic
terrorism that affects the national security of countries and
confronting them requires standing up the necessity of standing on
the concept of electronic terrorism, its dangers and ways to
confront it And to take all countermeasures towards it.

This requires the necessity of international preparedness to
confront such threats. The beginnings of international efforts to
confront Cybercrime and digital terrorism go back three decades,
when the international "Interpol” discussed in 1981 the possibility
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of developing legal legislation on Cybercrime. Since then,
progress has been slow, but accelerated after the end of the Cold
War. Perhaps the establishment of the Cyberspace Law Institute at
Georgetown University in 1995 was an indicator of awareness of
the problem. Countries have adopted many initiatives at the
national, bilateral, regional or international level, in order to work
to protect the global information infrastructure from the risk of
exposure to cyber threats, and have worked to create new
legislative frameworks that deal with this new phenomenon by
formulating a new concept of national security, Then the trend
towards international cooperation. Whereas, cyber attacks
constitute a threat to the principles of international law, which are
based on respect for the sovereignty of states, because of the
breach of security and military information that is classified as
confidential, and undermines a basic duty which is to refrain from
the use or threat of force due to its severe damage to the
functioning of the government or the provision of services in the
country that is subjected to such.

These attacks, which affect the idea of the state’s sovereignty
and its scope. Sovereignty in the traditional sense is the state’s
enjoyment of exercising its powers over its territory and the
exclusivity in it by issuing political decisions and the ability to
legitimately monopolize the tools of repression at home and refuse
to comply with any other foreign authority. That is why
international organizations are working to keep abreast of
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developments in the matter of cybersecurity and have established
working groups to develop strategies to combat Cybercrime and to
develop general policies, security measures, guidelines, risk
management methods and various technologies that can be used to
protect the Internet. These policies include information,
computers, individuals, infrastructure, informational programs,
services, wired and wireless communication systems, and the
entirety of information transmitted or stored in electronic devices
in order to ensure the safety of institutions and individuals in the
face of security risks and everything related to the Internet
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