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Abstract: A mobile ad hoc network (MANET) is a self-organized wireless network where 

mobile nodes can communicate with each other without the use of any existing network 

infrastructure or centralized administration. Trust establishment and management are essential 

for any security framework of MANETs. However, traditional solutions to key management 

through accessing trusted authorities or centralized servers are infeasible for MANETs due to 

the absence of infrastructure, frequent mobility, and wireless link instability. In most ad hoc 

network applications, the number of nodes is not fixed and the network should be flexible to 

add new members according to different situations. In this paper, a verifiable new member 

joining in threshold key management scheme for MANETs is presented. The proposed 

scheme is implemented using elliptic curve dlog-based cryptosystem. In this scheme, the new 

member broadcasts a joining request and if at least k neighbors trust the new member, they 

cooperate to issue the new member the keying materials required to join the network. The 

advantages of the proposed scheme are justified through extensive simulations.  
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I. Introduction  
A mobile ad hoc network MANET is an autonomous system of mobile nodes connected by 

wireless links. Each mobile node is able to communicate by radio waves with other nodes 

within its transmission range and relays on other nodes to communicate with mobile nodes 

outside its transmission range. The absence of centralized administration and the 

infrastructureless nature make MANETs good for emerging, disaster relief efforts, military 

and fast deployment communications. The lack of any centralized network management or 

certification center makes MANET vulnerable to infiltration, eavesdropping, interference, and 

so on. Efficient and robust key management services are central to provide MANETs with 

security services such as confidentiality, authentication, integrity and non-repudiation. 

 

Traditional key management service is based on a certificate authority (CA) or a trusted third 

party (TTP) to issue public key certificates to all nodes in the network. However, providing 

key management by relying on a single TTP or CA is not applicable within the pervasive 

environment of MANETs. In the mobility environment of MANETs, only distributive key 

management schemes can work efficiently. There has been a rich literature on public-key 

management in MANETs. 
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Some schemes depend on certificate-based cryptography [1], [2], [3] in which public-key 

certificates are used to authenticate public keys by binding public keys to the users’ identities.

This approach suffers from lack of scalability with increasing the network size, and cannot 

handle key update in a secure and cost-effective way.  

 

Another approach is providing keying material through a web of trust [4], [5]. In the web of 

trust approach, public key authentication is performed via a chain of certificates from the 

source node to the destination node.  

 

In threshold cryptography (TC) [6], a group of n parties share the ability to perform a 

cryptographic operation by distributing the trust placed on a single user among a group of n 

users. In addition, there is a threshold t associated with the threshold cryptosystem such that 

any t out of the n users can execute the cryptographic operation. Such schemes are referred to 

as (t, n) TC schemes. In this case, less than t users will not be able to perform the 

cryptographic operation successfully. In a threshold cryptosystem, if less than t users are 

compromised, the security of the whole system will not be breached. In threshold key 

management, a set of n servers jointly generate a pair of public and private keys in a way that 

the public key is known to all nodes in the network while the private key is divided between 

the n servers via a threshold secret sharing scheme such as Shamir’s (t, n) threshold 

cryptography [6]. Later, in order for a new node to join the network, at least t nodes (among n 

nodes) need to cooperate and sign a certificate for the new node.  

 

A model for distributing trusted services (by using threshold cryptography) among a set of 

servers despite some servers being under control of an attacker has been proposed in [7]. A 

practical implementation of a distributed key generation (DKG) on a network of computers 

has been presented in [8]. In this scheme, secure sockets are used to create the private 

channels over the Internet.  

 

Using elliptic curves for cryptographic protocols has been proposed in [9], [10]. 

Cryptosystems based on elliptic curve discrete logarithm problem (ECDLP) can use smaller 

key size than that is needed by discrete logarithm problem (DLP) or integer factorization 

problem (IFP) based cryptosystems to provide the same level of secrecy. Reducing the key 

size while maintaining the same security level saves memory, computation power, and 

communication overheads which are major concerns in the resource constrains environment 

such as smart cards and MANETs.  

 

In [11], a novel threshold key management protocol for MANETs using elliptic curve dlog-

based cryptosystem is proposed. In this scheme, an off-line authority is required in the 

network initialization phase before network deployment. After network deployment, the off-

line authority has no role in the network. When a group of nodes wish to establish a secure 

session, a node from the session broadcasts a session formation request. Each session member 

collaborates with its neighboring nodes to generate its private/public key pair, other session 

members public keys, and the session public key.  

 

In most ad hoc network applications, the number of nodes is not fixed and the network should 

be flexible to add new members according to different situations. The existence of the CA to 

issue the keying materials for each new member wishing to join the network after network 

deployment is not applicable and inconvenient.  
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In this paper, a verifiable new member joining in threshold key management protocol for 

MANETs using elliptic curve dlog-based cryptosystem is proposed. In the proposed scheme, 

the new member broadcasts a joining request and if at least k neighbors trust the new member 

they cooperate to issue the new member the required keying material. In this scheme, the new 

member can verify the contributions of its neighboring nodes which are necessary to produce 

the keying material required to join the network.  

 

The rest of the paper is organized as follows: Section II provides a brief introduction about 

elliptic curve cryptography related to our proposed scheme. Section III provides the scheme 

description of our proposed scheme. The performance evaluation of the proposed scheme is 

presented in Section IV. Finally, Section V concludes the paper.  

 

 

II. Elliptic Curve System Initialization  
The elliptic curve cryptosystem makes use of elliptic curves where all variables and 

coefficients must be elements of a finite field. There are two groups of elliptic curves which 

are used for cryptographic applications: prime curves defined over GF (p) and binary curves 

defined over GF (2
p
).  

 

a) Elliptic Curve Cryptography Domain Parameters: The operation of any cryptographic 

scheme involves arithmetic operations on an elliptic curve over a finite field determined by 

some elliptic curve domain parameters. If E is an elliptic curve over a finite field GF (q), then 

let E(GF (q)) denote the points in E including the point at infinity O. The parameters of the 

elliptic curve are E : {q, F R, a, b, G, p, h}, where q is a prime power (q = p or q =2
m
), an 

indication FR of the method used for representing field elements, a and b are the coefficients 

of the elliptic curve equation. G is the base point of the elliptic curve E(Fq), denoted as 

G =(xG,yG), a prime p which is the order of G, and finally the cofactor h =(#E(GF (q))/p), 

where #E(GF (q)) denote the number of points on elliptic curve E.  

 

 

III. Scheme Description  
Before we proceed to the new member joining protocol, we first show the Threshold Key 

Management Scheme for Mobile Ad Hoc Networks Using Elliptic Curve Dlog-Based 

Cryptosystem [11]. This scheme consists of two algorithms; the shares matrices generation 

algorithm and the session key generation algorithm. We assume the following assumptions in 

the proposed scheme:  

• Each user in the network has a unique identification number ID in GF(q) where q is a 

prime or q =2
m
 .  

• Each node ui is assumed to have a long term public/private key pair PKi/SKi, where the 

public key PKi = SKi ʘ G is known to all mobile nodes in the network and ʘ is the point 

multiplication by a scalar operation.  

 

A. Shares Matrices Generation:  
Let U be the set of nodes in the network initialization phase, where  

 

U = { ui, 1 ≤ i ≤ n } 

 

The set of nodes U has a cardinality equal to n and nodes that ∈ U are identified by their 

unique identities (u1,u2,… ,un), where ui ∈ GF (q). Shares matrices generation phase includes 

the following steps:  
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•  Step 1: CA selects B secret keys S, where  

 

 S = {S1,S2,     ,SB} 

 

•  Step 2: CA picks B secret polynomials f1(x), f2(x),… ,fB(x): 

 

 

  ( )  (   ∑    
 

   

   

)       (1) 

where 1 ≤ r ≤ B  

•  Step 3: CA computes secret polynomial shares: 

     sri = fr(ui), where 1 ≤ r ≤ B, and 1 ≤ i ≤ n.  

•  Step 4: CA rearranges the shares for node ui, establishes, and preloads the following m × d 

shares matrix to node ui before network deployment:  

 

 [
   
     

 

   
   
     

 
]

   

 (2) 

 

Shares of the same indices in the shares matrix of every mobile node represent shares for the 

same secret Sr. The parameter t chosen by the CA determines the number of neighboring 

nodes needed to collaborate with a session member ul in order to construct its private/public 

key pairs, session members public keys, and the session public key and this parameter cannot 

be changed henceforth. 

 

B. Session Key Generation  
When a group of nodes W = { ul, 1 ≤ l ≤ L } wish to generate session keys to be used in 

securing communications for this session (for example generate a signature for a message m ), 

they follow the following steps:  

•  Step 1: the mobile node ul which has the largest index over all other session members, 

broadcasts a session formation request as follows:  

 

 ul → Broadcast : *                   +       

  

where k is the number of shares to be picked from the shares matrix by each node in order 

to construct its secret sharing polynomial, and Nonce is a large random number used to 

randomize the session keys generation process.  

•  Step 2: when a neighboring node uj (which is not necessary to be a session member and not 

limited to the 1-hop neighbors) receives the request, it authenticates the origin of the 

request by verifying the signature of the sender node ul using the mobile node ul’s long 

term public key PKul .  

•  Step 3: When the verification succeeds, mobile node uj maps the session member IDs and 

the Nonce by using a k recursive hash functions H
k
(x), where H

2
(x)= H(H(x)), to obtain 

shares indices to be picked from its shares matrix as follows:  

 

1) calculate k row numbers as follows: 

  

 Ri = H
i
(u1|u2|…|uL|Nonce) mod M, 

  

     where 1 ≤ i ≤ k 
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2) calculate k column numbers as follows: 

  

 Ci = H
i
(Nonce) mod D,  

    where 1 ≤ i ≤ k 

•  Step 4: mobile node uj picks k shares from its shares matrix according to the rows and 

columns indices obtained from the previous step such that      ,      ,…,       and 

constructs its secret sharing polynomial as follows:  

 

   ( )  (   ∑    
    

   )       

 

   where          (     ) 

•  Step 5: using its secret sharing polynomial, node uj calculates a share for each session 

member ul ∈ W as follows: 

 

       (  )     ∑ .  ((  )
   )/      

    

    where 1 ≤ l ≤ L  

•  Step 6: node uj calculates the public shares {PVj1, … ,PVjL}, where PVjl = Zjl   G and 

sends out the following message to the session member node ul: 

 

    uj → ul : {           [   ]             }     
 

•  Step 7: mobile node ul computes and broadcasts the following public values:  

 

        (     )                where (0 ≤ i ≤ k)  

 

•  Step 8: mobile node ul collects at least t replies from its neighboring nodes in addition to its 

own calculations from the previous steps to reconstruct its private/public key pair, session 

members public keys and the session public key as follows:  

 

1) The private key of the mobile node ul in this session is calculated as follows:  

     ∑   ∏
 

   
     

 

   
   

 

   

 

2) The public key of the mobile node ul in this session is            . 

3) The session member ul calculates the public key for other session members uh, where 

     (1 ≤ h ≤ L, h   l) as follows: 

     ∑

 

    ∏
 

   
     

 

   
   

 

   

 

     where ∑  is the point summation under point add operation    
4) The session member ul calculates the session public key as follows:  

     ∑    ∏
 

   
     

 

   
   

 

   

 

     where k is the threshold number included in the session formation request which 

     determines the minimum number of mobile nodes required to form the session. 
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C. The Proposed New Member Joining Algorithm  
Although the process of joining a new member to the network is an important issue for a 

mobile ad hoc network, it should not be at the expense of changing the shares matrices of the 

old members. Taking into consideration the previous requirements, the process of joining a 

new member to the mobile ad hoc network in our proposed scheme can be summarized as 

follows: the new member node uj broadcasts a joining request that contains its identity and the 

trust evidence to its neighboring nodes as follows:  

uj → Broadcast : {uj, Trust Evidence}, where Trust Evidence is a credential that existing 

nodes can verify. If a group of at least t old members (We call this group henceforth the 

issuing group IG) believe that the requesting node is trustworthy according to its trust 

evidence, they cooperate to issue a shares matrix for the requesting node by using the 

Lagrange interpolation rule on every share of their shares matrices. 

 

An overview of the new member joining process is shown in Figure 1  

 

The new member joining process for each element of the shares matrix can be summarized as 

follows:  

•  Step 1: each node ui ∈ IG calculates a contribution Qi(j)   
( )

 by using the shares in its shares 

matrix (refer to equation 2) where 1 ≤ k ≤ m, 1 ≤ h ≤ d and the Lagrange coefficient Qi(j) in 

this case can be calculated as follows: 

 

  ( )  ∏
   

   

 

   
   

 (3) 

 

 
New Member Joining 

New member broadcasts a joining request and if at least k neighbors trust the new 
member, they do the following steps for each matrix element: 
Step 1: u divides its contribution of the new member share among the k neighbors 
Step 2: Neighboring node u, collects k contributions from neighbors 
Step 3: u, sends the encrypted sum of contributions to new member 
Step 4: New member decrypts contributions it received from all k neighbors and 
             forms its shares matrix 

 

Figure 1   New Member Joining  

 

•  Step 2: node ui ∈ IG divides randomly its contribution (  ( )   
( )     ) among the t 

members of the IG group and sends an encrypted message includes βil (where l =1,…,t) to 

each IG member such that: 

 

∑      ( )   
( )     

 

   

 (4) 

 

•  Step 3: node ui broadcasts the public value (Qi(j)   
( )

)   G.  

•  Step 4: node ui ∈ IG collects t−1 contributions from the other members of the IG group in 

addition to its own contribution, encrypts them with its private key and sends the following 

message to the new member: 

  

      {      [∑   

 

   

]} 
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•  Step 5: the new member node uj collects and decrypts the received t messages from the IG 

group to construct its share    
( )

 as follows: 

 
 

 

   
( )
 ∑∑    

 

   

 

   

∑∑    

 

   

∑  ( )   
( )
     

 

   

 

   

 (5) 

 

•  Step 6: the new member uj verifies its share    
( )

 . 

The new member uj checks if  

 

   
( )
   ∑

 

.  ( )   
( )
/  

 

   

 (6) 

 

If the verification fails, then some nodes in the IG group are sending incorrect shares. In 

order to ensure that the shares matrix of the new member are constructed from correct 

shares only, the new member node requests from each node ui ∈ IG to broadcast the public 

values βil   G and checks if  

 

∑

 

     

 

   

 .  ( )   
( )
/   (7) 

If the verification fails, the new member uj broadcasts a complaint against ui. 

 

The previous steps are repeated until the new member completes its shares matrix.  

 

 

IV. Performance Evaluation  
In this Section, the performance evaluation of our proposed threshold key management 

scheme is presented. We measure the computation complexity of our proposed scheme by 

presenting its timing results in comparison with that of Tang scheme [12].  

 

One of the major factors that affect the performance of ECDLP-based cryptographic protocols 

is the domain parameters (refer to Subsection II-0a) and the elliptic curve selected for 

implementation. The fundamental operation underlying ECC is point multiplication, which is 

defined over finite field operations. Elliptic curves are defined over either prime fields GF(p) 

or binary fields GF(2
p
). In environments in which an arithmetic processor is already available, 

the performance of GF(p) can be improved so that in some cases it exceeds the performance 

of GF(2
p
). In the performance evaluation of our proposed scheme, we consider only prime 

fields GF(
p
) since binary field arithmetic, is insufficiently supported in PARI/GP [13] and 

would thus lead to lower performance. On a desktop PC with an Intel Core 2 Duo 2.6 GHz 

processor and 1GB memory, PARI/GP [13] is used to evaluate the performance of our 

proposed scheme. The prime elliptic curve over GF(p) is defined by the equation 

 

    (       )      (8) 

 

where a and b ∈ GF(p) for p a prime and satisfy 

 

           (     ) (9) 
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The domain parameters (refer to Subsection II-0a) used in our implementation are as follows: 

 

A field size q which defines the underlying finite field GF(q), where q > 3 is a prime number; 

two field elements a and b in GF(q) which define the equation of the elliptic curve 

      (       )     ; two field elements xG and yG in GF(q), which define a point 

G =(xG,yG) of prime order on E ; the order p of the point G (it must be the case that p > 2
160

; 

and the cofactor h =(number of points on elliptic curve/p). The performance evaluation of the 

proposed scheme will be given in terms of the two thresholds t and k (out of the total n mobile 

nodes). The performance of the proposed scheme is evaluated for three different key sizes: 

192 bits, 239 bits, and 256 bits [14]. The total number of mobile nodes in the network is set to 

30 nodes. Values that remain constant between different scheme runs (for example, the inner 

parts of the Lagrange coefficients) can be precomputed and are therefore not included in the 

evaluation. 

 

A. An Overview of Tang et al. New Member Joining Scheme  
In Tang et al. scheme, a group of mobile nodes ui (i =1, 2,…, n) cooperate to issue the new 

member uj the required keying material as follows:  

•  Step 1: each mobile node ui (1 ≤ i ≤ n), chooses a random polynomial  ̃( )( ) of degree 

 t − 1 as follows: 

 

  ̃( )( )   ̃ 
( )     ̃   

( )      (10) 

  

where   ̃ 
( ) ∈   ( ) (0 ≤ l ≤ t − 1). 

•  Step 2: ui computes  ̂ 
( )   ̂( )(  )      (       ) and sends the following message 

to uj: 

       2      0 ̂ 
( )13 

 

•  Step 3: ui computes and broadcasts the following t − 1 public values: 

 

  ̂ 
( )   ̂ 

( )   (11) 

where (0 ≤ l ≤ t − 1). 

 

Table I   New member joining timing in (MS)  
 

CA  192-bits Curve  239-bits Curve  256-bits Curve  

Threshold (t)  
Proposed 

scheme  

Tang’s 

scheme  

Proposed 

scheme  

Tang’s 

scheme  

Proposed 

scheme  

Tang’s 

scheme  

5  121.40  32.64  198.60  53.60  220.80  60.16  

10  129.00  77.92  203.00  124.18  225.00  137.78  

20  154.43  304.13  233.43  447.80  254.82  482  

30  179.68  902  266.30  1278  289.28  1355  

 

•  Step 4: the new member uj decrypts the received message from node ui in Step 2 and 

verifies the share it received as follows:  

 

 ̂ 
( )
   ∑

    

   

.  
  ̂ 
( )
/ (12) 

If the verification fails, uj broadcasts a complain against ui.  
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•  Step 5: each node ui that received a complaint from the new member uj broadcasts the value 

 ̂ 
( )

 that satisfy equation 12.  

•  Step 6: node uj removes node ui from its trusted group if it received more than t complaints 

against ui in step 4, or if the reply of the node ui in step 5 does not satisfy equation 12.  

•  Step 7: node uj computes its private key  ̂  
( )

 as follows: 

 

 
 ̂  
( )  ∑ ̂ 

( )

 

   

 (13) 

 

•  Step 8: the new member uj computes its public key      ̃  
( )   and broadcasts PKj.  

•  Step 9: the new member uj receives PKi (i =1,    ) and computes the session public key  

 

     ∑

 

   

 

   

 (14) 

 

B. Timing Results  
If the size of the shares matrix is m×d, and the threshold is k, then the key space will be equal 

to 

 (   ) 

,(   )   - 
 (15) 

 

Results are presented for shares matrix of size 6×6 with the threshold k equal to 4 and 

according to equation 15, this shares matrix can produce 1.4×10
6
 session keys. In Table I, we 

illustrate the timing results of the new member joining process of our proposed scheme which 

can produce 1.4×10
6
 session keys in comparison with that of Tang scheme [15] which 

produces only one session key for the new member. Results are presented for key sizes 

192 bits, 239 bits, and 256 bits. Results show that for small CA threshold t(5,10), the new 

member joining process in our proposed scheme takes more time than that in Tang’s scheme. 

With increasing the CA threshold t(20,30), the timing results of the new member joining 

process in Tang’s scheme exceed the timing results of the same process in our scheme. 

Table I shows that the timing of the new member joining process increases slightly with 

increasing the CA threshold t. It shows also that the timing of this process increases slightly 

with increasing the key sizes. This reflects the suitability of the proposed scheme to the 

dynamical nature of MANETs where the number of network nodes changes frequently. The 

majority of the computations in the new member joining process are consumed in verifying 

the shares of the shares matrix of the new member. The majority of computations in the 

verifications of the new member shares matrix are performed in the point multiplication and 

addition operations in step 5 of Subsection III-C as illustrated in equations 6 and 7.  

 

 

V. Conclusions  
In this paper, a new member joining in threshold key management scheme using elliptic curve 

dlog-based cryptosystem has been proposed. The process of joining a new member in our 

proposed scheme does not change the shares matrices of the old members. For small CA 

threshold t(5,10), the new member joining process in our proposed scheme takes more time 

than that in Tang’s scheme, [12]. On the other hand, the new member joining process in our 

proposed scheme issues the new member the shares matrix which can produce a very large 
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key space compared to that of Tang scheme which issues the new member one key only. With 

increasing the CA threshold t(20,30), our proposed scheme has very low timings compared to 

that of Tang scheme, and timing does not vary significantly with changing the key size which 

reflects the suitability of the proposed scheme for applications where devices are resource 

constrained such as in the mobile ad hoc environments. 
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