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The Impact of the Interaction of Virtual Elements Supported by
Artificial Intelligence and Knowledge Management Tools in
Developing Cyber
Security Skills and Problem Solving among Students of
Computers and Artificial Intelligence
Abstract:

Virtual elements supported by artificial intelligence and
knowledge management tools are considered one of the most
important technological innovations in the field of Instructional
Technology at the present time, so the current research sought to
study the impact of the interaction of virtual elements supported by
artificial intelligence and knowledge management tools on the
development of cybersecurity skills and problem solving among
students of computers and artificial intelligence. The research sample
included (24) male and female students from some Egyptian public
universities.

The research sample was divided into two experimental
groups; And the provision of virtual elements supported by artificial
intelligence with two knowledge management tools (brainstorming,
learning communities), and accordingly a test was designed to
measure the cognitive achievement of cybersecurity skills, a note
card to measure cybersecurity skills, and a scale of problem solving
skills, and the research followed a set of steps and procedures from It
will ensure good instructional design of Al-powered virtual objects
and knowledge management tools in light of cognitive load theory,
communities of practice, behavioral theory and constructivism.

The results of the research showed the impact of the
interaction of virtual elements supported by artificial intelligence and
knowledge management tools on research variables in general; And
the hypothetical elements supported by artificial intelligence with the
brainstorming tool on most of the research variables in particular,
where the results showed statistically significant differences between
the two experimental groups (A), (B) in the pre/post measurement of
the cognitive achievement test, which confirms that the students
acquired information and knowledge with different elements. Al-
powered virtualization and knowledge management tools; But in
varying proportions, the most influential is the experimental group
(B) that used virtual items supported by artificial intelligence in the
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learning community tool, and the results of the two experimental
groups (A), (B) came in a note card measuring cybersecurity skills
and problem-solving scale in favor of the experimental group (A),
which It was trained through the virtual elements supported by
artificial intelligence with the brainstorming tool, where the
experimental group (A) committed to applying the optimal and
complete steps of the problem-solving strategy, unlike the
experimental group (B), which allowed the learning community tool
for its members to be free to adhere or not to all that was offered to
them of Information and experiences from which they can choose
what is useful and apply it, and what they find from their point of
view leaves information that hinders the completion of tasks at the
required speed, so it is natural that the experimental group (A)
outperformed the experimental group (B) in developing
cybersecurity skills and problem-solving. The research also
recommended the necessity of employing virtual elements supported
by artificial intelligence and knowledge management tools in various
learning management systems, due to their effective impact on
increasing knowledge achievement and developing skills and ways
of thinking.

Keywords: Virtual Elements Supported by Al, Knowledge Management,
Cyber Security, Problem Solving Skills.
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