o sidl) Aala - FaeLia¥) gl g il jall de Laia¥) dedall 4 Alae

Gg iSOV Wit 31 SSGyY Dagll dslaar Yt fulgall
ébymj\ ca::é\ ‘3

AU dds Deladl L1 8 i) e Lol dly

Q}Mw%lﬁw-\aﬁw}&/.:
i ki

Gt aglall Ayl gl dnolr

232



o sl Aaala - dueLaia¥) ¢l g bl all de Laia ) daxall 20S dlas

233



*
ol g ) sl
o il el - e L) gl g bl ol e Laia ) dendl) IS e
~—— ~ - = -

u.a"nll\

Lagal) elaay) Jalsally g sSNI ihall jlam) sae e ol 1) Zulpll oda ciaa
& aball oda dgalsal dnidall Jolally lgigalse daleld (o a3 Al Glisaally caihall el QlSs)Y
o B! s elaa¥) meall mgie Gnldl axdial CilaY) sda aaily . (sasmad) adinal
Baal duhall ciliags 8y . 3aa (119) paaze alllly ¢l daa dalal) Llall 4 sl (e die
(i) e SV Sl i asmad) il b Hlam) dgg SN phall ST o sleas) il
aal o o oai WS (ilaglany lil) duagead dlgnl wihag ¢ g SN JliaYly cuaill alag
() SE e gageadl pdimall A NI SDall QIS Bl Lelaa¥) Jalsal
ll) cuyelily Aaall Al payaall Slenly dpud) LB Chrcay (Ll G (o2l Jyuaills
tst sl adinall (3 Ags KN Jhal) dgalse Adeld o a3 N Cligedl aal e o Liad
iy SN aihal) Jlae (A oaliall Cpeanadial) Ay dan el () 8 opedi 5l Q) sae Aggu
Aaiiul vie AVl deludl Gy gubled) ey Ciring oJaall 8 8 cplindl 58 Al
Apa¥) LB 1 p (sgend) pcinall b Lig SN il dgalsal dnjiball Jolall aal (has - Cagulall
e plas e ile (5 s e g lnaYly cleadl Lekail Cuaas o asally adinall 41,5
e desenes Gnlll casly cpaeall galy GplE Jaaly ul) LS e plaly) sy iy
Aty dacLaa) Ll ddee & s Dbl PIA G aainall (8 5] o0 Gaend 1 lgaal cluagil
giloall Adlhas Ll 5 plaal 5ol cdlasall o3 (8 0505 didgiual dhre el i sl
pelifins gl Gagi das Gajd gis Jandl g cuthalad) Cladl) g Liagl Al clgigaling ) Ay 5SIYI
el 238 dgalsal JglEl) & 3)lly A S Aihalls Al (ulsd Jlaal cdapall Gl oo paanis
Jalal) 82 e Auig 5N pihall Anil€e i lae 3 ALalall duyial) 5sSH Jialliy i 8y pum
Al e sl 138 e

234



9 & 4
o sidl) Aala - FaeLia¥) gl g il jall de Laia¥) dedall 4 Alae

Abstract:

This study aimed to identify the extent of the spread of electronic crimes, the
social factors leading to the commission of these crimes, the obstacles that limit
the effectiveness of confronting them, and the proposed solutions to confront
these crimes in Saudi society. To achieve these goals, the researcher used the
social survey method and applied the questionnaire to a sample of (119)
investigators in the Public Prosecution Office in Riyadh. The study reached
several results, the most important of which are: that the most prevalent
electronic crimes in Saudi society are: crimes of extortion via the Internet,
crimes of fraud and electronic fraud, and crimes of violating privacy (data and
information). It was also found that one of the most important social factors
leading to the commission of electronic crimes in Saudi society are : Family
disintegration, curiosity among some young people, weak family control, and
the fascination of criminals with modern technology. The results also showed
that among the most important obstacles that limit the effectiveness of
confronting electronic crimes in Saudi society are: the ease of erasing or
destroying evidence in a very short time, the lack of forensic specialists in the
field of electronic crimes, the lack of experience of investigators in this field,
and the poor awareness of citizens about safe and sound methods. when using
the computer. Among the most important proposed solutions to confront
electronic crimes in Saudi society are: family control, community control,
keenness to update protection systems, refraining from downloading any file
from unknown sources, not disclosing the password, and issuing a deterrent
law for all. The researcher recommended a set of recommendations, the most
important of which are: deepening the role of the family in society by
highlighting its role in the socialization process in order to build a conscious
generation aware of its responsibility and role at this stage, increasing the
family’s interest in its children and monitoring the websites they frequent,
studying the conditions of unemployed youth and providing opportunities A
work that secures their future and keeps them away from the clutches of crime,
issuing laws on cybercrime and legal deterrence to confront these crimes, and
the need to train and qualify human cadres working in the areas of combating
cybercrime on how to deal with this type of crime.
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