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ABSTRACT

In this paper, the performance of a multicarrier frequency-hopping/binary frequency-
shift keying (MC-FH/BFSK) system with jamming is evaluated. The communication
channel is assumed to be Rayleigh fading channel. The considered types of jamming
are partial band and broadband jamming. A closed-form expression of the average
probability of error due to jamming is obtained. It is found that a smart jammer should
be present in all subbands of the MC-FH/BFSK system in order to be effective. Also,
a performance comparison between MC-FH/BFSK and single carrier FH/BFSK
systems is presented. It is found that, the performance of MC-FH/BFSK under
jamming is better than the performance of FH/BFSK.
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1. INTRODUCTION

The frequency-hopping (FH) scheme has been primarily used to combat jamming
signals in military communications environment. Two major types of jamming signals
for an FH communication system are partial-band noise jamming (PBNJ) and
multitone jamming (MTJ). The fast frequency-hopping binary frequency shift keying
(FFH/BFSK) system using a product-combining receiver (PCR) provides good
performance under narrowband partial-band jamming (PBJ) conditions [1]-[4]. The
average bit error rate (BER) performance of FFH/BFSK PCR over a Rayleigh fading
channel was discussed in [1] and [2]. The average BER expression for different
orders of diversity is obtained. It is shown that an optimum diversity order exists
under certain channel conditions. Other researchers extended the average BER of
FFH/BFSK PCR to Rician and Nakagami fading channels [3], [4]. In the Rician fading
channel, an L number of integrators was used to derive the conditional BER, where
L is the diversity order. In [5] the BER performance of noncoherent FFH/BFSK noise
normalization combining receiver is evaluated in the presence of PBJ and AWGN.
The considered channels are independent frequency nonselective slowly Nakagami-
m fading channels. It is shown that a higher diversity level greatly improves the worst
case performance of the receiver. The authors in [6] present the bit error rate
performance of two suboptimum maximume- likelihood (ML) receivers for FFH/MFSK
systems under the effect of multitone jamming (MTJ). The performance is derived for
Rayleigh and Rician fading channel and validated by simulation. It is found that there
exists an optimum diversity level for the two proposed suboptimum ML receivers.
This diversity level is higher for the Rayleigh fading case than the Rician fading case.
Other authors extended the analysis to differential FH system such as in [7] and [8].
In [7], the symbol error rate performance is analyzed over a Rayleigh fading channel
with partial band noise jamming and AWGN. In [8], the performance of differentially
FH with product combining receiver is studied and compared with other receivers.

As presented above, the authors do not focus in studying the performance of a MC-
FH system over a Rayleigh fading channel in presence of jamming. This system is
recently used to overcome the problem of the fast FH systems which suffer from a
significant performance loss due to using non-coherent demodulation and combining.
In MC-FH systems, the frequency band is partitioned into L disjoint subbands on
which L replicas of the signal are simultaneously transmitted. Since there is no
hopping, coherent reception is easy to implement. Moreover, if side information on
the jammer and noise level is available, optimum coherent combining results in a
large improvement in error performance as compared to FH-SS system.

In this paper, we study the performance of MC-FH/BFSK system in presence of
partial band and broadband jamming over Rayleigh fading channel. The average
error performance of this system is compared with that one of the FH/BFSK system
under effect of jamming. The paper is organized as follows. The system model is
described in section 2. The average bit error probability of the system under partial
band jamming is derived in section 3. The performance of the system under
broadband jamming is analyzed in section 4. Numerical results are then given in
section 5. Conclusions are provided in section 6.
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2. SYSTEM MODEL

The transmitter and receiver block diagrams of MC-FH system with coherent BFSK
are shown in Fig.1, and Fig.2, respectively. The information symbols, {ak} are

transmitted with a rate /T, ,a, € {0,+1} and k is the time index. The replicas of these

bits are transmitted simultaneously over L subbands. For simplicity, we assume that
there is one frequency hop per signaling intervalT,. Let Wg be the total

communicator bandwidth. Then the bandwidth of a subband, W, , is equal to Wg/L.
The bit a, is sent on L branches, the replica of a,_ on branch I; | e{l.....,L} is
denoted a,, . Each replica is transmitted using a BFSK modulation which occupies a

frequency interval that is designated by subchannels. Obviously a subchannel is a
subset of a subband. It is assumed that each subband contains h= N/L different
carrier frequencies spaced apart by f,, where N is the total number of carriers that

can be accommodated in the communicator band. Thus the number of carriers in a
subband is an integer N/L. It is clear that h is the number of available hops for a

symbol replicaa,,. f, is chosen such that each pair of carriers is orthogonal
i.e. fy =1/T,, where T, is the bit time interval. The transmitted frequency hopped
signal is given by

s(t) = zi\/ﬁ explj2z (f, +ay, f,)t|P. (¢ —KT,) (1)

where f, is a carrier frequency in subband |, {ak,l} is binary sequence, and P, (t)isa
unit rectangular pulse over interval T, which satisfies the orthogonality condition

2 1 ifm=n
P H , Where o, ={ (2)

Pt-mT)P (t—nT )dt=76
_'[o W ) B ( ) me 0 otherwise

Note that, with the above assumptions, the hopper is different for each subband |I.
From (1), the total transmitted power is equal to LS where S is the transmitted power
for one subband |. The frequency hopped signal at bit interval KT, <t <(k+1)T, is

given by
s, (t) =v2Sexp(j2z(f, +a,, f, )t) )
The channel is assumed Rayleigh fading channel, the received signal is given by

r(t) =gs(t) +n(t) (4)
where g:aexp(je) is a zero mean complex Gaussian random variable with a

Rayleigh distributed amplitude « and a uniformly distributed phase angle ¢, and
n(t) is a sample function of a stationary zero mean complex Gaussian process,
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independent of signal and with psd 2N,. The block diagram of the MC-FH/BFSK

receiver is shown in Fig.1. To separate the signals of different carriers, L branches
are employed. Each branch contains a dehopper followed by two correlators. The
dehopper of each branch knows the hopping pattern in that branch. The difference
output of these correlators in each branch is multiplied by the conjugate of the fading

parameter, g;. The real part of the sum of outputs, Z, , of all subbands gives the

decision variable Z, which is then compared to zero threshold to make a decision
about the information bit corresponding to that interval.

3. PARTIAL BAND JAMMING

The jamming signal, denoted J(t), is a sample function of a stationary zero mean
complex Gaussian process active on a fraction 7 of the signal bandwidth. When the
bandpass jammer is present on a hopping subchannel, we assume that it has a flat
power spectral density J,/2. When the jammer is present in a subband, it covers a
fraction v of its bandwidthW, . Let M be the number of subbands which jammed

effectively. This means M replicas of the data symbols are jammed in these
subbands andM <L, theny=vM/L. If the jammer is present in all subbands then

M=Landn=v.

This section is divided into two subsections. In subsection A, a theoretical
performance of the MC-FH/BFSK system in presence of partial band jamming in
Rayleigh fading channel is derived. In subsection B, the performance of single carrier
FH/BFSK under effect of partial band jamming is investigated for comparison
purposes.

A. Theoretical Performance Evaluation

In this subsection, the performance of the MCFH/BFSK system is evaluated under
partial band jamming. The performance is measured in terms of the bit error
probability (BEP). Without loss of generality, we will consider the received signal in
the interval corresponding to the zero bit. In the bit interval zero, the received signal
IS given by

r(t) = i\/ﬁg, exp j27 (f, +ay, f, )t +n(t) + (1) (5)

Consequently the output of the i! dehopper, g (t), is given by
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q; (t) = r(t)exp(-j2t)

L 6
_3 V25, exp j22(f, - 1, +ay, Tt Hgnexp(-j2A) )
=1

+0,J(t)exp(-]24f;t)

The outputs of the i subband correlators, Z,,, is multiplied by the conjugate of the

!

fading parameter, g, and the output, Z;,, is given by

l Ty L .
2o, :T_J.z\/g%z exp[j2z(f, — f; +a,, fy — f)t]dt

b ol=l

Ty Ty
+Ti [ e n(yexpl- j2x (f, + f, )t]dt+Ti [a? I)expl- j2x(f, + f,)tlot
b o b o

(7)
T, L .
‘%IZ@(XE exp[j2z(f, — f +a,, f )t]dt —Tifalz n(t) exp(~ j2xf,t)dt
b ol b o

Ty
—Tijaﬁ J(t)exp(— j2af,t)dt
b 0

where o’ =g,g,. Moreover, as the different carriers are orthogonal, the integral in

the first term of (7) is nonzero only for | =i and otherwise equal to zero. Assuming
that the transmitted bit at the interval number zero, a,,, is equal to, 1, wherel<I| <L,

and substituting by «/ in (7), consequently we have:
Zy =alN2S+n +J, 8)

Where n, is the complex noise component at the i subband correlator and it is given
by:

b | o 0

n = ?_—2{ j n(t)exp[- j2z (f, + f, )t]dt - j n(t) exp(— j27zfit)dt} (9)

and, J; is the complex jamming component at the ith subband correlator output and it
is given by:

J =?_—i2ﬁ\](t) exp[- j2z(f, + fd)t]dt—TfJ(t) exp(— j272fit)dt} (10)

b

The jamming power appears as an additional additive Gaussian noise source in each
of the M jamming subbands with power spectral density J, = J,,,/#W, , where J,, is
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the total average jamming power. Assume that M out of L replicas are hit by the
jammer, then as described in section 2, the decision variable Z, is equal to

L L L M
Z, = Re{z Z;, }:x/zsz al +) Re(n)+ > Re(J;) (11)
i=1 i=1 i=1 i=1
The decision variable Z, can be written as

L
Z, =28 a? +N+J (12)
i=1

L M
where N =) Re(n), and J=) Re(J;). In (12), N is the total noise component and
i=1 i1
Jis the total jamming component caused by the partial band jammer. To obtain the
distribution of the random variable Z, , it is necessary to obtain the distribution of both

N and J. Again, as the carriers are orthogonal, n * are independent and identically

distributed (i.i.d.) Gaussian random variables. Consequently, N is a Gaussian

: : : 2N, <& - :
random variable (r.v.) with zero mean and variance o/ = T 0 Zaf . Similarly J is a
b =l

1

. . . 2), U . .
Gaussian r.v. with zero mean and variance o =T—°Zai2 . Since the noise and the
b is
2
zZ 1

jamming are independent, the variance of their sum, o
variances and it is given by

is equal to the sum of their

L M
ol = Ti(zNOZaf + ZJOZaizj (13)
b i=1 i=1

The pdf of their sum (N +J) is obtained from convolution of their pdf and it is given
by

-1

1 LY
fzk,l(z)_\/ﬂexp[zag (z— 2s§ai” (14)

Note that the real of the decision variable Z, is compared with zero threshold to

decide between one and zero. Then the bit error probability (BEP) is equal to the
probability that the real of the decision variable is less than zero given that the
transmitted bit is one. Then the conditional BEP, P(e|M,¢;), under partial band

jamming given the transmitted bit is one can be written as
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Pe|M,a;) = j. f,1(2)dz=Q - (15)

N0+Jo(ileaf/iafj

i=1

where E/ is the energy per bit for the MC-FH/BFSK system which is given by
E, = ST, . It is clear that, when M increases, the degradation in system performance

increases. The probability that M out of L replicas are hit simultaneously by the
jammer is given by

Py :(II\_/IJVM (1—V)L_M (16)

Therefore the conditional bit error probability, P(e|«,), of the system is given by

El’)iaiz
MI:1 L
N, +J, (Zaiz Zaizj
i=1

i=1

P(ela) = 3R, Plert )= 3 1 o -0 Q a7)

M=0

WhenM <L, there are (L— M) subbands without jamming which implies that when
E,/N, tends to infinity, P, tends to zero independent of jamming power. This is
because there exist (L—M) replicas of a, are found in the unjammed subbands and

detected correctly. Therefore, the effective partial band jamming must exist in all
subbands, thatis M =L and consequently, =v . Knowing thatJ, = N, /57, where N,

is the jammer power spectral density, then with the assumption thatN, <<N,,
P(e| ;) becomes

Pela) =n"Q (18)

It is noted that, according to the error probability given in (18), the jammer can
choose its parameter n so that the communicator BEP is maximized. Before

obtaining the average BEP, let us define some notations. The signal to jamming
power ratio of channel | is defined as y; =nal E,/N; which for the independent and
identically distributed Rayleigh fading channels has an exponential pdf given by

Py”_ (7ij ):%exp(— Yi /;7]. ) Where y, is the average signal to jamming power ratio per
j
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bit which is given by y, =nQ EQ/ZNJ . Then, the total signal to jamming ratio per bit,
7y at the output of the receiver is given by

Yo 19)

The pdf of 7, is a chi-square and it is given by P, (7, ):(L—ﬁ )
LY

Then using (18) and (19), P(e| ;) can be written as

Pel7,) =nQlr ) (20)

Recall that, our goal is to evaluate the performance of the system in terms of average
BEP. For this purpose the conditional BEP in (20) has to be statistically averaged
over the random parameter y,. The average BEP is given by

L 0

5e = :T P(el V4 ) P;/U (7/tj )jytj = (L—UW J. Vs LilQ(\/]’itj) exp(— Vi /]7J )dytj (21)

J

o

which, after successive by parts integrations, can be written as

= (14 Tl -1+ 1+ u, !
RS ERN D

o 7,
where ; is given by u; = Lo
7i

B. Performance of Single Carrier FH/BFSK Systems in Presence of Partial Band
Jamming

In this subsection, the performance of the single carrier FH/BFSK in presence of
partial band jamming over Rayleigh fading channel is presented for comparison
purposes. The average BEP of single carrier FH/BFSK in the presence of partial
band jamming can be obtained by substituting L =1 in (22) which results in

Po=Tl-n) (23)

The performance of single carrier FH/BFSK under partial band jamming (represented
by (23)) is compared with the performance of MC-FH/BFSK (represented by (22)) in



Proceeding of the 12-th ASAT Conference, 29-31 May 2007 CMM-02 | 9

section 5. The purpose of this comparison is to show superiority of MC-FH/BFSK
system over the single carrier system in presence of partial band jamming.

4. BROADBAND JAMMING

In this section, the performance of MC-FH/BFSK system in presence of broadband
jamming is provided. This section is divided into two subsections. In subsection A, a
theoretical performance of the MC-FH/BFSK system in presence of broadband
jamming in Rayleigh fading channel is derived. In subsection B, the performance of
single carrier FH/BFSK under effect of broadband jamming is investigated for
comparison purposes.

A. Theoretical Performance Evaluation

In broadband jamming the jammer spreads his total power J uniformly across the
total bandwidthWg. In this case, all subbands are jammed i.e. M =L and the

probability, B, , that M =L replicas are hit simultaneously by the jammer is the same
for all subbands and is equal to B, =1/L. Therefore, in terms of N,, P(e|«;), of the
system is represented by:

Plela) = YR, Ple/M,a)=Q

M=0

(24)

Following similar procedure as in the case of partial band jamming, the average BEP
under broad band jamming is given by

SEb ey

where y is given by u= /1L_ and 7 =QE; /2N, is the average signal to jamming
T

ratio per bit.
B. Performance of Single Carrier FH/BFSK System in Presence of broadband
jamming

The performance of the single carrier FH/BFSK system in presence of broadband
jamming can be obtained by substituting L =1 in (25) and it results in
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P, =>(1-p) (26)

N

The performance of MC-FH/BFSK under broad band jamming (given by (25)) is
compared with the performance of single carrier FH/BFSK (given by (26)) in section
5.

5. NUMERICAL RESULTS

The plot of average BEP for MC-FH/BFSK under the effect of partial band jamming is
illustrated in Fig.3, and Fig. 4, (eq.22). The figures are plotted for different values of
n, and with L=4 and 8 respectively. These figures show that at any value ofr, the

average BEP decreases as y,; increases. For example in Fig.3, at = 0.75 and
7;=1dB, the average BEP is about 107* while at the same value of 1 and 7;= 9dB,

the average BEP is about10™. From another hand these figures show the effect of
the subband order, L, on the average BEP where it is illustrated that as L increases
the average BEP decreases. For example in Fig. 3, at n= 0.5, y;=10dB, and L= 4
the average BEP is about 0.8x107™*, while from Fig. 4, where L =8 the average BEP
is about 10~ under the same values of n and 7;- The plot of P, for MC-FH/BFSK

and single carrier FH/BFSK under partial band jamming is shown in Fig.5, (eq.22,
and eq.23). This figure is plotted forn =0.75, and L =4. This figure shows that under
partial band jamming the MC-FH/BFSK system has superior performance than the
single carrier system. At y, =10dB, the Ee for MC-FH/BFSK system is0.8x10~*, while

in the single carrier FH/BFSK system is about 0.5x10™". The plot of average BEP,
E, for MC-FH/BFSK under broad band jamming is shown in Fig.6, (eq.25). This
figure is plotted with L=4 and 8. It is illustrated from figure that under broadband
jamming as L increases the average BEP decreases. For example at y =5dB the Ee

at L= 4 is about 0.4x107 while at L= 8 is about 0.7x10™*. The plot of average
BEP, P,, for MC-FH/BFSK and single carrier FH/BFSK under broad band jamming is

shown in Fig.7, (eq.25, and eq.26). This figure is plotted for L =4. It is illustrated from
figure that under broadband jamming the MC-FH/BPSK system has superior

performance than the single carrier system. For example at y = 5dB the E for MC-
FH/BFSK system is about 0.4x107% while in the single carrier is about10™.

6. CONCLUSIONS

The performance of MC-FH/BFSK system in presence of jamming over Rayleigh
fading channel has been analyzed. A closed-form expression of the average
probability of error of MC-FH/BFSK system due to jamming has been obtained. It has
been found that a smart jammer should be present in all subbands of the MC-
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FH/BFSK system in order to be effective. Also, a performance comparison between
MC-FH/BFSK and single carrier FH/BFSK system has been presented. It is shown
that, the performance of MC-FH/BFSK under jamming is better than the performance
of FH/BFSK.

REFERENCES

[1] K. C. Teh, A. C. Kot, and K. H. Li, “Partial-band jamming rejection of FFH/BFSK
with product combining receiver over a Rayleigh-fading channel,” IEEE Commun.
Lett., vol. 1, no. 3, pp. 64-66, May 1997.

[2] G. Huo and M. S. Alouini, “Another look at the BER performance of FFH/BFSK
with product combining over partial-band jammed Rayleigh-fading channels,”
IEEE Trans. Veh. Technol., vol. 50, no. 5, pp. 1203-1215, Sep. 2001.

[3] K. C. Teh, A. C. Kot, and K. H. Li, “Performance of FFH/BFSK product combining
receiver over a Rician-fading channel with partial-band jamming,” Electron. Lett.,
vol. 33, no. 11, pp. 935-937, May 1997.

[4] T. C. Lim, W. He, and K. H. Li, “Rejection of partial-band noise jamming with
FFH/BFSK product combining receiver over Nakagami fading channel,”
Electron. Lett., vol. 34, no. 10, pp. 960-961, May 1998.

[5] Li-ping Zhu, Yan Yao, and Yi-Sheng Zhu, “Antijam performance of FFH/BFSK
with noise normalization combining in a Nakagami-m fading channel with partial
band interference,” IEEE Commun. Lett., vol. 10, no. 6, pp. 429-431, June 2006.

[6] Y. Han and Kah C, “Performance Study of Suboptimum Maximum- Likelihood
Receivers for FFH/MFSK Systems with Multitone Jamming over Fading
Channels,” IEEE Trans. Veh. Technol., vol. 54, no. 5, pp. 82 -90, Jan. 2005.

[7] Z. Chen, S. Li, and B. Dong, “Performance analysis of differential frequency
hopping system with partial band noise jamming over Rayleigh fading
channels,” in Proc. IEEE Vehicular Technology Conf., ppl -5, Sept. 2006.

[8] Z. Chen, S. Li, and B. Dong, “Partial band jamming rejection of differential
frequency hopping system with product combining receiver over Rayleigh fading
channel,” in Proc. IEEE International Conf., vol. 12, pp. 5612 — 5616, June 2006.



Proceeding of the 12-th ASAT Conference, 29-31 May 2007

Information
—

bita,

Serial to
parallel
converter

CMM-02

12

Fig.1. Block diagram of the MC-FH transmitter.

a
! | BFSK
| Mod.1
Hopper 1
a
“? | BFSK
| Mod.2 "?
Hopper 2
a
kb | BFSK
| Mod.L
Hopper L




Proceeding of the 12-th ASAT Conference, 29-31 May 2007 CMM-02 | 13

oy (t) - j

(k+1)T, J Zk’l L
gL | o;
Dehopper 1 1T o
a,(t)
r(t)
—>
Dehopper 2
q.(t)
Dehopper L
A\ 4

Re(.) Decision
Z block a,

Fig.2. Block diagram of the MC-FH receiver.



Proceeding of the 12-th ASAT Conference, 29-31 May 2007 CMM-02 | 14

10 T T 10 T T T T T T
—-©- ETA=0.125 -~ ETA=0.125
-3 ETA=025
R -3- ETA=0.25
—+ ETA=05 || 102 | ?VVVVVVV —+— ETA=05
—= ETA=0.75 VVV —~ ETA=0.75

Average Bit Error Probability
L

Average Bit Error Probability
5

10'6 L L L L L
-10 5 0 5 10 15 20 25 -10 20 25
Average Signal to Jamming Power Ratio [dB] Average Signal to Jamming Power Ratio [dB]
Fig.3.Average BEP of MC-FH/BFSK under Fig.4. Average BEP of MC-FH/BFSK under
partial band jamming at L= 4. partial band jamming at L =8.
10° , , : 10° . . . . .
—o- MC-FH/BFSK o L=4
RUSIES{1E ST SN -8~ Single Carrier FH/BFSK 10" e o - L=8]]
10 Pooes, S
OSag L 107 A 1
§ 10’ % 10° ]
= e
£ H 210 ]
g ‘ @l 10° E
g 10* \Q\ 3 5
z 8 < 10 4
5 0 5 10 15 20 25

I |
-10 -5 0 5 10 15 20 25
Average Signal to Jamming Power Ratio [dB]

Fig.5. Performance comparison of single carrier Fig.6. Average BEP under broad band
FH/BFSK and MC-FH/BFSK under partial band jamming atL=4 and 8
jamming with 7 =0.75 and for L=4

Average Signal to Jamming Power Ratio [dB]

—A~ MC-FH/BFSK
—=— Single carrier FH/BFSK

Average Bit Error Probability
3
1

10° I I I N I
-5 0 5 10 15 20 25

Average Signal to Jamming Power Ratio [dB]

Fig.7. Performance comparison of single carrier FH/BFSK and MC-FH/BFSK under
broadband jamming for L=4.




