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ABSTRACT

Most frequency hopping (FH) systems use non-coherent reception due to the
difficulty of synchronization of the carrier phase. This implies a performance loss in
these systems. Multicarrier frequency hopping systems make coherent reception
feasible. The performance of these systems in presence of jamming is seldom
investigated. In this paper, the performance of coherent multicarrier frequency
hopping binary PSK (MC-FH/BPSK) system under the effect of jamming is studied.
The considered types of jamming are partial band jamming and broadband jamming.
It is shown that a smart jammer should be present in all subbands. The error
performance of the MC-FH/BPSK system is compared with that one of the single
carrier FH/BPSK system in presence of jamming. Computer simulations are provided
to validate the theoretical developments.
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1. INTRODUCTION

Over the past few decades frequency hopping spread spectrum (FH-SS)
communication systems have attracted great interest for combating intentional and
unintentional jamming. However, the FH-SS system is vulnerable to band-limited
jamming because the jammer bandwidth can be adjusted to a value that maximizes
the error probability of the communicator system [1], [2]. Partial band noise jamming
(PBJ) is an effective jamming method against FH-SS systems [3]. However, an
efficient countermeasure to PBJ for the communicator is then to use diversity.
Traditionally, diversity was obtained via multiple hops per information (or coded)
symbol. As investigated in [1] and [2], such a fast hopping makes difficulty to
synchronize the carrier phase and, consequently, imposes the use of a noncoherent
receivers. Thus, a significant loss in error performance is presented, due to both
noncoherent demodulation and noncoherent combining of the received diversity
replicas. Some authors have studied a solution that makes coherent reception
feasible such as [4], and [5]. The idea of their solution is to maintain a continuous
phase at the transmitter when the carrier is hopping. This makes carrier
synchronization at the receiver easier. A major problem of this solution is that, phase
continuity cannot be maintained for large spectrum spreading. But phase continuity is
technically possible if the bandwidth, inside which the signal is hopping, is sufficiently
small. Another solution to this problem is to use MC-FH systems. In these systems,
the frequency band is partitioned into L disjoint subbands on which L replicas of the
signal are simultaneously transmitted. In these systems coherent reception is easy to
implement [6]. Moreover, if side information on the jammer and noise level is
available, optimum coherent combining results in a large improvement in error
performance as compared to single carrier FH-SS system. MC-FH satisfies this
requirement, and thus allows one to obtain coherent reception.

In this paper, the performance of MC-FH/BPSK system is studied in presence of both
partial band and broadband jamming. The error performance of this system is
compared with that one of the single carrier FH/BPSK system under the effect of
jamming. The paper is organized as follows. The system model is described in
section 2. The bit error probability of the system under partial band jamming is
derived in section 3. The worst case jamming is also discussed in this section.
Moreover, the performance of the system under broadband jamming is analyzed.
Simulation results is then given in section 4. Conclusions are provided in section 5.

2. SYSTEM MODEL

Transmitter and receiver block diagrams of MC-FH system with coherent BPSK are
shown in Fig.1 and Fig.2 respectively. The information symbols, {ak } are transmitted

with a rate 1/T,,a, e{-1,+1} and k is the time index, k ={0,1,...}. The replicas of

these bits are transmitted simultaneously over the L subbands. For simplicity sake, it
Is assumed that there is one frequency hop per signaling interval T, . Let W, be the

total communicator bandwidth. Then the bandwidth of a subband, W, is equal to
W /L. The bit a, is sent on L branches, the replica of a, on branch I e {l,......,L} is
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denoted a,,. Each replica is transmitted using a (BPSK) modulation which occupies

a frequency interval that is designated by subchannels. Obviously a subchannel is a
subset of a subband. It is assumed that each subband contains h=N/L different

carrier frequencies spaced apart by f,. The total number of carriers that can be

accommodated in the communication band isN . Thus the number of carriers in a
subband is an integer N/L. It is clear that h is the number of available hops for a

symbol replicaa,,. f, is chosen such that each pair of carriers is orthogonal
i.e. fy =1/T,, where T, is the bit time interval. The frequency hopped signal is given
by:

St)= Y Y V25 a,, expl 27, (t - KT, )IP, (t—kT,) 1)

where f, is a carrier frequency in subband I, {a,, | is binary sequence, and P, (t) is
a unit rectangular pulse over interval T, which satisfies the orthogonality condition

2 1 ifm=n
P H , Where ¢, = _
b ’ 0 otherwise

[P t=mT,)P, (t-nT,)dt=45,, (2)

Note that, with the above assumptions, the hopper is different for each subband 1I.
From (1) it is clear that the total transmitted power is equal toLS where S is the
transmitted power for one subband |. The channel is assumed to be AWGN channel,
then the received signal is given by

r(t) = s(t) + n(t) 3)

where n(t) is a zero mean complex Gaussian noise process, independent of signal
and with power spectral density (psd)2N,. The block diagram of the MC-FH/BPSK

receiver is shown in Fig.2. To separate the signals of different carriers, L branches
are employed. Each branch contains a dehopper followed by a correlator. The
dehopper of each branch knows the hopping pattern in that branch. The real part of
the sum of the correlators outputs, Z, , of all subbands gives the decision variable
Z, which is then compared to zero threshold to make a decision about the

information bit corresponding to that interval.

3. PARTIAL BAND JAMMING

The jamming signal, denoted J(t), is a stationary zero mean complex Gaussian
process active on a fraction 7 of the signal bandwidth. When the bandpass jammer
is present on a hopping subchannel, it is assumed that it has a flat power spectral
density J,/2. When the jammer is present in a subband, it covers a fraction v of its

bandwidthW,. Let M be the set of subbands where the jammer is present and
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M <L, then p=vM /L. If the jammer is present in all subbands then M =L and
consequently n=v.

This section is divided into four subsections. In subsection 3.1, theoretical
performance evaluation of the MC-FH/BPSK system in presence of partial band
jamming is derived. In subsection 3.2, the worst case jamming state is obtained. In
subsection 3.3, a comparison between the performance of MC-FH/BPSK and single
carrier FH/BPSK under the effect of partial band jamming is investigated. In
subsection 3.4, the performance of MC-FH/BPSK system in presence of broadband
jamming is provided. Moreover the performance comparison between the MC-
FH/BPSK and single carrier is also presented.

3.1. Theoretical Performance Evaluation.
In this subsection, the bit error probability (BEP) of the MC-FH/BPSK system is
evaluated under partial band jamming. Without loss of generality, the received signal

is considered in the interval number zero. In this interval the received jammed signal
Is given by

r(t) = ZL:aoy,\/gexp j2nf t+n(t) + J(t) (4)

where J(t) is the jamming signal. Consequently the output of the i™-dehopper, q;(t),
IS given by

q; (t) = r(t)exp(-j2f;t)

(5)
L
=>"a,,+/2S exp j2z(f, — f,)t +n(t)exp(- j24f 1) + I (t) exp(— j2f;1)
1=1
The output of the i! subband correlator, Z,,is given by
1 T L 1 Ty
Z,. :—jzao 25 exp[j2z(f, — f)t]dt +—jn(t)exp(—j2ﬂfit) dt
Y Tb o I=1 ' Tb 0
(6)

Ty
= [I@exp(-jeA bt
Tb 0

because of different carriers are orthogonal, the integral in the first term of (6) is
nonzero only for | =i otherwise it equals to zero. Assuming that the transmitted bit at
the interval number zero, a,, is equal to, 1, wherel<| <L, consequently we have:

Zy, =28 +n; + 17, (7)



Proceeding of the 12-th ASAT Conference, 29-31 May 2007 CMM-08 5

Where n, is the complex noise component at the i™ subband correlator and it is
given by:

n, :%fn(t)exp(—jh f.t)dt (8)

and, J; is the complex jamming component at the i subband correlator output that is
given by:

J, = Tif\] (t)exp(—j2f . t)dt (9)

b o

The jamming power appears as an additional additive Gaussian noise source in each
of the M jamming subbands with power spectral density J, =J,, /7W, where J_, is
the total average jamming power. Assume that m out of M replicas are hit by the
jammer, then the decision variable Z, is equal to

Z, = Re{izoli} 125 +N +1 (10)

i=1

L L
where N = ZRe(ni), and J = ZRe(Ji). In (10), N is the total noise component and
i=1 i=1

J is the total jamming component caused by the partial band jammer. To obtain the
distribution of the random variable Z, , it is necessary to obtain the distribution of both

NandJ. Again, as the carriers are orthogonal, the random variables n® are
independent and identical distribution (i.i.d.) with Gaussian distribution.
Consequently, N is a Gaussian random variable (r.v.) with zero mean and variance

NoL . . : , , : Jom
o =——. Similarly, J is a Gaussian r.v. with zero mean and variance o; =-—2—.

N
b b
Since the noise and the jamming are independent, the variance of (N +J) is equal to
the sum of their variances and it is given by

o7 NOLT+JOm
b

(11)
Consequently the pdf of Z, , conditioned on the transmitted bit is one, is given by

(12)

1 ~ (2, - Lv2s Y
fzk /1(Zk) = > EXp 2
\ 270y 207
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Note that the decision variable Z, is compared with zero threshold to decide

between 1 and -1. Then the bit error probability (BEP) is equal to the probability that
the decision variable is less than zero given that the transmitted bit is one. Then the
conditional BEP, P(e/m), under partial band jamming can be written as

No +(m/L)J,

—00

P(e/m) = jl 1:zk n(z)dz, = Q( LJ (13)

where E, is the energy per bit for the MC-FH/BPSK system which is given by
E, = LST,. From (13), it is clear that as m increases, the degradation in system

performance increases. Then, the probability that m out of M replicas are hit
simultaneously by the jammer is given by

m

P =(MJvm(1—v)M‘m (14)

There are (L— M) replicas that are never hit by the jammer. Therefore the bit error
probability, P,, of the system is given by

(15)

P—ZP P(e/m)= z( ] @-v)""Q

3.2. Worst Case Jamming.

In MC system, worst case jamming happens when M =L, that is, the jammer is
present in all subbands. If M <L i.e. 3 one subband or more without jamming this

implies that when E_ /N, tends to infinity, P, tends to zero, independent of the
jamming power. This causes replicas of a, which is found in the unjammed
subbands are detected correctly. When M =L, then n=v and knowing that
Jo =N, /n the BEP given by (15) becomes

P, = ZL:( J )"Q anb (16)
0 NO+I(NJ./77)

where N; is the jamming power spectral density. Recall that a smart jammer should

be present in all subbands. However, according to the error probability given in (16),
the jammer can select its parameter 7 so that the communicator BEP is maximized.
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The plot of the exact BEP given by (16) versus E,/N; is illustrated in Fig.3. The
figure is plotted for different values of 7, with L =8, and with E, / N, =15. This figure
shows that at any value of n, the BEP, P,, decreases as E,/N; increases.
Moreover this figure shows that at large values of E,/N;, P, has approximately the
same values. It is also shown that as r increases P, increases. The lower bound of
the BEP, P, , can be obtained from (16), which is the term in the sum corresponding
to m=L. With the usual assumption that N, <<N;, P, becomes a tight lower bound
since all other terms in (16) take then much smaller values than P, . Therefore the
lower bound of P, after ignoring N, with respectto N; becomes

o [27Es
Py =7 Q[ Z—J (17)

The objective of a smart jammer is also achieved if P, is maximized instead of P,.
This expression of P, shows that the worst case parameter n depends on the
subband orderL. The plot of lower bound BEP given by (17) versus E,/N; is
illustrated in Fig.4. The figure is plotted for different values of r, and with L=8. This
figure shows that at any value of 7, the lower bound BEP decreases as E,/N;,
increases. The plot of lower bound BEP versus the fraction of bandwidth occupied by
the jamming (7 ) is illustrated in Fig.5. The figure is plotted for different values of
E,/N;=(-5, 0, 5, and 10 dB) and with L=4. This figure shows that the lower bound
BEP increases as 7 increases. The plot of lower bound BEP versus the subband
order L is shown in Fig.6. The figure is plotted for different values of E, /N; =(-5, 0, 5,
and 10dB) and with n = 0.75. This figure shows that the lower bound BEP decreases
as L increases.

3.3 Performance Comparison of MC-FH/BPSK System with Single Carrier
FH/BPSK System under Partial Band Jamming.

In this subsection, the comparison between the performance of MC-FH/BPSK system
and the single carrier FH/BPSK is provided. The purpose of this comparison is to
show superiority of MC-FH/BPSK system over the single carrier system in presence
of partial band jamming. The BEP of single carrier FH/BPSK in the presence of
partial band jamming is given by:

(18)
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where E; is the energy per bit for the single carrier system. The comparison between

the performance of the single carrier system (eq.18) and the performance of the MC-
FH/BPSK system (eq.16) is shown in Fig.7. This figure is plotted for 7 =.75,

E, /N, =10 dB, and L=4. This figure shows that under partial band jamming, the MC-
FH/BPSK system has superior performance than the single carrier system.

3.4. Broadband Jamming.

In a broadband jamming the jammer spreads its total power J uniformly across the
total bandwidth W . The conditional probability of error given m for broadband

jamming, P,(e/m), is obtained by substituting m=L in (13). Then, the BEP, P,, of
the MC-FH/BPSK system in presence of broadband jamming is given by

L 2E
P=>P, P(e/m):Q[ S +lr)\1} (19)

In (19), P, is the probability that a subband is jammed which is similar for all

subbands and it is equal to 1/L. Similarly it is easy to deduce the BEP under broad
band jamming for single carrier FH/BPSK system which results in

2E]
P =Q( T +N,.J (20)

The comparison between the performance of MC-FH/BPSK system (eq.19) and the
performance of single carrier FH/BPSK system (eq.20) under broadband jamming is
shown in Fig.8. This figure is plotted for E, /N,=10dB and L=4. it is shown that under

broadband jamming the MC-FH/BPSK system has superior performance than the
single carrier system.

4. COMPUTER SIMULATIONS AND RESULTS

In this section, the performance of the MC-FH/BPSK system is evaluated under
different jamming techniques discussed above. The parameters that are used in
simulation are as follows. The total spread spectrum bandwidth Wy, =40kHz, the

information bit rate R, =5kbits/s, subband order L = 4, the sampling rate f,=80,000
sample/s, the total number of samples n ,=4096, and the total number of bits in frame

n=256. The experiment is repeated 100 times. The total bandwidth is divided into
four equal subbands with frequency ranges as illustrated in Table 1.
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Table 1: The frequency range of each subband

Subband order (L) Frequency range
L1 0-10kHz
L2 10-20kHz
L3 20-30kHz
L4 30-40kHz

First, the performance of MC-FH/BPSK system under the effect of partial band
jamming is evaluated. Four filters are used to control the bandwidth of the jamming
power in each subband. The partial jamming power density, denoted by J,, is

calculated as J, = N; /n, where 7, is the ratio of the bandwidth of the filter to total SS

bandwidth of the four subbands of the system. The curve of the theoretical and
simulated MC-FH/BPSK system under partial band jamming is shown in Fig. 9, The
curve is plotted for 7=0.75. This figure shows that there is a slight difference

between the theoretical and the simulated results. The reason for this difference is
that the filter that used to limit the jamming power is not ideal. Now, the performance
of MC-FH/BPSK system under the effect of broadband jamming is examined. The
broadband jamming is represented by a Gaussian noise. The signal to jamming ratio
is defined as 10 log (Eb / Nj). The results of the simulation along with the theoretical

results are illustrated in Fig.10. The figure is plotted for E, /N, =10dB. This figure
shows that the simulation results agree with the theoretical results.

5. CONCLUSIONS

The performance of MC-FH/BPSK system under the effect of jamming has been
studied. The considered types of jamming are partial band jamming and broadband
jamming. Theoretical performance evaluation of the system under both types of
jamming has been derived. Computer simulations have been performed to validate
the theoretical developments. It has been shown that worst case jamming is difficult
to be obtained for this system because it would imply the presence of a jammer in all
subbands.
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