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Abstract: Due to the observed growth in recent years of digital image communication, 

computer technologies, and image processing techniques image security has been an essential 

demand due to the different image attacks. Image security approaches are classified into 

cryptography and data hiding techniques, including digital watermarking and steganography. 

This study paper reviews existing picture data hiding techniques, their benefits and drawbacks, 

and future research directions. In addition to the survey, we included a brief explanation of 

several geometric and image processing attacks that impair picture transmission. General 

multimedia security ideas, primary requirements, and recent applications We addressed 

various approaches and their characteristics, types, requirements, and working mechanisms. 

We classify the techniques based on different domains. General concepts of data hiding 

approaches, their characteristics, recent applications used in, also recent research work for 

proposed techniques is discussed in the following sections, finally, a comparison between 

different methodologies has been presented in a table. 

 

Keywords: Watermarking; Steganography; Attacks; Copyright; Spatial domain; Transform 

domain. 
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1 Introduction 

The usage of the internet for sharing and transferring vast volumes of data has seen rapid 

advancements. Multimedia security has recently become one of the most crucial issues for all 

applications to protect data while it is stored and transmitted via the web. In the recent decade, 

multimedia communication is widely used, which is crucial in many fields such as 

entertainment, industrial, economics, eHealth, and military applications [1].  

 

Multimedia data, has been transmitted rapidly and widely to destinations via the internet 

in various forms such as video, audio, text, and images. Digital data transmitted via the 

internet is attainable and detectable to all users. Data content can be freely eavesdropped, 

gathered, replicated, and distributed unlawfully due to the process of sending the data over the 

transmission medium, data repository, and data processing. The multimedia has unique 

features, requiring particular requirements of the encryption method [2]. Multiple techniques 

have been proposed to secure the images and prove ownership such as watermarking and 

steganography as shown in Figure 1. 

 

Figure. 1. Multimedia Security approaches 

1.1 Attacks 

As illustrated in Figures 2, many types of attacks can have an impact on images while 

they are being transmitted through multimedia networks. These attacks are classed as noise 

attacks (salt and pepper, Gaussian noise), geometric attacks (translation, scaling, and rotation), 

and other [3]. On the other side, image denoising like an average filter, median filter, and 

Sobel filter. Histogram equalization and adaptive histogram are an example of image 

processing attacks. Additionally, image compression attacks. 
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Figure 2. Examples of Image Attacks  

2 Steganography 

Steganography approach presnted to prevent eavesdropping on encrypted data 

transmissions. The idea behind steganography was to hide digital data. Steganography comes 

from the Greek terms stegano, which means "covered," and graphy, which means "written." 

As a result, the two words have become synonymous with "covered writing" [4]. Using the 

private key, it explores different methods for embedding . A secret message is the name given 

to the hidden content, while a cover file is the name given to the container in which the 

secrete file is kept. Any sort of multimedia element, including video, music, photos, and text, 

can be used as the cover [5].

 

Figure. 3. Steganography Embedding and Extraction Phase 

 

Steganography, as previously said, includes embedding crucial information within another 

multimedia file, as shown in Figure 3. As a result, steganography models must have a more 

expanded equivalent capability [4]. 

The authors demonstrate three key criteria for a good steganographic system in [5 and 6]. 

Security, imperceptibility, and payload capacity are all important considerations. Figure 5 

depicts a fourth quality identified in their research [8]: robustness. As a result, any proposed 

algorithm should retain the majority of these qualities. 

 

As shown in Figure 4, various steganography approaches can be classified as spatial, 
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transform, adaptive domains, region-based, human vision, and machine learning. This 

classification will be described in greater depth in the next sections, along with some recent 

research [9].

 

Figure 4. Steganography Approaches 

 
2.1.1 Spatial Domain  

The extraction and embedding processes in these techniques are simple. Some of the most 

common spatial domain techniques are covered further below. [10] explains some examples 

from research articles. 

The secret information can be concealed using pixel value differencing (PVD) by 

matching the difference between two successive pixel values. During the embedding phase of 

the PVD technique [11], both the carrier picture and the secret information are chunked into 

blocks. Pixel value differencing outperforms least significant bit (LSB) techniques for 

extensive embedding. 

 

Hussain et al. [12] proposed data hiding that uses adaptive PVD blocks that consider 

significant ones by applying pseudo-random number techniques for nominating the blocks 

[13]. The LSB is straightforward and considered a low computational methodology, so it is 

widely used. This method's main idea is that the secret information is embedded in the host 

image by modifying the least significant bit of elected pixels by a method that the naked eye 

cannot detect without affecting the original cover image quality. Unimportant information is 

usually represented in the least significant bits, and a slight modification in those bits is 

undetectable by the naked eye. Most LSB steganography techniques [14][15] focus only on 

designing the model to increase the embedding capacity of host image bits by maximizing the 

number of pixels in the cover image used in embedding operation. Steganalysis has become 

developed enough to violate steganographic systems. So now, most of the research issues are 

focused on developing more robust LSB mechanisms that can avoid such steganalysis attacks 

[16]. 

In the difference expansion-based system, secret information is embedded over different 

pixel pairs. The majority of these techniques are classified as reversible stegano systems 

because both secret data and host media can be extracted without any distortion. The sensitive 

information gets embedded over the expanded difference [17]. 



A Survey on Image Data Hiding Techniques 18 
 

 

In [18], the carrier image's LSB bits are preserved to add to the system's reversibility 

feature. In the embedding stage, the LSB data bit is compressed. Coding is applied and hides 

these bits with secret information. Also, Jung et al. [19] proposed a different expansion-based 

steganographic algorithm called histogram shifting. The primary strategy of this method is 

histogram shifting of the host image. Firstly, determine the least and highest values in the host 

media and then embed it by changing the highest and lowest points [20][21]. This method's 

main characteristic is that reversibility also provides a higher capacity of payload and ensures 

imperceptibility. 

  Tai et al. [22] proposed a reversible technique based on histogram shifting that utilized a 

method for embedding the highest and lowest points in the carrier. The proposed technique 

makes a stego-image highly prone to intruder attacks, low payload capacity, and low 

imperceptibility. Nyeem [23] proposed an indirect embedding model by hybridizing each 

histogram shifting technique and a bit plane. 

 
2.1.2 Transform Domain  

The transform domain breaks down the image into frequency coefficients before 

integrating essential information. In terms of attack resistance, this technique has a lot of 

benefits. It is impervious to attacks that alter secret data. The transform domain techniques 

have some shortage, such as a low payload capacity and a high computational complexity. 

Some of the techniques employed include the IWT, DCT, DWT, and DFT. 

DFT is a typical signal processing transform technique. DFT is commonly used in image 

processing methods. [24] mentions a revised Fourier transform technique based on 

steganography. Khashandarag et al. [25] suggested a stegano model based on DFT. The 

sensitive data is compressed using the LZW algorithm and encrypted by XORing these bits 

with pseudo-random integers. The author also used the DES algorithm on the blocks of data 

to increase security. The host media is transformed into DFT components, then encrypted 

secret bits over the elected DFT coefficient are embedded, and then inverse DFT is utilized to 

be transformed to the original image. 

DCT is considered one of the most effective techniques for converting multimedia from 

the time domain to its transform domain. Basic steganography-based DCT is most commonly 

used in image security. the image is decomposed into corresponding low, middle, and 

high-frequency coefficients. [26]. Secret information bits compressed by JPEG compression 

technique before embedding in DCT coefficients is shown in the paper [27]. 

Savithri et al. [28] proposed two techniques, DCT combined with RSA, and others with 

chaotic. The secret information is encrypted before embedding into the DCT components. 

Saidi et al. [29] proposed a combination between the DCT approach and chaotic map. The 

method applies DCT on the host image to embed the sensitive data inside regions elected 

using a chaotic method. The DWT has become an alternative because it is flexible and 
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adaptable to the human visual system (HVS). It covers the sensitive data in the regions with 

low sensitivity to the HVS. Using these techniques raises the robustness with high 

imperceptibility. DWT is performed in a vertical direction followed by a horizontal direction. 

As mentioned in [30], secret media are decomposed into HH, LL, LH, and HL to set the 

following coefficient values. 

Nonetheless, DWT generates a floating-point value for the coefficients and casts them into 

an integer since the pixel's values are integers. Any truncation in this coefficient may destroy 

the embedded information according to Arunkumar et al. [31]. Xiong et al. [30] adopt an 

integer wavelet transform to overcome the floating-point problem, which can map an integer 

input to integer output to prevent the floating-point of wavelet filters. The IWT LL sub-band 

is similar to the original image to the DWT LL [32][33][34]. 

 
2.1.3 Adaptive Domain Image  

Subhedar and Mankar [35] used the term "statistics-aware embedding" for adaptive 

domain steganography, which is also known as "Model-Based" [36]. Every transform and 

spatial strategy is included in an adaptive technique. This technique may choose random 

adaptive pixels for each block separately based on the cover image. 

This work [37] describes a new frequency domain data concealing strategy based on adaptive 

wavelet transform and genetic algorithm. The encrypted information is incorporated in the 

resulting frequency coefficients once the cover images are transformed to frequency domain. 

The results of the simulation reveal that the suggested technique is resilient and unnoticeable, 

as measured by PSNR. 

 

Hameed et al.[38] introduce a new image steganography technique based on PVD and LSB that 

does not take differing content in a cover image into account while hiding secret data. Using 

this characteristic in embedding diverse secret information in different edges to improve 

robustness based on the distribution of each pixel intensity. Extensive experiments 

demonstrated that the suggested method has a high embedding capacity when compared to 

various existing state-of-the-art schemes. 

 
2.1.4 Human Vision System 

HVS is regarded as a method for viewing, interpreting, and processing optical data. These 

methods are mostly centred on detecting the target region in order to conceal sensitive 

information using any of the transform or spatial domains. 

 

Thahab et al. [39] presented a new video steganography approach that uses the lifted 

wavelet domain to disguise data. Using three secret keys, the secret data is embedded in the 

cover's coefficients via YCbCr colour space. The performance of the method is evaluated 

using Normalized Cross-Correlation (NCC) and peak signal to noise ratio, which indicate 

good imperceptibility and embedding capability. 
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Kadhim et al. [40] suggested an attempt to provide a novel strategy employing the Dual-Tree 

Complex Wavelet Transform (DT-CWT) approach to modify edge-based picture 

steganography, which gives imperceptibility and increased payload capacity. PSNR and SSIM 

are used to assess the algorithm. Experiment results reveal an improvement in security that 

prevents data hacking and outperforms the state-of-the-art. 

 
2.1.5 Region-based steganography 

As previously stated, steganography techniques is used to secure image in an unnoticed 

manner. In order to maximise usage of regions in host images [41]. 

The high-frequency pixels utilised in covering secured data by the LSBM revisited 

technique in [42] were chosen based on the threshold value. The author proposed ways for 

regulating the capacitance of concealment depending on image features in [43]. The "ant 

colony optimization" approach was employed by the researcher in [44] to choose cover 

picture pixels, and then LSB was utilised for the embedding procedure. 

Laishram et al. [45] aim in their proposed model to address the shortcoming of the given 

method's spatial domain by constructing a Block-wise Edge Adaptive Steganography Scheme 

(BEASS) in which the region to embed is dynamically chosen to provide high payload with 

little distortion. The suggested approach was validated and compared to current algorithms, this 

method provides a high PSNR which is resistant to histogram assaults. 

Naji et al. [46] suggested a method for selecting embedding regions based on the LSB 

approach. Aside from the upgraded RSA technique, the Elliptic Curve Equation is utilised to 

provide a second level of protection. Two datasets were used to test and assess the provided 

technique. The method is robust, secure, and produces high-quality images. 

  
2.1.6 Machine Learning Techniques 

AI and machine learning (ML) are now widely used in a wide range of advanced 

applications [47][48]; it was originally developed for optimization, object retrieval, and 

recognition [49]. 

 

Any steganographic technique is said to be efficient if the embedding process does not 

creates any minimal distortion in the stego-image while maintaining high embedding capacity 

and minimising retrieval mistakes. Many advanced machine learning algorithms have been 

developed to achieve this efficiency [50].  NN[51],SVM[52], GA [53][54] are some of the 

machine learning systems used, as shown in Figure 5. The following sections show some of 

the related research projects.
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Figure 5. Machine learning Techniques 

 

In [55], the authors utilized SVM for steganography-based techniques optimization by 

finding suitable embedding regions with high imperceptibility and security while keeping 

retrieval errors to a minimum, as soon as possible, with faster computing [56]. 

Chang et al. [57] described a methodology to enhance the payload's capacity by utilizing a 

2-level quantization stage. In research [58], they developed a technique using a bitmap 

generation algorithm to enhance each embedding time and embedding capacity. Most neural 

network-based stegano models are concerned with the system's imperceptibility and 

robustness by analyzing the complete image details. Such techniques utilize a 

back-propagation approach to achieve optimum embedding locations. Lou et al. applied their 

model to study the features of the host media. Multiple characteristics like luminance, entropy, 

and frequency are used [59]. 
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3 Watermarking 

The development of image processing techniques made it easier to copy, alter, and share 

digital content at a low cost while maintaining high quality. Watermarking digital photographs 

is an alternative way for detecting tampering and proving ownership [60]. As seen in Figure 6, 

watermarking is a means of inserting a piece of information in image without changing its 

value in order to identify the data's original source. 

 

Figure 6: Digital Watermark System 

 

Watermarking overcomes steganography's limitations by putting a watermark into the cover 

image, which prevents the watermark from being discovered [61]. The multiple requirements 

of the watermarking approach are depicted in Figure 7. 

 

Figure 7: Digital Watermarking System Requirement 

 

A digital watermarking system is divided into three stages: generating the watermark, 

embedding, and extraction. When a digital image's copyright is in issue, the extract the 

watermark to prove his copyrights. 

3.1 Main watermarking scheme components. 

 

(a) Phase I: Watermark Generation 

The generated watermark is embedded in the cover image. Watermark may be a binary 

image or personal information which is unique to the user. 

(b) Phase II: Watermark Embedding 

The watermark is embedded in the image using various watermarking approaches such as 
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LSB replacement, histogram shifting, and so on [62]. 

(c) Phase III: Watermark Extraction 

Is the process of extracting the watermark to verify the author’s ownership, integrity, and 

authenticity. 

 

In this subsection, a review of some recent research for image watermarking mechanisms 

is discussed. 

 

3.2 Watermarking approaches 

Figure 8. depicts a classification of watermarking approaches. Watermarking was 

classified into four types: human perception, domain-based, reversibility , and procedural type 

[63]. 

 

Figure 8. Watermarking Approaches 

 
3.2.1 Hiding Domain 

This paper provides an overview of watermarking techniques used in different applications. 

The sections that follow provide a brief overview of each technique. 

1-  Spatial Domain Techniques 

The pixel values are explicitly adjusted in this domain to integrate the watermarked media. 

LSB, LBP, histogram equilization, and spread spectrum approaches are examples of 

methodologies. The watermark in LSB is embedded by replacing the rightmost bits of each 

pixel [64]. 

In LBP, the watermark is embedded by segmenting the original image into 
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non-overlapped square blocks. Then, the embedding of the watermark bits is started. 

LBP-based methods are robust against contrast adjustment but cannot stand with blurring and 

filtering operations.  

In the histogram, the modification watermark is hidden by shifting the histogram's 

maximum and minimum pixels. This technique has a limitation in the capacity as it is limited 

by the number of maximum pixels they represent. Patchwork is also one of the spatial domain 

techniques embedded by picking out the embedding positions using pseudo-random generated 

numbers as mentioned in [65]. The authors of [66] used the estimated error expansion method 

to cover secret data in the cover image's side segmented area. The image is divided into 

background regions, and the object region then calculates their histogram. The embedding 

process is concentrated on the background region rather than the object region to minimize 

image quality distortion.  

The authors are looking forward to keeping the original image without distortion with 

high embedding capacity. In [67], the authors proposed a moment-based watermarking 

technique. The results proved that this method is very efficient under different attacks when 

compared to existing methods. 

Hassan et al. proposed a robust watermarking method for secure storage and transmission 

of medical images. In [68], Aparna et al. also proposed a technique for health data security. 

The watermarks may be a patient report embedded in the selected part of the cover image. A 

suitable compression algorithm compressed the watermark to achieve more embedding 

capacity, and then the authors used pseudo-random numbers for the watermark embedding 

process. 

The authors of [69] discuss a highly secure and numerically stable method in which the 

Arnold algorithm is applied and Quaternion Legendre-Fourier moments are computed from 

the host color image computed. Then the watermark is embedded. 

In [70], the authors developed a reversible technique, in which the interpolation technique 

has been used to embed multiple watermarks inside pixels of the host image. The magic 

rectangle algorithm was applied for encryption before embedding. The results of the study on 

various images showed that the methodology was imperceptible, robust, and secure, with high 

payload capacity and good image quality. 

 

2- Transform Domain 

The host media coefficients are recreated following the embedding process in frequency 

domain mechanisms. DFT, DCT, RDWT, SVD, DWT, and other techniques are included in 

the methodology [71]. The spatial-domain approaches are still simpler in but low resistant to 

geometric attacks. For evaluating some attributes, the spatial and transform domain 

methodologies are compared. The next section discusses some preliminary research effort. 

Hurrah et al. [72] propose an efficient watermarking scheme based on discrete cosine 
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transform (DCT) domain and Discrete wavelet transform (DWT). The proposed scheme is 

secure to many kinds of geometric attacks and signal processing attacks which are measured 

using PSNR, NCC, BER. 

Kishore et al. [73] proposed robust and blind discrete cosine transform-based watermarking 

scheme to achieve imperceptibility, robustness, blindness. The embedding process is 

accomplished by inserting the watermark in the DCT coefficients in two different locations to 

maintain the unambiguity. The algorithm is tested on eight different images. Experimental 

results demonstrate the imperceptibility, robustness in addition to low computational 

complexity. 

In this paper [74] the authors present a color digital image watermarking scheme using the 

DWT-DCT and Arnold scrambling to improve the robustness and invisibility. 

This paper [75], presents a watermarking algorithm based on the Generalized Gaussian 

Distribution (GGD) and the Neyman-Pearson (NP) criterion in which the image block is 

considered in the embedding process. 

In this paper [76] a technique using concepts of DWT, SVD proposed to protect the copyright 

of the content. The experimental analysis using PSNR and NC shows that this scheme is 

robust. 

3.2.2 Human Perception 

The watermark is an effect inserted in an image that can be invisible or visible in order to 

identify who owns the data [77]. Digital watermarking has shown to be an effective 

approach for improving image copyright protection. 
3.2.3 Zero watermarking 

This section categorizes the zero watermarking approaches into traditional, and 

moment-based approaches. 

 Traditional Techniques  

Utami et al. [78] proposed a new hybrid zero watermarking algorithm based on discrete 

cosine transform (DCT), speeded-up robust features (SURF), singular value decomposition, 

and chaotic (Arnold's Cat Map) for medical images watermarking. The proposed algorithm 

was tested by applying various attacks. Experimental analysis for the results shows that SVD 

utilized in the proposed algorithm is robust against various attacks like signal processing, 

geometric attacks, JPEG compression attacks, and noise addition than the other 

state-of-the-art techniques.   

Xiyao Liu et al. [79] addressed a multi-slice feature zero-watermarking scheme to 

improve robustness and distinguishability for medical imaging based on ring statistics and 

logistic-logistic system based chaotic map to guarantee distinguishability, robustness, and 

security the scheme results demonstrate that the proposed scheme satisfies the lossless quality 
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requirement and robust against different attacks.  

Qin et al. [80] proposed a new zero-watermarking methodology for medical image 

security. Firstly, the feature vector is constructed based on extracted features using Curvelet- 

DCT; then, the watermark is encrypted using a pseudo-random sequence. The proposed 

algorithm does not perform well on Gaussian noise attacks and cropping attacks but is robust 

against traditional attacks. The ownership share is constructed using the extracted features and 

the binary watermark. 

 Moment-based Techniques  

Ma et al. [81] proposed a new zero-watermarking scheme for protecting medical images. 

The essential features are extracted using the Gaussian numerical integration (GNI) method 

and chaotic mapping. Then, by using and ternary number theory, and APCET the feature 

vector was constructed. The experimental results show the robustness against common and 

geometric attacks.  

In this paper [82], the authors proposed a new robust moment-based zero watermarking 

technique for color stereoscopic images based on Continuous orthogonal moments (COMs). 

Firstly, the color components of the images are coded and provide a good image descriptor. 

Experimental analysis shows that the proposed algorithm is stable and robust against various 

image processing attacks.  

Xia et al. [83] proposed a Zero-watermarking scheme to resist desynchronization attacks, 

such as translation and cropping based on local feature regions (LFRs) and quaternion polar 

harmonic Fourier moments (QPHFMs). The stable features are extracted from the original 

medical image using SURF. Then the QPHFMs of the LFRs were calculated to generate 

multiple zero-watermarks. The experimental results indicate that the proposed scheme can 

resist standard image processing and geometric attacks compared with the state-of-the-art 

LFR zero-watermarking schemes.  

4 Performance Measurement Metrics 

The presented techniques can be evaluated in terms of computation complexity, robustness , 

excusio time, and image quality. Figure 11 summarises these metrics. Some of these measures 

are addressed in the following lines. 

 

4.1 Image Quality Measurement 

 

1- Peak Signal to Noise Ratio (PSNR) [84] is used to measure the imperceptibility of the 

original and watermarked image calculated using the following equation 

𝐏𝐒𝐍𝐑 = 𝟏𝟎𝐥𝐨𝐠

(𝟐𝟓𝟓)𝟐

𝐌𝐒𝐄
 

2- Mean Square Error (MSE) [84] 

is used to measure the similarity between two images, measured using this equation, 
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where M&N are the image dimensions, I: is the original imag, W is the watermarked 

image. 

𝐌𝐒𝐄 =  
𝟏

𝐌 𝐱 𝐍
∑ ∑ (𝐈𝐢𝐣 − 𝐖𝐢𝐣)

𝟐
𝐌

𝐣=𝟏

𝐌

𝐢=𝟏
 

 

3- Normalized Correlation (NC) [84]  

This criteria also used for similarity measurement NC=1 is the ideal value. where I: is 

the original imag, W is the watermarked image. 

 

𝐍𝐂 =  
∑ ∑ (𝐈𝐨𝐫𝐠𝐢𝐣 𝐱 𝐖𝐫𝐞𝐜𝐢𝐣)

𝐍
𝐉=𝟏

𝐌
𝐈=𝟏

∑ ∑ (𝐈𝐨𝐫𝐠−𝐢𝐣𝟐  )𝐍
𝐣=𝟏

𝐌
𝐢=𝟏

 

 

4- Number of Pixels Changes Rate (NPCR) [85]  

Values ranged from 0 to 100, 100 is the ideal value 

𝐍𝐏𝐂𝐑: 𝐍(𝐂𝟏, 𝐂𝟐) = ∑
𝐃(𝐢, 𝐣)

𝑾𝒙𝑯
𝐈,𝐉

 

5- The bit error rate (BER) [86]  

𝐁𝐄𝐑 =  
𝐧𝐮𝐦𝐛𝐞𝐫 𝐨𝐟 𝐢𝐧𝐜𝐨𝐫𝐫𝐞𝐜𝐭𝐥𝐲 𝐝𝐞𝐜𝐨𝐝𝐞𝐝 𝐛𝐢𝐭𝐬

𝐓𝐨𝐭𝐚𝐥 𝐧𝐮𝐦𝐛𝐞𝐫 𝐨𝐟 𝐛𝐢𝐭𝐬
 

6- Unified Average Change Intensity (UACI) [87]. Let us assume two ciphered images 

C
1
 and C

2
 whose corresponding plain images have only one-pixel difference and 

where W and H are the width and height 

𝐔𝐀𝐂𝐈: 𝐔(𝐂𝟏, 𝐂𝟐) = ∑
|𝐂𝟏(𝐢, 𝐣), 𝐂𝟐(𝐢, 𝐣)|

𝑾𝒙𝑯
𝐈,𝐉

 

 

5 Discussion 

5.1  Statistical Analysis  

This part included a statistical depiction in Figure 12 of some major published research work 

in well-known indexed journals over the last five years in the subject of image security. It is 

determined that image security is expanding and has considered a significant concern due to 

its importance.
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Figure 9. The statistics of published studies in the last five years. 

 

Various technologies, such as steganography and watermarking, are proposed for 

image copyright protection and tamper detection. Nothing has proven that any of these 

ways is the best for image security, so we can say that deciding to use any one of these 

approaches is based on application type and data sensitivity Table 1, Table 2 presents the 

most current state of art in image security approaches. 

 

6 Points of future research  

After the increasing of image transmission over the internet and the development of 

image processing techniques, so the images can be easily modified, the copyright attacked. 

The data hiding approach including steganography and watermarking considered a good 

approach for image copyright protection and attack proving. So, this approach is still a hot 

topic of research and enhancement in various applications and especially in healthcare 

applications. Our survey considers a good guide for the researchers to understand this concept 

and other researchers’ contributions. As mentioned, it can be applied in the medical 

environment which needs to be secured as any modification may lead to a disaster, but the 

traditional techniques need more enhancement to be applicable for this region. Furthermore, 

we need more robust feature extraction techniques which can resist the geometric and image 

processing attacks also need algorithms that do not affect the quality of the transmitted image 

or lead to any degradation, and also to be fast to appropriate for real-time applications, Deep 

learning-based data hiding maybe has a good effect in this domain.   
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Table 1 . Comparison of Various Image Watermarking Techniques 

Ref Technique Result Cover 

Image/Watermark Size 

Comments 

PSNR NC BER UACI 

[88] Discrete Wavelet 

Transform (DWT), 

Discrete Wavelet 

Transforms (DCT), 

singular value 

decomposition (SVD) 

28.51 

dB 

1.0 NA NA 512x512/512x512 Simple robust 

watermarking 

technique for various 

attacks 

[89] DWT 44.05 NA 6.287 NA 512x512/- Robust for different 

image attacks 

[90] Redundant Discrete 

Wavelet 

Transform  (RDWT) 

&SVD 

>35 >0.7 NA >0.32 512x512/128x128 Semi-blind secure 

watermarking for 

image security 

[91] Transform & arnold 52.34dB 0.97

85 

NA NA 1024x1024/128x128 Bline watermarking 

technique for 

copyright protection 

[92] DWT,DCT,SVD 

&arnold 

43.88 

dB 

0.98

61 

0 NA 512x512/256x256 Imperceptible and 

robust watermarking 

for patient identity 

protection 

[93] DWT & SVD NA NA 0 NA 1024x1024/32x32 Robust, blind 

watermarking 

algorithm for 3D 

objects 

[94] DWT 38.0358 0.96

13 

NA NA 256x256/64x64 Imperceptible 

watermarking 

technique for different 

attacks 

[95] DWT,DCT,SVD 34.68dB 0.99

73 

NA NA 512x512 / 256x256 Robust and secure 

[96] Guided dynamic 

particle swarm 

optimization (GDPSO) 

&DWT &SVD 

36.87dB NA NA NA 512x512 / 512x512 Non-blind, robust 

watermarking 

approach 
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Table 2. Comparison of Various Image Steganography Techniques 

 

Ref Used Technique Result (PSNR) Payload Capacity Comments 

[97] 
lifting wavelet transform （LWT） 

& Artificial Neural Network (ANN) 
43.8dB 512 bits 

High robustness against noise with 

the good visual quality 

[98] Integerwavelet transform （IWT） 50dB Up to 60% 
High visual quality with enhanced 

security 

[99] 
Least Signeficant Bit (LSB) & 

Genetic Algorithm (GA) 
53.11 dB NA 

Not robust against geometric 

attacks 

[100] DCT 32.2dB NA 
High Payload capacity and 

imperceptibility 

[101] DWT & ANN 36.26dB Limited 
Robust to various noise with the 

acceptable visual quality 

[102] LSB & IWT 55.52 dB Good High security and high invisibility 

[103] Alpha bending & Arnold 55.0702 Good 
 High robustness, good PSNR for 

extracted and stego image 

[104] 

Flipping Distortion measurement 

(FDM) &  Edge 

Adaptive Grid (EAG) 

&  Connectivity Preserving Criteria 

(CPC) 

49.01 Average Worse image quality 

[105] RSA 2D-DCT Above 20  Good 
Good performance of algorithms 

for large images  

 

  

 

7 Conclusion 

This paper has presented a brief discussuon on image security approaches as steganography, 

and watermarking have been uillustrated. The concept, kinds, characteristics, and requirements, 

for each approach have been discussed also their potential uissues to support further research u 

in this area. 

This discussion uinclude the deep uillustration for the watermark embeddung and process, 

also the steps of the steganography approach have been discussed. Finally, the performance 

comparisons for different research papers of the discussed techniques are presented in the 

above tables. Researchers can propose new techniques to secure the uimages used uin different 

applications with the help of this survey.  

Thus we can conclude that choosing between these approaches is depending on different 

aspects as the sensitivity of secured data and  application. 
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