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Abstract:

Artificial intelligence is one of the outcomes of technological
development in the current era, as it has become pervasive in all areas
and branches of life, which resulted in many innovations that
necessitated addressing and researching this topic, in order to display
what has been updated in this era as a result of the emergence of
artificial intelligence and related techniques and algorithms.

What we address in this research is the role that artificial intelligence
plays in combating and reducing criminal crimes in general, despite
the emergence and development of new crimes related to artificial
intelligence, and the latter had a major role in creating them;
However, on the other hand, governments can achieve remarkable
results in combating all criminal crimes by using algorithms that play
a dual role, the first of which is that they can determine the expected
crime rate in a particular area, and determine the extent of people’s
criminal tendencies through certain data related to their personality
and the environment around them. The second is represented in
playing a major role in the processes of gathering evidence,
investigation and trial.

In this topic, we present the definition of artificial intelligence, its
importance and its mechanism of action to clarify this mysterious
technology that has penetrated everything in human life.

We conclude our research by talking about two aspects in which
artificial intelligence has had a significant impact: the development of
criminal crimes, and the development of methods for combating crime
in the age of artificial intelligence.

Keywords: artificial intelligence crimes, digital transformation,
combating criminal crimes.
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Springer Singapore, Y« YA, p. V.
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Y. Nicholas Confessore, Cambridge Analytica and Facebook: The Scandal
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" ) In Y.\V, at a meeting of the National Governors Association, he
opined that “the scariest problem' is artificial inteligence — an invention
that could pose an unappreciated 'fundamental existential risk for human
civilization." Musk has, for years, seemed to be attuned to the dangers of
Al. As far back as Y.\¢, he told students at MIT that 'I'm increasingly
inclined to think that there should be some regulatory oversight, maybe at
the national and international level, just to make sure that we don’t do
something very foolish. KONSTANTIN KAKAES, Elon Musk's biggest

worry, politico, Y.YY, https://www.politico.com/newsletters/digital—future—

daily/Y . YY/+ ¢ /Y1 /elon—-musks—biggest-worry—. . . YYdyo

A ) Hawkings’ relationship with Al is complex than his often —cited words.
The deep concerns he expressed were about superhuman Al, the point at
which Al systems not only replicate human intelligence processes, but also

keep expanding them, without our support. It is a stage which author
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considers very distant in time if it happens. Author states that Hawking's
very ability to communicate those fears, and all his other ideas, came to
depend on basic Al technology. Such benefits from Al are available right
now, and more are in development. Author also opines that like Hawking
experienced; there is much to be gained from Al. A bibliography of
documents from live discussions on this topic is appended to the paper,
which can help further exploration. Rutschman Santos Ana, Stephen
Hawking: Artificial Intelligence— Apprehensions and Opportunities, Public

Knowledge Project, Y. YA.

——
<
.
P

| —



e Ko U #llo Y S o3f - —A

G Erals dewd Bl Slanials S aclug ilhall GLES) b pasies Ll
Aliall Shal) s )

Agliall 3hall o laly Lusall Laglyi€all sda cunal dale 8y puall Jans 2ag
& Aeslid) Ll sda Hhlie e adinall Gleay difieal iy
gkl

Il ey S0 413 pralysg 5L 4515 Clis 3y 2y ol o likaaY (1S3
Ll 6 Aalil) by O (iras il 43 Aalal) (e gov ok 4 Lgadl
G U D) Sl B aSally et B aSa) e Al 5yl
LS e 3 13 () Ja (gl e dlgally

(ool SN Jlae & skl il (alAsY) e 230 3gms e 25l
SSAll Ll (pause Comanally slaall (e 330 3gnge Lol miil) e adl )

lag ¢') o il gise Gunse Dlag o) Oseile i oyl agudy o

' ) David Hanson develops robots that are widely regarded as the world’s
most human-like in appearance, in a lifelong quest to create true living,
caring machines. To accomplish these goals, Hanson integrates figurative

arts with cognitive science and robotics engineering, inventions novel skin
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materials, facial expression mechanisms, and collaborative developments
in Al, within humanoid artworks like Sophia the robot, which can engage
people in naturalistic face—-to—face conversations and currently serve in Al

research, education, therapy, and other uses.

https: //www.hansonrobotics.com/david—hanson/

' ) Elon Musk, who has similar worries about super intelligent creatures,
would contend that whereas humans are represented by the sparrows in
Bostrom’s metaphor, ASI is represented by the owl. The “control problem”
is especially worrying since we could only have one chance to fix it, just
like it was with the sparrows. With the potential benefits of Al outweighing
any drawbacks, Mark Zuckerberg is less concerned about this fictitious
control issue. ERAY ELIACIK, ISN’T Al ALREADY SUPER? ARTIFICIAL

SUPER INTELLIGENCE IS ON THE WAY, dataconomy, Y .YY.
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' ) Robot, any automatically operated machine that replaces human effort,
though it may not resemble human beings in appearance or perform
functions in a humanlike manner. By extension, robotics is the engineering
discipline dealing with the design, construction, and operation of robots.
The concept of artificial humans predates recorded history (see

automaton), but the modern term robot derives from the Czech word
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robota (“forced labour” or “serf’), used in Karel Capek’s play R.U.R.
(Y4Y+). The play’s robots were manufactured humans, heartlessly
exploited by factory owners until they revolted and ultimately destroyed
humanity. Whether they were biological, like the monster in Mary Shelley’s
Frankenstein (YA)A), or mechanical was not specified, but the mechanical
alternative inspired generations of inventors to build electrical humanoids.
Hans Peter Moravec, robot, britannica,

https: //www.britannica.com/technology/robot-technology
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' ) European Parliament, REPORT with recommendations to the

Commission on Civil Law Rules on Robotics, Report — AA—« ..o/ Y.

") European Parliament, op.
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' ) F. Patrick Hubbard, 'Sophisticated Robots: Balancing Liability,

Regulation, and Innovation, 11 Florida Law Review, Y. Y¢, p. YA.Y.
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' ) Android is a mobile operating system based on a modified version of
the Linux kernel and other open-source software, designed primarily for
touchscreen mobile devices such as smartphones and tablets. Android is
developed by a consortium of developers known as the Open Handset
Alliance and commercially sponsored by Google. It was unveiled in
November Y . .V, with the first commercial Android device, the HTC Dream,

being launched in September Y. .A. Android operating system, Wikipedia
) ) Windows is a group of several proprietary graphical operating system
families developed and marketed by Microsoft. Each family caters to a
certain sector of the computing industry. Active Windows families include
Windows NT and Windows loT; these may encompass subfamilies, (e.g.,
Windows Server or Windows Embedded Compact) (Windows CE). Defunct
Windows families include Windows 4x, Windows Mobile and Windows

Phone. Microsoft Windows, Wikipedia
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' ) The report says that the Uber vehicle, a modified Volvo XCa. SUV, had
been in autonomous mode for Y4 minutes and was driving at about ¢.
mph when it hit ¢4-year—old Elaine Herzberg as she was walking her bike
across the street. The car’s radar and lidar sensors detected Herzberg
about six seconds before the crash—first identifying her as an unknown
object, then as a vehicle, and then as a bicycle, each time adjusting its
expectations for her path of travel. About a second before impact, the
report says, “the self-driving system determined that an emergency braking
maneuver was needed to mitigate a collision.” Uber, however, does not
allow its system to make emergency braking maneuvers on its own. Rather
than risk “erratic vehicle behavior'—like slamming on the brakes or
swerving to avoid a plastic bag—Uber relies on its human operator to

watch the road and take control when trouble arises.
AARIAN MARSHALL AND ALEX DAVIES, UBER'S SELF-DRIVING CAR
SAW THE WOMAN IT KILLED, REPORT SAYS, wired.com, Y¢,0,Y+)A.

Online: https: //www.wired.com/story /uber—self—driving—crash—arizona-
YOYY glg V€ Aliy a3l cuwantsb-report/
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Cham, Y.Y4, p. V.
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