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Summary

Information and Communication Technology (ICT) has
brought about a radical transformation in the field of health care®*),
Especially in the methods of collecting, storing, sharing and using
health information in medical and clinical research and for many
other purposes.

One of the main results of this transformation was the
evolution of the medical record from its traditional paper form to
the electronic health record (EHR), Thus, it became possible to
create one electronic health record for each person, so that this
record includes all the information and sick data of the individual
in relation to the past, present and future, and whether this
individual received health care in one hospital or received it in
many hospitals, and whatever type of hospital this is, private or
public, inside or outside the country.

The scope of access to the health record and the use of its
information is no longer limited to the treating physician or health
care provider who collected this record, but rather extended to
others such as the patient and his legal representatives, other health
care providers, insurance companies, ministries and various bodies.

Therefore, electronic health records (EHRs) are considered
the best in terms of providing modern health care, and the most
effective and efficient for managing patient health information,
quality assurance in hospitals, and medical decision support, it is
also the most appropriate model from a legal point of view in the
field of evidence and medical liability, and thus it is distinguished
over all other types of medical records, therefore, it must be
considered an integral part of any modern health system, especially,
if all electronic health records are linked to a national or unified
system that makes patients’ right to access their health information

* Health Information Technology is referred to as "HIT".
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in real time, protects it against any breaches of confidentiality and ©

privacy, and allows the modification of electronic health records © © °

and their use in lawsuits and other legal aspects, This is what we
recommend in this research, and we hope that it will contribute

to giving some ideas regarding Egypt’s vision 2030 in the health
field.

Keywords: Electronic Health Records, National Electronic
Health Record system, Health Information Technology, Health
Information Custodian, Patient Entry Portal, Unique Health
Identifier, Confidentiality and Privacy, Obligation to Notify,
Restrict Processing of Health Data.
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Comprehensive Guide, 4th Edition, Publisher: Cengage Learning, Inc.
USA, 2016, p.2.
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(Y Alex Roehrs, Cristiano André da Costa, Rodrigo da Rosa Righi,
Kleinner Silva Farias de Oliveira “Personal Health Records: A
Systematic Literature Review”, Journal of medical Internet research,
vol. 19,1 e13. 6 Jan. 2017, Pp.2-3.
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(HSarwal D, Gupta V. “Personal Health Record”. In: StatPearls
[Internet]. Treasure Island (FL): StatPearls Publishing; Jan 2022.
Available from: https://www.ncbi.nlm.nih.gov/books/NBK557757/
Last accessed on 15 January 2022.

(> Nancy E. Adler and Katherine Newman, “Socioeconomic
Disparities In Health: Pathways And Policies”, Journal of Health
Affairs, 21, no.2, 2002. Pp.60-76.

(3 Paul C. Tang, Joan S. Ash, David W. Bates, J. Marc Overhage,
Daniel Z. Sands, Personal Health Records: “Definitions, Benefits, and
Strategies for Overcoming Barriers to Adoption”, Journal of the
American Medical Informatics Association, Volume.13, Issue.2,
March 2006, Pp.121-126.
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(HShowell, Chris. “Barriers to the use of personal health records by
patients: a structured review.” PeerJ, vol. 5 €3268. 27 Apr. 2017,
https://doi.org/10.7717/peerj.3268.
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palall Culall daclsy @l 2y Laly o(PHR) paddl) aall dacdl 8
bl daadl Jeny Lee (ilejl) 4l sty 63 sl 385d) o 4
& DY) Dl ojliiel (Say Cua clgy ajiee A58 dad g STy
Ll il Jadl (e dabiiall Lileadl) (gsle )
e JS 8 Ganpall s o sl g o) Lol salall canys S
JEall Jaee o 2 puh calangg aibilics acall G@iyal) sl 1

(HDewi Retno Wulandari, The Legal Position Of Electronic Medical
Recording As An Evidence At The Court, lus Poenale journal, VVol. 2
No. 1, 2021, p.34.

(3 Liron Pantanowitz, Anil V. Parwani, "Practical Informatics for
Cytopathology", Publisher Springer-Verlag, New York Inc. 2014,
p.121.
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(Y Barbara L. Christe, Introduction to Biomedical Instrumentation The
Technology of Patient Care 2nd Edition, State University of New
York, Farmingdale, 2017, P.207.

(%) Gregory Makoul, Raymond H. Curry, and Paul C. Tang, The Use
of Electronic Medical Records Communication Patterns in Outpatient
Encounters, Journal of the American Medical Informatics Association:
JAMIA vol. 8,6., 2001, p.610.

() Robert H. Miller, Ida Sim, “Physicians' use of electronic medical
records: barriers and solutions”, Health Affairs Millwood vol.23(2),
2004, p.121.

() https://www.healthit.gov/buzz-blog/electronic-health-and-
medical-records/emr-vs-ehr-difference, last accessed at 22 January
2022.
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(Y Kari Bomash, "Privacy and Public Health in the Information Age:
Electronic Health Records and the Minnesota Health Records Act",
Journal of Law, Science & Technology, Vol.10, issue 1, 2009, p.3.
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Nicole Wolfram, Michael Rigby, Michael Sjostrom, Rosa Giuseppa
Frazzica, Wilhelm Kirch, Health Information Sources in EU Member
States, and Activities in the Commission, WHO, and European
Networks, Springer, New York, 2008, p.88.
(3) ELECTRONIC HEALTH RECORD (EHR) STANDARDS FOR
INDIA, Standards Set Recommendations v2.0, e-Health Division
Department of Health & Family Welfare Ministry of Health & Family
Welfare Government of India, 2016, p.1. mohfw.nic.in.
(*) Min Ah Park, Eunseok Hong, and others, "Development of Mobile
Electronic Health Records Application in a Secondary General
Hospital in Korea"”, Journal of Healthcare Informatics Research,
v.19(4):307-13, December 2013, p.307.
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(Y Katherine P. Andriole, Security of Electronic Medical Information
and Patient Privacy: What You Need to Know, Journal of American
College of Radiology volume 11, issuel2, 2014, p.1215.

(%) Jos Dumortier, Griet Verhenneman Legal Regulation of Electronic
Health Records: A Comparative Analysis of Europe and the US,
Springer-Verlag, Berlin, 2012, p.37.

() Richard Gartee, Essentials of electronic health records, Publisher
Upper Saddle River, New jersy: Prentice Hall, 2021, p.4.

(*) Nicolas Terry, Leslie P. Francis, “Ensuring the Privacy and
Confidentiality of Electronic Health Records”, Journal of University
of Illinois Law Review, Vol. 2007, p.14.
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staff". https://www.hipaa.com/2009/05/10/the-definition-of-
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(1) https://www.ihis.com.sg/nehr/fags last accessed 22 January 2022.
(3 J.A. Magnuson «Paul C. Fu, Jr., Public Health Informatics and
Information System, springer-velrag, 2nd edition, London, 2014,
p.174.
(®)https://www.federalregister.gov/documents/2012/05/15/2012-
11775/nationwide-health-information-network-conditions-for-
trusted-exchange last accessed 22 January 2022.
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https://www.healthit.gov/sites/default/files/what-1s-the-nhin--2.pdf
last accessed 22 January 2022. https://ehealthexchange.org/ last
accessed 22 January 2022,
(Hhttps://riayati.mohap.gov.ae/ar/index.html Last accessed on 15
January 2022.
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(1) Sninsky Charles A, Developing Universal Electronic Medical
Records, Journal of Gastroenterology & hepatology vol. 4,3, 2008,
p.193.
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Nir Menachemi,Taleah H Collum, ‘Benefits and drawbacks of
electronic health record systems’, Journal of Risk management and
healthcare policy’ vol.4, 2011, p.48.

() Carrie Anna McGinn, Sonya Grenier, Julie Duplantie, Nicola
Shaw, Claude Sicotte, Luc Mathieu, Yvan Leduc, France Légaré,
Marie-Pierre Gagnon ‘Comparison of user groups' perspectives of
barriers and facilitators to implementing electronic health records: a
systematic review’ BMC medicine vol. 9, 2011, pp.1:2.
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(}) Alexa Serra, Differences Between EHR, EMR, And PHR And
Which  One To Use For Your Healthcare  App:
https://www.foonkiemonkey.co.uk/differences-between-ehr-emr-and-
phr-and-which-one-to-use-for-your-healthcare-app/ last accessed 24
January 2022.

(> Weng Chi Chao, Hao Hu, Carolina Oi Lam Ung, Yong Cai,
Benefits and Challenges of Electronic Health Record System on
Stakeholders: A Qualitative Study of Outpatient Physicians, Journal of
Medical Systems, volume 37 ,Article number:9960, 2013, p.3.
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(HRobin Hoover, Benefits of using an electronic health record, Journal
of Nursing Critical Care, Vol. 12 - Issue 1, 2017, p 9-10.
(®)Shobha Phansalkar, Amrita A Desai, Douglas Bell, Eileen Yoshida,

John Doole, Melissa Czochanski, Blackford Middleton, David
W.Bates, ‘High-priority drug—drug interactions for use in electronic
health records’, Journal of the American Medical Informatics
Association : JAMIA, vol.19(5), 2012, p.735.

(3 Cara B. Litvin, Steven M. Ornstein, Andrea M. Wessell, Lynne S.
Nemeth, Paul J. Nietert, ‘Use of an Electronic Health Record Clinical
Decision Support Tool to Improve Antibiotic Prescribing for Acute
Respiratory Infections: The ABX-TRIP Study’, Journal of general
internal medicine, vol. 28,6, 2013, p.810.

(*) Young-Taek Park, Donghwan Kim, Rae Woong Park, Koray
Atalag, In Ho Kwon, Dukyong Yoon, Mona Choi, Association
between Full Electronic Medical Record System Adoption and Drug=
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=Use: Antibiotics and Polypharmacy, Journal of Healthcare
informatics research, vol. 26,1, 2020, p.69.
() Ann S. O’Malley, Kevin Draper, Rebecca Gourevitch, Dori A.
Cross, Sarah Hudson Scholle, Electronic health records and support
for primary care teamwork, Journal of the American Medical
Informatics Association: JAMIA vol. 22,2 2015, p.429.
(CDSS) clinical decision support system s s sl 1 jall aca alai sy (1)
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William R. Hersh <Robert E. Hoyt, Health Informatics: Practical
Guide, Publisher: Informatics Education Singapore, 7th Edition, 2018,
.161.
Sﬁ:,w\aﬁm)s\zaﬁwwaﬂﬂ\ <l )l ae s dakaif Gf bl Hall il sl
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Klaus A Kuhn; James R Warren, Tze-Yun Leong, MEDINFO 2007:
proceedings of the 12th World Congress on Health (Medical)
Informatics : building sustainable health systems, Publisher:

Amsterdam : 10S Press, 2007, p.861.
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(HZachary R. Paterick, Nachiket J. Patel, Elizabeth Ngo,
Krishnaswamy Chandrasekaran, A. Jamil Tajik, Timothy E. Paterick,
‘Medical liability in the electronic medical records era’, (Baylor
University. Medical Center), vol. 31,4, 2018, p.559.

(®Clemens Scott Kruse, Krysta Kothman, Keshia Anerobi, Lillian
Abanaka, ‘Adoption Factors of the Electronic Health Record: A
Systematic Review’, JMIR medical informatics Journal, vol.4(2), €19,
2016, p.4
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Das, S, and V K Kataria. “Bioterrorism : A Public Health Perspective.”
Medical journal, Armed Forces India, vol. 66,3, 2010, p.256.
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(HStefan Riedel, “Biological warfare and bioterrorism: a historical
review.” Proceedings (Baylor University. Medical Center), vol. 17,4
(2004), p.405.

(%) C. Raina MacIntyre, Thomas Edward Engells, Matthew Scotch et
al. “Converging and emerging threats to health security.” Journal of
Environment systems & decisions, vol.38,2, 2018, p.200.

(®) Marie-Jocelyne Charles, Bart J. Harmon, and Pamela S. Jordan,
‘Improving Patient Safety with the Military Electronic Health Record.
In: Henriksen K, Battles JB, Marks ES, et al., editors. Advances in
Patient Safety: From Research to Implementation’, Rockville (MD):
Agency for Healthcare Research and Quality, VVol.3, (US); 2005, p.30.
(*) Elham Aalipour, Marjan Ghazisaeedi, Mohamad Reza, Sedighi
Moghadam, Hamid Beigy, Leila Shahmoradi, Batool Mousavi, ‘A=
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=minimum data set of user profile or electronic health record for
chemical warfare victims' recommender system’, Journal of Family
Medicine and Primary Care, vol.9(6), 2020, p.3002.

(HInstitute of Medicine (US) Committee on Data Standards for Patient
Safety, Key Capabilities of an Electronic Health Record System,
op.cit., p.2.

(®)Institute of Medicine (US) Committee on Data Standards for Patient
Safety, Key Capabilities of an Electronic Health Record System: Letter
Report, National Academies Press (US), Washington (DC):; 2003, p.2.
(®Martin R. Cowie, et al. “Electronic health records to facilitate
clinical research.” Clinical research in cardiology: official journal of
the German Cardiac Society, vol. 106,1, (2017), p.7.
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(HSamir R. Thadani, Chunhua Weng, J. Thomas Bigger, John F.
Ennever, David Wajngurt,“Electronic screening improves efficiency
in clinical trial recruitment.” Journal of the American Medical
Informatics Association: JAMIA, vol. 16,6, (2009), p.869.
(®»Kimberly A. Mc Cord ,Lars G. Hemkens,. “Using electronic health
records for clinical trials: Where do we stand and where can we go?.”
CMAJ : Canadian Medical Association journal- journal de
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Cameron D Norman, Harvey A Skinner, “eHealth Literacy: Essential
Skills for Consumer Health in a Networked World.” Journal of medical

Internet research, vol. 8,2 €9., 2006, p.2.
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MPH, Jason J. Wang, EGEMS (Generating Evidence & Methods to
improve patient outcomes), Washington, DC, vol. 3,1 1118, 2015, p.2.
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(}) Randall F Stewart, Philip J Kroth, Mark Schuyler, Robert Bailey,
Do electronic health records affect the patient-psychiatrist
relationship? A before & after study of psychiatric outpatients, Journal
of BMC Psychiatry, Article number:3, 2010, p2.

() Amirhossein Takian, Aziz Sheikh, Nicholas Barber, We are bitter,
but we are better off: case study of the implementation of an electronic
health record system into a mental health hospital in England, Journal
of BMC health services research, 2012; vol12:484, p.1.

(3 Jumana Antoun, Ghassan Hamadeh, Maya Romani, Effect of
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s2uhll jadill gy :Controller padd| o il | il g —
— aaa3 oAl dua ol S AN S daad dlld) ff glaey)

Aaad sl clilall e byl a) ot Sl Glileal) (03 508 de gane dadladd) i (1)
S L o i) s Jedi oy AV S sl Jil gl Aallaall a6 s
S Lo 5l o Leela jiad o Lebant §f LedasS ol Lty 333 5l LS Sl Lgashass
Laaudi of Leaad ol Letae) ga ol Leials) of il of Jaill a yha e Weldd) ol Lealadin
ULl Alaad Laladl a5 e A 1 3alall (e A 35380 ) LG8 ) W sae
:(GDPR
‘Article 4. processing’ means any operation or set of operations
which is performed on personal data or on sets of personal data,
whether or not by automated means, such as= =collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval,
consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, restriction,
erasure or destruction.
:(GDPR iluall 4laad dalall 2a33U) (pe &8N 30l (e A 5¥) 5 a0 ) ()
Article 3: This Regulation applies to the processing of personal data
in the context of the activities of an establishment of a controller or a
processor in the Union, regardless of whether the processing takes
place in the Union or not.
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oo Lo Enazall bl Als el L o A o dale Al
Saiall
Cpaxd GDPR bl dilaad daladl 2D (e ¥V oLl Canngl 8
oSaiall sy data protection officer (7 ikl dubod Jgius
bl Dles Jgguse plge ZaDU i e ¥4 salall Cadas 385 cxllaally
p Ml saill e iy
llaally oSaiall 8ygiall auiiy ¢ Y )
Glubiwdy GDPR il doleal dalal) daDU JliaY) 4.8 0 —Y
Lo el Uil Alens Glaty Lo gellaally oSl 50m
Cpibigall cuytiy el Balyy Gllgsuall ol elly b
Alall @ly @il blee g dallaall & S, LL)
Ul Llea 580 audy lahy Led llal) e 5yl ain Y

Aol 35
Llaial) Lleadll ol daalyay) daladl Jla) i€ Jaall —¢
Aalledl

(HArticle 37 section 7 of the Regulation (EU) 2016/679 (General Data
Protection Regulation): “The controller and the processor shall
designate a data protection officer”.

(®Article 4 section 7 of the Regulation (EU) 2016/679 (General Data
Protection Regulation).

(3 Atrticle 37,38,39 of the Regulation (EU) 2016/679 (General Data
Protection Regulation).
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Cosbady Ayl apinty drad dl) UL e Jguanll b Gall dlac
2anall Gapall ik g pSaily gtallan sl clgr Jaliia) ulasg
cakalin

cabee dapley it Gliel 5l anb (add gl s, cgiad) -
dare BEYL oSl mllal ol asllial Mduad sl clilul) dalle,
Ailaalzil Rd g

a3 yall SY 0 Y0 Ll V0 8 ) dpadall cilild) Alaa o 5318 e Y152 ()

_Y~Y~ 47\]‘9:1\0‘;4:(_%)‘)‘)&\‘/\ 2=l
A Sl Alee ol A VoY e And Vo) Q8 bl dles o il a5 Al (T
s e 5 L sas o Ledaia ol Lelad o Leanaad o duaddll il 4400 A
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&Y ke padall Sl Jhed) pl ol Lo Aol g
llage caadagll Al J3glall b€ Jals G b llae sl pSana
Jodaad &l Gllall Dl e Vi Laida

:Business Associates Juessdl sk i -busili

S palad) e A58 ) dwuge ol padd g danll cls
A ddadil o Cillay (gag —Jsediad) QLS Jg! an ) @lSHal
OLS e Bl duenal) danall Clagleal) e RIS ol Al eua
Ol Lime ledd x5l Jgaia

Jalatg ccallUaal) dallas :"Jlac Y1 oA dadl o caillay Jois
Galad) Gladll aof eadlly bl )33l daabeg cclilyl)
Ol (58905 g SSIY) dmiall Elally dualald) clibad) (s
(dranill C¥ gy Al Lhe (gray cCalaally g iSY) dpnall
Okl 532 aiians

Delually avall cpalill J& 0pldl gy cBaniall cilifsll b
o iy I Glasled) b e JlaeY) el S of (Sa HIPAA

o Lebiaad ol La s 5l L sma ol Lyl o el ol Ll ol Ll ) ) Leua e
sl s SV 5 el o Tl gl (e Jass s (sl aladialy @lla s dlelilas f Lgela i)
bl dlea 0 538 e A5V oLl (e 306N 5 Eal) LIS o L e Glld 5 ) gas Al
(Y YA Vo) 8 dualdl
() HIPAA: 45 CFR 164.502(e), 164.504(e), 164.532(d)&(e):
https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/business-associates/index.html
(%) https://www.hipaajournal.com/covered-entities-under-hipaa/ last
accessed 1 Mars 2022.
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Osdll Pla (e Lgi)hls liball 2ol cly & alaill 1agd Joaall Lol
Jaal) 3 allaill Lgia Ty ally aa¥) alaiall (1 calgall snaag sl
ERY) aajutg sLlY) ol (oampall galaions Lgiag "(oumpall Joaa s’ oo
Gl gl 05 o 05 (ilagll g ST aall Jad) allas dgaly e
a3y (gl dlsye dlsjall sda L a8 o(JY) gAl) Jaailly dilay)
Gl gakiing IS alatl) e Jsaall "andll aall Cayeall’ 2l L
Y 2 g " oanall @8all () 8l DA e Jodall (sl
o 4D Gag @Al (0 0 o (aall Gl s LS i
Sl daaeal) gl ALYl g 5 el Jaed) ae Je il aeall (38540
ol sl (mnpally canall (s Aol Jia alail) cilgal aladiialy ccadal)
(A gAY Lyt lagladll
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patient portal @ | Joda duilgu

sasiall sl doncall Cilasleall Linslsi€l ihagl) Gusiall oy
Jyagll 2nlSa] oumpall saon Gal 39 7SY aliga tlgils "Granyall Al
G e At el Glagladl ) dele Y6 lae Jle—
e>all Cappill) aadiie anl aladiul ellyy ccu L Jlall 4 ol
Oopial e 2alSy (2l

88 Cadall il e Ll cilaslaall e (oampall (Sa
Ol ity dpalaally (lisasilly (panall bl ) L)
alall ye aelsall dlgang cdadal) Glieasll Callag ¢ bl Cadal) 3l
Oagadanll sloal) s3aliay ¢35 Y adally (Jlail¥) ciloglee Eaanig
>l daadl ol e leda L3S quilay cdaall Jodn s Jullyy
On delilly e e cudail) dleal dala 3 gb bl g 5SIY)
i) agl Jig Al dnal) 3ially clla¥lg

(HClemens Scott Kruse, Katy Bolton, Greg Freriks, “The effect of
patient portals on quality outcomes and its implications to meaningful
use: a systematic review.” Journal of medical Internet research vol.
17,2 e44. 10 Feb. 2015, doi:10.2196/jmir.3171
(®)https://www.healthit.gov/fag/what-patient-portal last accessed 1
June 2022.
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Unique health identifier

iy AL tie duaal) Gaiall Ciloglea yuidi ) dalall ax
Ay Jal ey cdanall Cilogleall Lingl i anlss Al cilasil) 5l (gaa)
Unique Patient aall Gyl Cayee o) 520l L0ad )l Lggll Sl
.Identifier

AEY s Bpaa ) Cag il e Alides by 1Al (i el Capra 3ag
s phSs oSa Vs Bhens B 0585 Cumy (a3l diacads
DAl ] 3aawtie liaa 35as o Cun cJaad Yy Jaiad ¥ Culs Cajadl)
Auslladll Cilagleall Cauliall Cigll b Jsaagll piar meall (38l Jala
S Conll deas Bl sa il Capaall Wl il Gyl ) ALyl
Gl g candall o (el b 2 jdl) Cayrall 138 DA (g cpaal]
2335 (S LS ¢ gilagll g S el ol ol ) sl sl
Al giceall a3a3y LYY Jlae g il Cipeall 13

i) e e )z ling e @Y Bl Clijaall arads (Sa
Gl Sl iy ompay sbbl e andl) Cpertivall e gAY
sLtal o La Balerg ccusl) adlsay Ciilsally signaSl eals IS,y dnaall

Oinay ciliailod alakindy ilsde JShay LAD sapil) clijaall ol

(hHhttps://www.lawinsider.com/dictionary/unique-patient-identifier
last accessed 1 June 2022.
(®)https://www.techtarget.com/iotagenda/definition/unique-identifier-
UID last accessed 1 June 2022.

. Fol pIall pols v



https://www.techtarget.com/iotagenda/definition/unique-identifier-UID
https://www.techtarget.com/iotagenda/definition/unique-identifier-UID

shyaly Lydiy milill e &3V ls chloa¥) calla 2dl) Cayeall Jgusy

lgale Llially dukall COawl Euaady cllaadlall aagy clanddill

Slasheall dadail e cilagleal) Jals ) ALY ¢ape S Lgelasindy
aabha ol auls)a

sl cadie)  Aagh gAY anal) Jad) ali Ggiua o
The National Provider Identifier gl a55all Gl 5aaiall
SULEN) Gdpadall mall eyl cadidd 2 Ciuysd o35 58y «(NP)
Cun (ol of ol alB) 1 4) aalse Vo e (sSe (laral) sl A gadial
Shey daall baladll puea (lsadiall daall Lle)ll adte o ang
& NPIs ol Jiagll 2g5all Glijes alodin) daiall dle)l) Lalie
enall el JB G5l s Badieall ddlally Aoyl Ol
LOHIPAA abilea)

(%) https://archive.epic.org/privacy/medical/hhs-id-798.html last
accessed 1 June 2022.
()https://www.cms.gov/Regulations-and-Guidance/Administrative-
Simplification/NationalProvldentStand last accessed 1 June 2022.
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CAY Dl dalgll Lladll (e desene V) iy Cum o 39 5
e (s (A ceadil)l bl daadl e Lyda g S oaall dad)
Gir b panall LG B8 ) Ao ge Basiae Clly me AV
el Gl axis J¥) O V) e aaly (age pageading sy aa
lgiag Ll g Laaie ailly Jisg 4id¥y de el luadl)
Cliglal) 4ies (S sl (Sl Bl ) 8Lyl Ll ia )
SN aal) daud) 8L g3ln Gl (Jpead) Calgll e dndal
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(HBambang Dwi: Legal Aspect of Patient’s Medical Record,
Advances in Economics, Business and Management Research, volume
121, International Conference on Law Reform (INCLAR 2019), p.79.
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Jaeaall L ) ity libal) odam 53 () gald) ISl of n 8
Glaslad) o e SE & 3ol cayall G5S5 ¢ Jandl LliaY) oo
Galal) L) dle ) adkal (el ad pgiasg ¢ARES pglas S 525l
agDlan b Daadlsl) Balil (e daimia g Slaslan Joil gy

Jus e Sy o Alelually aall Gualill Jas 5318 o ina 13
sl ol dany Gl (g Y aall dadl cllay (e a3l
obiala s 4y of L Basiall culisl) (8 g I donal) Bl
Al Sl alana Wl casall Whe g 5N acall o) Calas 58 Lt
Ol aple Hlu Loy Jaté aiiSly g JSIY) aall dad) A8l (0 o0
o) Ale o ) LY Gans cuad Ay clelaally oacall Gaalil) a3
0 adiad) 5 aall 3gas
@>all Jad) d8le daany 3laiy Lasd Cilag i) Gl (B Lo ey

aaat o @a Yy o) @l dans b gy g yde IS aga3g g 5K

IS oamlall 8 65 ) e (e SIST dpaniall clilll golad) JSAN 335 of ¢Sy (1)
3 3eaY) o Ulae cililal) s3a w&@m\ o> 5SS A2 a5 (350 (e AL o
Cloud-Hosted s i 335 5l <|_ocally-hosted EHRS 3_SIAll 3 jeal 5 dua 51l
.EHRs
(»)Melanie S. Brodnik, Rebecca Reynolds, Mary Cole McCain, Laurie
A. Rinehart-Thompson: Fundamentals of Law for Health Informatics
and Information Management. Chicago: AHIMAM 2009, p. 239.
http://www.healthinfolaw.org/comparative-analysis/who- :_xadl (M)
owns-medical-records-50-state-comparison last accessed 2 June 2022.
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(HWho Owns Your Electronic Medical Records?
https://picnichealth.com/blog/who-owns-your-electronic-medical-
records last accessed 2 June 2022.
(®)https://www.healthcarefinancenews.com/news/ownership-data-
heated-debate last accessed 2 June 2022.
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(HHirsh H.L, Medical records-their medico-legal significance The
Journal of family practice, 2(3), 213-216., 1975, p.213.
https://pubmed.ncbi.nlm.nih.gov/1151297/
(®https://www.forbes.com/sites/forbestechcouncil/2018/04/23/who-
really-owns-your-health-data/?sh=7f9574426d62 last accessed 2 June
2022.
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(HLarry Ozeran, M.D. And Mark R. Anderson, Do EHRs increase
liability: http://www.acgroup.org/images/2011 White Paper_-
Do_EHRs_Increase_Liability.pdf
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And https://www.fiercehealthcare.com/it/ehrs-are-legal-records-can-
be-used-against-a-provider-court last accessed 2 June 2022.

(}) Canadian Medical Protective Association. Electronic records
handbook
https://www.cmpaacpm.ca/documents/10179/24937 /com elec
tronic records handbook-e.pdf.

()www1.szzx.gov.cn/content/2017-05/19/content_16264338.htm last
accessed 2 June 2022.
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(HOzair, F. F., Jamshed, N., Sharma, A., & Aggarwal, Ethical issues
in electronic health records: A general overview. Perspectives in
clinical research, 6(2), 2015, p.74
(»https://zhuanlan.zhihu.com/p/132362688 last accessed 2 June 2022.
(®)https://www.zhihu.com/question/23591096/answer/311838265 last
accessed 2 June 2022.

(%) Zhai Fangming, Discussion on the Application of the Electronic
Medical Record Evidenc,. Evidence Science Journal, Vol.21 No.2,
2013, p.181.
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(1)Joseph Thomas, Medical records and issues in negligence. Indian

journal of urology: 1JU: journal of the Urological Society of India,
25(3),2009, 384-388.

(®)David Walsh On The Record: Medico-Legal Issues Regarding
Medical Records Wednesday, February 26, 2020
https://challenge.ie/challengeblog/on-the-record-medico-legal-issues-
regarding-medical-records last accessed 2 June 2022.

(3)Ozeran L, Anderson MR. Do EHRs increase liability?
http://www.acgroup.org/images/2011 White Paper -

Do _EHRs_Increase_Liability.pdf.
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(}) Duarte Gongcalves-Ferreira, Mariana Sousa, Gustavo, Bacelar-
Silva, Samuel Frade, Luis Filipe, Thomas Beale, Ricardo Cruz-
Correia, “OpenEHR and General Data Protection Regulation:
Evaluation of Principles and Requirements”, JMIR medical
informatics, vol. 7,1 e9845. 25 Mar. 2019, p.2.
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The right to access the Electronic Health Record

Ol (B (G AN aall dlan ) panedl Jsas palen
a5 (A diacluay cam oo HLEWY) gty Gl Gug 43y Jualgil
cany (Mg Galall s 5V aall dad) 8 2ag Loy cllaal
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(HStephen E. Ross, Chen-Tan Lin, The Effects of Promoting Patient
Access to Medical Records: A Review, Journal of the American
Medical Informatics Association, VVolume 10, Issue 2, March 2003,
p.134.

(®Cecilia Pyper, Justin Amery, Marion Watson, Claire Crook,
Patients' experiences when accessing their on-line electronic patient
records in primary care, The British journal of general practice : the
journal of the Royal College of General Practitioners, 54(498), 2004,
p.41.

(®)Fisher B, Bhavnani V, Winfield M. How patients use access to their
full health records: a qualitative study of patients in general practice.
Journal of the Royal Society of Medicine, 102(12),2009, p.541.
(HTierney WM, Miller ME, Overhage JM, McDonald CJ: Physician
inpatient order writing on microcomputer workstations. Effects on
Resource  Utilization,  Journal ~ of  American  Medical
Association(JAMA), 1993, 269(3), p381.
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(Y Christine Queally Foisey, A Patient's Right To Access Medical
Records, 2016. avaliable at: https://www.healthitoutcomes.com/doc/a-
patient-s-right-to-access-medical-records-0001. Last accessed 3 June
2022.

(®Personal Health Information Protection Act, 2004, S.0. 2004.=

. Fol pIall pols v



https://www.healthitoutcomes.com/doc/a-patient-s-right-to-access-medical-records-0001
https://www.healthitoutcomes.com/doc/a-patient-s-right-to-access-medical-records-0001

:Jouaedl J dal puaii ool Gibogdal] -

danaall Slasbaall (g daudy desana o Jguanll 8 Gall 25N
@y Ll e hanall cdlandl tdeds s cagr Aealal)
Sia dlal) seally dppedl ddenad) CHLERY) iy ¢ el Cilasbaag
Aall @llaadlay pabell 5l dbled) maliy il i) dedd)
ROZITIWA
(Juaddl §a (0 Diteminil| wibo odid| -
loa Cand Al dpaaal) dnall Claslaall ) Jasll 3l 32 Y
Gl SATY aaaiid Y Slegleall 83 Y g SN aall dlas (e
ol Bagall i -l 1ie Slldy (Bydlae 4y dklaie Caad (ol AEY1 Gl

(el Al dladil ey cdasaall Aoyl adie dealdll el
IS8 Jaad) il adsnd (Al dojlasl layly agailly Jasdadll < s
o hdinadls Lialall peer review hay) dealye cilile olis) Sy 38 cale
Lalal) sasall Al Dl o cdedll adbe 5 Gojlaall slaf cilawis
sk e ol eDleall Aead Cpeal aadiid ) dpaal) ddadll

Lelias))

=And Health Insurance Portability and Accountability Act, 1996.
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L3S 53 (0 sSoms AA g pSIY aiall Jaadl a3 o (59 ale JS bl J gea 1
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(1) See, HIPAA 45 CFR § 164.524, PHIPAA Article 52.
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(HSee 45 CFR 164.524(a)(1)(i) and 164.501.
(»)See 45 CFR 164.524(a)(1)(ii).
(®)See 45 CFR 164.502(g).

bl gl Cpuaddl) Colfieall (K Al Goindl s Slaglaall (1 il
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/
personalreps.html last accessed 3 June 2022.
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(*) See (45 CFR 164.524 (a) (2)).
(%) See, PHIPAA Title 52 (c).
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(HBrij B. Gupta, Dharma P. Agrawal, Haoxiang Wang: Computer and
Cyber Security: Principles, Algorithm, Applications, and Perspectives.
CRC Press, Taylor & Francis, 1st Ed, 2018, p.666.

(%) 164.502 Uses and disclosures of protected health information:
General rules.
https://www.hhs.gov/hipaa/for-professionals/privacy/laws-
regulations/index.html Last accessed 6 June 2022.
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(H)See 45 CFR 164.520, 164.522, 164.524, 164.526 and 164.528.

(3 Institute of Medicine (US) Committee on Health Research and the
Privacy of Health Information: The HIPAA Privacy Rule; Nass SJ,
Levit LA, Gostin LO, editors. Beyond the HIPAA Privacy Rule:
Enhancing Privacy, Improving Health Through Research. Washington
(DC): National Academies Press (US); 2009. 2, The Value and
Importance of Health Information Privacy. Available from:
https://www.ncbi.nlm.nih.gov/books/NBK9579/ Last accessed 6 June
2022.
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(HInstitute of Medicine (US) Committee on Health Research and the
Privacy of Health Information: The HIPAA Privacy Rule; Nass SJ,
Levit LA, Gostin LO, editors. Beyond the HIPAA Privacy Rule:
Enhancing Privacy, Improving Health Through Research, op.cit.
Available from: https://www.ncbi.nlm.nih.gov/books/NBK9579/ Last
accessed 6 June 2022.

(»)Mike Chapple Security, Privacy and Confidentiality: What’s the
Difference? It’s crucial for your IT staff to understand three concerns
that overlap but are not quite the same.
https://edtechmagazine.com/higher/article/2019/10/security-privacy-
and-confidentiality-whats-difference last accessed 6 June 2022.
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(HFouzia F. Ozair, Nayer Jamshed, Amit Sharma, and Praveen
Aggarwal: Ethical issues in electronic health records: A general
overview, Perspectives in clinical research vol. 6,2, 2015, p.75. and
Mike Chapple Security, Privacy and Confidentiality: What’s the
Difference? Op.cit.,
https://edtechmagazine.com/higher/article/2019/10/security-privacy-
and-confidentiality-whats-difference. Last accessed 6 June 2022.
(®)Ismail Keshtaa, Ammar Odeh, Security and privacy of electronic
health records: Concerns and challenges, Egyptian Informatics Journal
Volume 22, Issue 2, July 2021, p.179.

(®)Rebecca Yoke Chan Ong, Sandy Sabapathy: Enhancing patient
privacy protection under Hong Kong’s Electronic Health Record
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Sharing System, Common Law World Review, Vol 49, Issue 1, 2020,
p.6.

(HPersonal Health Information Protection Act, 2004, S.0. 2004, c. 3,
Sched. A
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(HUnderstanding Patient Requests for EHR Corrections, Changes As
healthcare organizations prioritize patient safety, they must assess how
patient requests for EHR corrections add up.
https://patientengagementhit.com/news/understanding-patient-
requests-for-ehr-corrections-changes Last accessed 6 June 2022.
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(3 Art. 33 GDPRNotification of a personal data breach to the
supervisory authority, Art. 34 GDPRCommunication of a personal
data breach to the data subject.
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