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Abstract

The application of electronic medical records conforms with the neo-digital era that
has undergone dramatic changes in all sectors, including health care. This issue is
further urged by the COVID-19 pandemic and the suspension of most activities and
businesses. All these factors necessitate co-existing with the pandemic. The objectives
of the work is to improve the efficiency of health care provided through an
information-based society that prioritizes knowledge and socio-economic
development.

The research problem is how to deal with the privacy and security of data related to
patients, given the sensitivity of such sort of data. Thus, it is a problem to attempt to
protect such data from manipulation or any misuse. The research questions are: what is
the compatibility of current legislation in achieving ways to Protect electronic medical
records?; can digital technologies provide security and protection standards for the
electronic medical record; and Does the electronic medical record need a
comprehensive legal regulation, to confront medical errors arising from illegal
practices?

Moreover, the research adopts an analytical methodology to study the legislative texts
related to the privacy of personal data, organ transfer and transplantation, clinical
research and related legislation; As it is the most appropriate approach to the nature of
the subject to highlight the manifestations of distinction and shortcomings in the
existing legislation, and to derive appropriate criteria for the nature of the electronic
medical record. The analysis is of two sections: first, the legal basis for electronic
medical records in the national and international legal systems; second, criteria for the
protection of electronic medical records in the light of legislative and technical
development, and demonstration of related counterpart encounters in other countries.

The study concluded that it is necessary to issue health care legislation under the name
of "medical law" that includes standards for the protection of electronic medical
records, provided that reference is made to the guidelines of the World Health
Organization in activating electronic medical records in accordance with the use of
blockchain technology specialized in the security and protection of health sector
transactions .

Keywords:

Electronic Medical Record- Data Confidentiality Standard- Codes of Professionalism-
Governance of Electronic Medical Record -Directives for Organ Transplantation- Block
chain Technology- medical liability.
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