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Abstract: Positioning is very important worldwide in several fields, and it can be deter-

mined by several ways. The most popular ways are Global Navigation Satellite Sys-

tem (GNSS) and Inertial Navigation Systems (INS). Both techniques have advantages and 

disadvantages. Accurate positioning is one of the privileges of GNSS, while INS overtops 

in indoor places, despite low accuracy after long duration. Sensibility to interference and 

multipath are the principal downsides of GNSS structure, which might be the two primary 

assets of mistakes in position estimations. The main impact of interference at (GNSS) re-

ceiver, consequently dropping its cap potential to navigate, is that it lessens the signal to 

noise ratio (SNR) of navigational signal such that the receiver is not able to reap measure-

ments from the satellite. A comprehensive survey of interference suppression methods is 

presented in this paper and the interference suppression techniques are compared. Two 

new recommended filter designs to detect spoofing and optimize acquisition in the pres-

ence of interference are proposed. 

Keywords: Global navigation satellite system (GNSS); inertial navigation systems (INS); 

cross ambiguity function (CAF); signal to noise ratio (SNR); interference suppression. 

 

1. Introduction 

Interference counter can be in space, frequency, time or space-time, space-frequency. Spatial algorithms to coun-

ter interferences are divided into classes consistent with their goals. Digital Beam Forming (DBF) is one of them 

[1], which aims the principal lobe spontaneous to the favored alerts. The second method is Adaptive Nulling 

approach [2], which factors nulls to interference. The DBF calls for the path facts of GNSS alerts and its compu-

tation is pretty complicated. Thus, increasing mistakes of the estimation on GNSS alerts path degrade overall 

interference mitigation performance seriously. On the contrary, the Adaptive Nulling approach, which is known 

as a blind suppression method, does now no longer needs any previous information the interferences. One of 

the benefits of Adaptive Nulling approach is that it no longer uses any transcendental facts, but nulls can be too 

huge with inside interference paths and many ‘incorrect’ nulls with inside noninterfering paths. In order to 

overcome the above-mentioned troubles, based on GNSS signals’ property of periodic repetition, a Self-Coher-

ence Recovery (SCORE) technique is proposed by Agee [3]. Without understanding the path of GNSS alerts, an 

auxiliary channel is provided precisely after the prime channel. Most excellent weights are calculated thru max-

imizing the cross-correlation of alerts among principal and auxiliary channels below the Least Square principle. 

This approach, now no longer simplest, could make the profits in a few GNSS alerts path as excessive as possible, 

however can also shape deep nulls within inside the path of jammers spontaneously. However, this approach is 

not able to assure that the principal beam to align at each GNSS signal. If the profits of the non-jamming path 
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stay unchanged, the above troubles of Adaptive Nulling could be averted with the aid of using a new interfer-

ence mitigation approach proposed to resolve the above-noted troubles [4]. Using adaptive array in GPS receiv-

ers is the most popular solution to counter interference spatially. Advantages are tuning gain and phase adap-

tively according to interference environment, thus directing pattern nulls towards the interference path to fade 

interference. On the other hand, spatial filter additionally has shortcomings. The limitation of countering inter-

ference is that the maximum number interferences that can be removed is M-1 nullings for M antenna elements; 

and as the direction of arrival (DOA) of GPS satellite alerts is aligned with interference supply or near to it, 

nulling will harm the GPS signal till it is unavailable [5]. To overcome the shortage of range of countering inter-

ference and increase elements degrees of freedom (DOF) without including elements is treated by Space-time 

Adaptive Processing (STAP) [6]. STAP is considered as the upgrade of interference mitigation methods for GPS 

receiver. In this paper, Section 2 discusses interference suppression methods. Section 2.1 discusses the Self-Co-

herence Recovery (SCORE) set of rules, whilst Section 2.2 critiques the multi-goal optimization jamming mitiga-

tion set of rules, and Section 2.3 affords the space-time adaptive processing (STAP) era. Section 2.4 presents Fast 

Orthogonal Search (FOS) technique, Section 2.5 demonstrates dual polarized antenna technique, and Section 2.5 

demonstrates pulse on pulse deinterleaving method. Section 3 presents a comparison of the above-mentioned 

suppression methods, and Section 4 presents two proposed design filters to improve interference suppression. 

Section 5 is a conclusion.  

2. Interference Suppression Methods 

2.1. Score Algorithm Overview 

This interference suppression method builds on the primary idea of the self-coherence restoral method proposed 

in [1]. At frequency separation β, if the correlation of the signal and its frequency shifted model is nonzero for 

some lag τ, it is known as spectrally self-coherent: 

 

𝜌𝑠𝑠
(𝛽)

(𝜏) =
〈𝑠(𝑡)𝑠∗(𝑡−𝜏)𝑒−𝑗2𝜋𝛽𝑡〉∞

√〈|𝑠(𝑡)|2〉∞〈|𝑠∗(𝑡−𝜏)𝑒−𝑗2𝜋𝛽𝑡|
2

〉∞

=
𝑅𝑠𝑠

(𝛽)
(𝜏)

𝑅𝑠𝑠(𝜏)
≠ 0                              (1) 

 

Where ( )* is the complex conjugate and 〈 〉∞ is the infinite time averaging process, 𝜌𝑠𝑠
(𝛽)

(𝜏) represents the self-

coherence function, 𝑅𝑠𝑠
(𝛽)

(𝜏)and 𝑅𝑠𝑠(0) are the cyclic autocorrelation function and the average power of  𝑠(𝑡), 

respectively. With the presence of inside enigmatic noise and interference Spectral Self-COherence REstoral 

(SCORE) beamforming methods were proven to blindly extract GPS signal [3]. Maximizing a degree of the cyclic 

characteristic of the beamformer output by seeking the beamformer weight vector is the main core of SCORE 

methods. If 𝑠(𝑡) is spectrally self-coherent at a frequency shift β, then the cyclic autocorrelation of the obtained 

signal may be expressed as [1] 

 

𝑅𝑥𝑥
(𝛽)

(𝜏) = |a|2𝑅𝑠𝑠
(𝛽)

(𝜏) + 𝑅𝑣𝑣
(𝛽)

(𝜏) = |a|2𝑅𝑠𝑠
(𝛽)

(𝜏)                              (2) 

 

Least-Squares (LS) SCORE, cross-SCORE and auto-SCORE are among several types of SCORE methods. The 

least squares (LS) SCORE is the simplest. Minimizing the difference between the reference signal and array out-

put to determine weight vector of the array is its concept. This is achieved with the aid of using processing the 

lagged and frequency-shifted model of the obtained signal. Reinforcement cross-correlation of the output of the 

array and a reference signal to determine the beamformer is the concept of the cross-SCORE, and maximizing 

spectral self-coherence on the output of a linear combiner is the concept of the auto-SCORE technique [1]. 

2.2. A Multi-Objective Optimization Interference Mitigation Technique 

An interference mitigation method is proposed in [4] to counter the issue that nulls toward to jammers are too 

vast and incorrect nulls troubles within inside the spatial adaptive jamming suppression algorithms. A brand-

new method with 2-norm constraints is proposed in [4]. For conception realization, the Power Inversion (PI) [7] 

and Multiple SIgnal Classification (MUSIC) [8], to overcome deep and wrong nulls [4]. 
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Calculating the most excellent weight vector is the basis of the maximum decisive part of the spatial adaptive 

nulling processing methods. Linearly Constrained Minimum Variance (LCMV) and subspace decomposition are 

used as models in [4]. For keeping all bearings unchanged, adding a constraint in the thematic Power Inversion 

(PI) [7] and Multiple Signal Classification (MUSIC) function [8] is required. Let 

 

                             WHα = 1                                             (3) 

 

where 𝛼 is a path vector of a particular path. Eq 3 aims to make the benefit of the path similar or identical to 1; 

specifically zero dB. Under 2-norm, for all bearings, Eq 3 may be presented as  

 

                            ‖WHA − 1 ‖
2

2
= 0                                         (4) 

 

The term A represents bearing’s vectors matrix. By including the (constraint (4)) to the original Power Inversion 

(PI) [7] and Multiple Signal Classification (MUSIC) [8], a brand-new criterion, primarily based totally on multi 

goal optimization can be achieved. 

Obviously, from the experiments offered in [4], the proposed method in [4] has higher interference suppression 

cap potential and may enhance the location functionality of the receivers. 

2.3. Space-Time Adaptive Processing (STAP) 

STAP is proposed in [5], [6], [9] and is primarily based totally on the subspace orthogonal set of rules. Fig.1 

shows STAP shape. It is considered as a powerful space-time signal processing method to suppress interference; 

spatial clear out and a temporal equalizer can be achieved simultaneously in STAP [9]. The STAP Model pro-

posed in [9] is shown in Figure 1. 

 

Figure 1. STAP Model proposed in [9]. 

A subspace method is used to dispose of robust interference with the aid of using projecting the incoming signal 

onto a subspace orthogonal to the interference subspace. 

 

𝑥(𝑛) = ∑ 𝑆𝑘(𝑛)𝑎𝑘(𝑛) + ∑ 𝐽𝑙(𝑛)𝑑𝑙(𝑛) + 𝑁(𝑛)𝐿
𝑙=1

𝑘
𝑘=1                                (5) 
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 𝑥(𝑛) = [𝑥1(𝑛), 𝑥2(𝑛), … … … . 𝑥𝑀(𝑛)]𝑇 represents the received data by M array elements. Amplitude and direc-

tion vector are represented by 𝑆𝑘(𝑛), 𝑎𝑘(𝑛) of the kth desired signal, respectively. Amplitude and direction vec-

tor of 𝑙𝑡ℎ interfering signal are represented by 𝐽𝑙(𝑛), 𝑑𝑙(𝑛), respectively. Overall number of received desired 

sign is denoted by 𝐾.  Overall number of spurious signals is represented by 𝐿, and white noise with 0 mean 

and 𝛿2𝐼𝑀 variance is represented by 𝑁(𝑛). 

Using orthogonality, to reap array output can suppress unwanted alerts, and we will use the merits of vulnerable 

GPS alerts and robust unwanted alerts. 

 

𝑌(𝑛) = [∑ 𝑆𝑘(𝑛)𝑎𝑘(𝑛) + ∑ 𝐽𝑙(𝑛)𝑑𝑙(𝑛) + 𝑁(𝑛)𝐿
𝑙=1

𝑘
𝑘=1 ]

𝐻
𝑤 = [∑ 𝑆𝑘(𝑛)𝑎𝑘(𝑛) + 𝑁(𝑛)𝑘

𝑘=1 ]
𝐻

𝑤                (6)                   

 

Simulation done in [9] displays that among spatial filtering methods STAP can correctly suppress unwanted 

signals in both spatial and temporal domain simultaneously. And we can get weight coefficients in a quick and 

adaptive manner with no requirement for previous information of desired signals by using of the subspace or-

thogonal set of rules. 

2.4. Fast Orthogonal Search (FOS) 

Using fast orthogonal search, and based on high-resolution spectral analysis, a novel interference mitigation 

method is proposed in [10]. The introduction of FOS was used by Kornberg in 1989 as a non-linear modeling 

technique [11-13]. Then for spectral model estimation, FOS was used successfully [14–15]. High resistance capa-

bilities to white and colored noise [16-18], and better resolution in frequency compared to FFT which could be 

as low as one tenth of FFT resolution, subject to the signal-to-noise ratio (SNR), are the two remarkable features 

characterizing FOS and make it suitable for interference suppression [19]. 

Elghamrawy, et. al. [10] start by performing FFT to the incoming signal to get a coarse prediction of the interfer-

ence frequency. Primarily, pairs of cosines and sines functions are generated, that are sinusoidal functions cen-

tered at the predicted frequency with a resolution in frequency that is one-tenth the FFT resolution. Then, the 

FOS interference suppression module constructs the interference signal as a functional expansion of these sinus-

oidal functions until one of the stop criteria is met by reaching pre-defined maximum number of model terms. 

Lastly, the estimated interference signal is subtracted from the receiving signal, leaving only the supposed to be 

GPS signal. Figure 2 presents the technique. 

 

Figure 2. Flowchart of the anti-jamming technique proposed in [10]. 
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2.5. Dual Polarized GPS Antenna Technique 

Another approach to mitigate interference is proposed in [20]. The proposed Minimum-Variance-Distortionless-

Response (MVDR)-based space–time adaptive processing (STAP) method is used to increase the Signal to Inter-

ference and Noise Ratio (SINR) and increase array freedom by using dual polarized co-located polarized dipole 

per element. Previous approaches using dual polarized antenna were demonstrated [21-24]. Table 1 shows a 

thorough comparison of different interference mitigation methods using dual polarized antenna [20], indicating 

the high SINR efficiency of the MVDR-based STAP approach. 

Table 1. Comparison of interference suppression methods using dual polarized antenna arrays [20] 

Approach Technique Interference polarizations tested SINR Efficiency 

[21] PM-based STAP linear and circular moderate 

[22 - 23] 
MVDR-based 

SAP 
RHCP , linear and circular low 

[24] LMS-based SAP arbitrary low 

[20] 
MVDR-based 

STAP 
arbitrary high 

 

 

Figure 3. Block diagram of dual-polarized antenna array processing method proposed in [20]. 
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For M elements, conventional arrays can counter M-1 interferences signals, after utilizing proposed technique in 

[20], 2M-1 DOF can be achieved exploiting polarization characteristics of signal which depends on effective 

length of the antenna h. h is equal to one half of the physical length for short dipole and is same as the physical 

length of ideal dipole. As the GPS signal is a clockwise or right-handed circular polarization (RHCP), and by 

adding h as constraint in the calculations, the algorithm demonstrates high capability to mitigate interference, 

high SINR comparing to other methods, as in [21-24]. Increasing number of interference signals are countered 

and even if the interference signal was at the same direction of GPS signal, the technique is able to suppress the 

interference. The block diagram of proposed method in [20] is presented in Figure 3. 

Another approach to mitigate interference for GPS [25] is called Space -Time – Polarization Adaptive Processing 

for a Single-element dual-polarized antenna (STPAPS). As antenna arrays are limited to be applicable by their 

size, cost and computational complexity, a single element polarized antenna is utilized, and performs MVDR – 

based STAP method, extending it to contain polarization domain to overcome size. To reduce computational 

complexity, an eigenvector constraint is added as a constraint to STPAPS. The approach in [25] demonstrates 

higher C/N0 than minimum mean square error (MMSE) estimator methods. On the other hand, multiple spread 

spectrum interferences can’t be mitigated. 

2.6. Rearrangment Wavelet-Hough Transform method (RWHT) 

Reference [26] introduces a new method to detect swept-spot interference, by combining a Rearranged Wavelet 

transform and Hough Transform (RWHT). It demonstrated time – frequency (TF) existing transforms used in 

GNSS receivers as Winger -Ville Distribution (WVD) and spectrogram and clarified the limitation in (TF) local-

ization. They focus on combining wavelet transform with rearrangement operation and Hough transform to 

overcome existing limitation. Experimental results in [26] demonstrated a mitigation to cross terms problems 

and improve localization in TF -domain. RWHT is alliable to detect both CW and swept – spot jamming. 

2.7. Pulse on Pulse Deinterleaving Method 

Obtaining a clear signal without in-spurious noise can be achieved using Pulse on Pulse (POP) Deinterleaving 

Method demonstrated in [27]. A finite state machine (FSM) is used, and dynamic threshold based on Time of 

arrival (TOA), pulse width (PW) and the pulse repetition interval (PRI) of pulse train signals, generating five 

different pulses of amplitude 1 and 1 ms long with different PW and PRI. The obtained stacked signal is by 

combining the five pulses. The method can detect each single pulse depending on TOA, PW and PRI. Two 

thresholds are defined to help FSM keep tracking the position of the pulse [28]. 

 

 

Figure 4. Dynamic Threshold and Finite State Machine (FSM) proposed in [26]. 
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Upper_Threshold = Amplitude * (1 + noise).                                   (7) 

Lower_Threshold = Amplitude * (1 - noise).                                   (8) 

The five states for FSM defined in [27] are shown in Figure 4. Any change in signal amplitude that can be detected 

by lower and upper threshold, corresponds to transitions of states and maintains aiming arrival and departure 

time of pulse, and is saved into stacks. Then PW is calculated using saved data of TOA and TOD, as presented 

in the following equations, 

PW = TOD – TOA.                                                   (9) 

PRI = Pulse 2 (TOA) - Pulse 1 (TOA).                                        (10) 

 
 

(a) (b) 

Figure 5. Pulse On Pulse (POP) Deinterleaving Algorithm: (a) Deinterleaving algorithm flowchart; (b) Finding PWs of a POP us-

ing TOA and TOD stack. 

Table 2. Confirmation Rate with 8 Signals of POP method proposed in [27] 

Radar Emitter TOA(%) PW(%) PRI (%) 

A1 100% 100% 100% 

A2 100% 100% 0% 

A3 100% 100% 100% 

A4 100% 100% 40% 

A5 100% 100% 0% 

A6 100% 100% 0% 

A7 100% 100% 0% 

A8 100% 100% 0% 

False Emitter 1 100% 100% 0% 
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Figure (5) shows the Pulse On Pulse (POP) deinterleaving algorithm. Simulation results in reference [27] demon-

strate high reliability for estimating interleaved parameters, as shown in Table 2. 

3. Comparison of Interference Suppression Techniques 

Table 4 shows a detailed comparison of the interference suppression techniques discussed. It is clear from the 

table that the (STAP) technique is the preferable one but combining the (MVDR) technique with it improves the 

interference signal detection. 

Table 4. Comparison of the interference suppression techniques 

Point of view 

SCORE, PI, MUSIC 

Algorithms 

[1–3],[7-8] 

Multi Objective 

Optimization [4] 

STAP 

[5],[6]][9] 

LMS, RLS 

Algoritms [29] 

suppression 

technique type 

adaptive nulling 

algorithm 

adaptive nulling 

algorithm 

Digital beam 

forming 

Digital beam 

forming 

GPS signal 

location prior 

knowledge 

No need No need No need Needed 

Null toward 

jammers 

directions 

Wide null Narrow nulls --- --- 

No. of 

interference 

directions 

Depend on antenna 

elements (M-1) 

Depend on antenna 

elements (M-1) 

Increase antenna 

array degree of 

freedom without 

adding elements 

Performance 

degraded severely 

if errors of 

estimating signals 

increased 

Complexity Simplex simplex simplex Quite complex 

4. Proposed Interference Suppression Filters 

Spoofing requires matching the operating cycle of the GNSS desired signal. For effective results, spoofing pulses 

should cover the desired pulses as an initial step to unlock tracking of the desired signal and force GPS receiver 

to track in spurious signal [30]. The first proposed technique is to design a post correlation two-stage filter in the 

GPS receiver to optimize the acquisition of GPS signal in the presence of interference, and to detect the presence 

of spoofing; the first stage filter is to detect the presence of spoofing, or we can say in other words detection of 

carrier in carrier by calculating the fourth joint cumulant of the received signal and its conjugate, by comparing 

the cumulant with threshold. If the value of the cumulant exceeds the limits the decision is the absence of spoof-

ing, and if the value does not exceed the threshold the decision is presence of spoofing [31]. The second stage 

filter is to get the optimal acquisition of GPS signal in the presence of powerful interference by calculating the 

cross-ambiguity function (CAF) by searching the maximum range instead of maximum cell value for each dop-

pler frequency in CAF, and then calculating the sum of distances for each doppler frequency [32]. Figure 6 

demonstrates a block diagram of the proposed filter designed to detect spoofing and optimize the acquisition of 

GPS signal in the presence of interference. The effectiveness of the proposed filter is now under investigation. 

Another recommended design is based on pulse-on-pulse method mentioned in Section 2.6. As the C/A code 

has 20 repetitive cycles within data chip rate [33], so based on this privilege, a recommended filter design is 

demonstrated in Figure 7 that can deinterleave desired signals in the presence of noise or spoofing. The effec-

tiveness of the proposed filter is also under investigation. 
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Figure 6. Block diagram of proposed filter. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 7. Block diagram of FSM proposed filter 

5. Conclusions 

A thorough survey of different suppression techniques in GNSS receiver is presented. A review of the different 

interference suppression techniques, such as SCORE algorithm, the multi-objective optimization jamming miti-

gation algorithm, STAP technology, FOS technique and dual polarized antenna technique is presented. Two 

filter designs to improve interference suppression are proposed; First: an interference suppression post correla-

tion two- stage filter, that can detect the presence of spoofing and suppress the strong interference signals. The 

filter does not require prior information on the interference signal characteristics, and therefore, its performance 

does not depend on the accuracy of the interference signal characteristics estimation. Second: A design that can 

deinterleave desired signals in the presence of noise or spoofing and is based on pulse-on-pulse method. The 

effectiveness of the proposed filters is under investigation. 
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