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Abstract: In recent years, there has been a significant increase in the use of location-based 

solutions. As a result, data encryption has become increasingly important in order to en-

sure privacy and confidentiality, especially in all domains, military and civil alike. This 

paper presents an application that will be used in both military and civilian situations, 

encrypting data on the location and movements of military personnel or civilian prospec-

tors within a specific area using transmitting and receiving circuits controlled by a micro-

controller programmed with the proposed encryption algorithm. The application will be 

used in both military and civilian settings. Depending on the task at hand or the nature of 

the immediate surroundings, the proposed application has been introduced, installed, and 

used in a variety of ways. The proposed technology has been tested in a variety of situa-

tions and has produced excellent results in all of them. The suggested application is confi-

dential, authenticated, and simple to use, according to the results of frequency, speed, and 

security testing; this has been demonstrated by the results of these tests. 

Keywords: Cryptography; location-based services; location-based encryption; CryptoBin 

algorithm; location security; data security. 

 

1. Introduction 

When information or data is shared across networks, it passes through a series of network devices around the 

world. As data travels across networks, there is a possibility that hackers will hack or steal it. To prevent this, 

users may install certain software or hardware to ensure the secure transmission of data or information. These 

operations in network security are known as "Encryption" [1]. Encryption involves converting plain text that is 

readable to humans into unintelligible text, which is known as ciphertext. This means taking readable data and 

changing it so that it appears randomly [2]. Encryption involves the use of an encryption key, which is a set of 

mathematical values agreed upon by both the sender and the receiver. The recipient uses the key to decrypt the 

data and return it to readable plain text [3]. The more complex the encryption key, the more secure the encryp-

tion, as third parties are less likely to decrypt it through brute force attacks (i.e., trying random numbers until 

the correct combination is guessed) [4]. Encryption is also used to protect passwords. Password encryption meth-

ods have your password to become unreadable by hackers [5]. 

In this paper, two uses of the proposed application will be presented and analyzed in detail, and the encryption 

algorithm will be applied (CryptoBin Algorithm) [6], and the main idea is to secure the movement and move-

ment of vehicles and individuals, whether civilian or military. This idea boils down to placing a small device 

with the individuals or vehicles of the undercover mission [7]. The function of this device is to get the location 

and movements of people in the mission, encode the coordinates and send them directly to the main control 

center or command center, which plays the role of receiving and decoding the encrypted signals and sending 

them to the computer, which applies the decoding code and then displays the coordinates for each individual 

or vehicle on a screen similar to the radar screen is identifiable with each point in its name. And the zero position 
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for them is the starting point of the mission. Figure 1 shows a flowchart that describes the Cryptobin algorithm 

from the starting process, then receiving the keys values, after that starting a loop from 1 to 8, the received key 

value which archives the NOT function on bits, and creates a temporary value stores the bit value, if it's 0 then 

swap it to 1 and vice versa. The next step is merging swapped values with non-swapped values to combine the 

encrypted byte. 

 

 
 

Figure 1. Flow Chart for CryptoBin Algorithm Structure. 

2. Positioning and Navigation Systems 

Positioning is important and is used in many applications, such as moving from one place to another, as well as 

being used in emergency services and tracking. GPS devices provide either binary coordinates such as longitude 

and latitude or triple coordinates, including altitude. these systems can be classified into [8]: 

• Network-based positioning system; 

• Handset-based positioning system; 

• Hybrid-positioning system. 

In this study, a low-cost inertial measurement unit (IMU). It is suggested as a motion sensor for areas outside 

the coverage area of GPS satellites, while these devices are used in areas with coverage [9]. 

2.1. The inertial navigation system (INS) 

The inertial navigation system is a navigation device used to guide missiles, aircraft, submarines, and other 

vehicles [10]. Unlike other means of navigation, inertial guidance does not rely on observations from the Earth 

or the stars, radio and radar signals, or any other information that comes from outside the vehicle. Instead, a 

device called an inertial navigator provides orientation information [11]. This device comprises gyroscopes 

(overhead wheels) that determine direction, and accelerometers (devices that measure changes in speed and 

direction). An electronic computer uses this information to locate and direct the vehicle [12]. 

 

int Key=3 

for (int x=0; x<8-key; x++) 

temp=P_bin.at(key+x); 

(temp== "0") 

bin_Data_bit = "1"; bin_Data_bit = "0"; 

mod_bin = mod_bin + bin_Data_bit; 

E_bin = P_bin.substr(0, key) + mod_bin; 

START 

Return 

END 
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The IMU contains three single-axis accelerometers and three single-axis gyroscopes. The accelerometer detects 

the acceleration signal of the object in the vector's three-axis independent coordinate system, while the gyroscope 

detects the vector's angular velocity signal relative to the navigation coordinate system to measure the object's 

angular velocity and acceleration in three-dimensional space and use that to calculate the body's position [13]. It 

has a very important application value in navigation. To improve reliability, it is also possible to equip more 

sensors for each axis. The IMU should be fixed to the center of gravity of the measured object [14]. 

2.2. Global positioning system (GPS) 

It is a navigation system based on satellites. It is owned by the United States of America and operated by the 

United States Space Forces (USSF) [15]. It is one of the global navigation satellite systems (GNSS) that provides 

geolocation and time information for any receiver on or near the surface of the earth around the clock, if it has a 

direct line of sight of four or more satellites, obstacles such as mountains or buildings Blocks relatively weak 

system signals [16]. GPS satellites orbit the Earth twice a day in a precise orbit. Each satellite sends a unique 

signal and orbital coordinates that it decodes then uses to calculate the exact location of that satellite based on 

the time needed for the signal to arrive [17]. The receiver uses that information and the triangulation process to 

calculate the user's location. Where areal triangulation allows calculating the absolute or relative position of 

points based on distance measurements using circular, triangular, and spherical geometric shapes [18]. It is used 

for positioning, navigation, tracking, mapping, and timing. It is relied upon in many fields by surveyors, scien-

tists, pilots, sailors, miners, civil defense forces, and others. The system is available for civilian use free of charge 

all over the world from now on [19]. 

3. The Proposed System 

The proposed application uses positioning and navigation systems to determine the coordinates of an individual 

or a group of individuals or vehicles during implementing a specific civilian or military task in a specific area. 

The Cryptobin algorithm application is used to encrypt the coordinates, and this system has achieved high per-

formance in the results of encryption operations and achieved an increase in performance by over 20% when 

compared to some well-known systems in encryption. 

3.1. System components 

This system comprises Transmission Circuit and Receiver Circuit as shown in Figure 2. 

  

(a) (b) 

Figure 2. The transmission and the Receiver circuits. (a) The transmission Circuit (b) The Receiver Circuit. 
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3.2. Techniques for transferring data 

This application is used to locate a person, group of people, or vehicles when performing a civilian or military 

mission in an area. A group of people or vehicles is launched in a specific area and their movements are followed 

up by receiving wireless signals from each individual or vehicle that contain the location coordinates but in an 

encrypted and accurate form. These received messages are encrypted using the CryptoBin algorithm, which 

locks the information received so that the confidentiality of the mission, as well as the safety of the personnel 

performing the mission, is guaranteed. The Global Positioning System (GPS) is used as a provider of information 

about the location coordinates of an individual or a vehicle. The encrypted information is transferred to the 

digital microprocessor that deals with this information and converts it from obvious information to encrypted 

information using the CryptoBin algorithm. The encoded information is then transmitted from the digital mi-

croprocessor to a wireless transmitter, which sends it to the major control center [20]. 

The major control center is the manager and controller of the entire task and manages the process and directs 

the people moving or taking part in the task based on the task and their locations and movements of the infor-

mation received from each individual or vehicle individually. It contains a computer loaded with software that 

analyzes the received information and shows the mission participants on the radar screen to facilitate command-

ing the operation for those responsible for this operation. This system can be applied in two cases: 

3.2.1. The first case 

The major control center contains a computer loaded with software that analyzes the received information and 

shows the mission participants on the radar screen to facilitate commanding the operation for those responsible 

for this operation. Persons taking part in the mission move within the wireless coverage of the transmitters and 

receivers that are with them as shown in Figure 3 and Figure 4. Here, two options are depending on the mission 

area: 

• If there is a coverage signal from GPS satellites, the Global Positioning System (GPS) microprocessor unit is 

used with the transmitter unit present with the individual or vehicle involved in the operation to send data 

and coordinates of the location and movements of the individual to the main command center. 

• If it is not possible to get coverage from GPS satellites, the IMU, the micro-processing unit, and the trans-

mitter unit with the person or vehicle involved in the operation are used to transmit the location data and 

coordinates and their movements to the major command center. Where the IMU starts the calculations and 

measures the angle and distance and is the starting point, in this case, the major command center. 

3.2.2. The second case 

The command center is within the location of the military unit or the location that is required to be secured 

against any intrusion, breaches, or external attacks. Here, the radio transmitter is replaced by a GSM module, 

which transmits the coordinates in their encrypted form through mobile networks, and they are received in the 

command center. This method is characterized by not being bound by a certain range of motion in it besides 

securing the command post in its fixed location, as shown in Figure 5. 

 

Figure 3. The major control center. 
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Figure 4. The radar screen inside the major control center. 

The proposed system can be used as a secondary use. These devices are presented with individuals or vehicles 

belonging to the military unit or company in external missions away from the unit. This method is used to secure 

the unit and to identify persons or vehicles approaching the unit, whether it affiliated them with the unit. If it 

affiliated them with the unit, the Portable device would send signals showing that they are approaching their 

unit, making it easier to identify them. 

 

Figure 5. The identification of personnel and vehicles approach (see online version for colors). 

4. Data collection and sampling 

The participants in the practical experiment, 4 people out of 10 volunteers, were selected based on the physical 

condition of each person, as the person who can move and run easily prefers. The experiment was conducted in 

several climatic conditions and during different periods of the day to accurately test the efficiency of the system 

under different conditions. The experiment was repeated, and different results were got each time and the arith-

metic mean of the received correct signals was calculated to increase the accuracy of the evaluation process. 

5. Analysis of Practical Results 

The experiment of sending and receiving encrypted data and decoding data was carried out using the same 

devices at different times and places (mountainous areas, area with buildings, area with trees) considering the 

following: 

• The time period to complete each trial is 10 minutes. 
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• The transmission rate of encoded data (update of location data and coordinates) is one signal every two 

seconds. 

• The time for each trial is 10 minutes, meaning that the data sent and received in each trial equals 10 minutes 

x 60 seconds / 2 seconds interval between signals = 300 encoded signals every 10 minutes. 

• A specific code was added for each individual and was sent with the encrypted data to facilitate the identi-

fication of each one individually and updating his data. 

Table 1. The experimental results. 

Device code 

No. of Signals 

Received Efficiency No. of Incorrect Signals Incorrect Efficiency 
Sent Received 

P 1 300 297 99.00% 3 1.00% 

P 2 300 295 98.33% 5 1.67% 

P 3 300 296 98.66% 4 1.34% 

P 4 300 292 97.33% 8 2.67% 

The results of the experiment are shown in Table 1. From Table 1, the first column in the table shows the identi-

fication code of the individual, or device used. While the second column shows the number of signals sent by 

the transmitter in a time of 10 minutes. The third column shows the number of valid signals received by the 

receiver at the time of the experiment and shows the transmission and reception efficiency, which is less than 

100% because of the environmental factors surrounding the experiment which helped to lose some signals. Col-

umn 5 shows the number of received signals but has corruption during transmission or reception, which affected 

the percentage of valid signals. Figure 6. shows the itinerary and movement of four people or vehicles, each with 

a specific symbol. The proposed system automatically guesses the next movement of the moving person, ignores 

the incorrect signals, and returns to the correct path. The two main data are latitude and longitude. 

 

Figure 6. The path for the movement of four individuals or vehicles is identified by codes. 
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6. Conclusion 

The application of encrypting and securing the current location information for devices was designed and im-

plemented using a new algorithm called CryptoBin. It was used to encrypt data based on what was proven in 

previous research for this algorithm, its power and speed in converting information into hard-to-crack encrypted 

information. This application secures the locations and movements of military personnel or civilian researchers 

while carrying out covert missions under the command of a mobile command center. It can also be used in the 

secondary function of identifying personnel and vehicles approaching a military unit or civilian company to 

increase security and maintain the security and privacy of the facility. Several practical experiments were con-

ducted to test the efficiency and performance of the system in different areas (residential areas, mountainous 

areas - areas containing trees). The proposed system had a very high success rate ranging from 97.33% to 99.00% 

of the successfully received signals. Increasing the system's working efficiency can be recommended by using 

several different navigation methods that are more accurate, and high-cost transceivers can reduce error rates. 

It is also possible to use over one major command and control center in different places to increase the efficiency 

of receiving encrypted data. Using manufacturing technology and technology to reduce the size of transmitters 

and receivers for easy portability and unimpeded movement. 
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