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Abstract 
 

The COVID-19 pandemic has changed the lifestyle in global education systems in favor of more reliance 

on e-learning, which is believed to be a change that will continue.  Exams are no exception as they are 

also moving towards online remote exams where examinees can take their exams at their remote locations. 

However, it is worth noting that it is still difficult to ensure that the full discipline of the exam session is 

administered remotely, as is the case for traditional exams that are conducted in the classroom and in the 

presence of proctors. However, there are many attempts at the commercial and research levels to 

overcome many of the challenges facing this problem from different angles.  

Therefore, this survey article attempts to review some of those attempts at both the solutions and 

technology levels. The article also made some comparisons and evaluations of the techniques and 

algorithms reviewed as an attempt to assess their weaknesses and strengths in counteracting persistent 

attempts to circumvent the discipline of the exam system. 

Hence, this article aims to pave the way for system designers who wish to implement remote exam session 

management systems by reviewing both commercially available and under-researched technologies. It 

also aims to introduce researchers to the findings of scientific research so far, while shedding light on 

open gaps and problems that have not yet been researched. 

 

KEYWORDS: Online exams, Distant exams, Exam auto proctoring, Continuous Authentication, 

Authentication spoofing. 
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لصالح المزيد من الاعتماد على التعلم اللكتروني، والذي  العالمية  ( نمط الحياة في أنظمة التعليم  COVID-19)  كوروناجائحة    تغيرّ
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 تقييمات للتقنيات والخوارزميات المقارنات وبعض ال  بإجراءالمقال أيضًا    قامالمحاولات على مستويي الحلول والتقنيات. وقد    تلكبعض  

 .الامتحان نظامل على انضباط للتحايالمستمرة  في التصدي للمحاولاتالتي تمت مراجعتها كمحاولة لتقييم نقاط ضعفها وقوتها 

من  وذلك  عن بعُد  جلسات الامتحان  إدارة  أنظمة  الأنظمة الذين يرغبون في تنفيذ    لمصمميإلى تمهيد الطريق  تهدف  هذه المقالة  ومن ثم فان  

العلمي   لبحثتوصل إليه ا بما  البحث. كما يهدف إلى تعريف الباحثين    مازالت قيد التي لا  والأخرى  راجعة التقنيات المتاحة تجارياً  خلال م

 .بعد   بحثهاإلقاء الضوء على الفجوات المفتوحة والمشاكل التي لم يتم حتى الآن مع 
 

 المتحانات عن بعد، المراقبة التلقائية للاختبارات، المصادقة المستمرة، انتحال المصادقة.  الإنترنت،المتحانات عبر    المفتاحية:الكلمات  
 

1.  INTRODUCTION 

COVID-19 pandemic has changed people's lifestyles globally, with most activities being forced to move 

online, including education. E-Learning took its position quickly in the educational system proving its 

effectiveness; however, the fair remote assessment of students remains a challenging problem, especially 

for certification and formal education systems. Standard exams used to have expensive but robust settings 

to prevent cheating of all types.  As an example, exam halls are arranged in such a way to guarantee 

appropriate spacing between students and human proctors check students’  identities (identity 

authentication) and continuously monitor the exam hall to prevent cheating.  As the pandemic made it 

challenging to arrange such physical exams for all students, exams have been in dire need of being 

conducted online.  This article reviews the different approaches, researches, and commercial solutions 

used to maintain the discipline and integrity of online distant exams.   

Distant online exams take the management of the exam sessions onto several far new dimensions that are 

completely different from those of in-class sessions.  For instance, along the dimension of identity 

authentication, the examinee identity does not change all over the exam session with the attendance of a 

proctor, which is not guaranteed in unattended remote sessions; a new person can later easily replace the 

originally authenticated person at exam enrollment time or at least can sit beside to help.  In addition, 

there are several cheating methods that are newly innovated during the exam session, while several other 

evolutions to the traditional in-class methods to make advantage of the nature of the online setups.   

The focus of this article is on the first dimension of the exam session management, namely authentication, 

while the second dimension, namely proctoring against cheating, will be handled in another article to 

follow immediately.   

This review article aims to give both researchers and system integrators a broad map of the problems and 

challenges involved and the suggested solutions.  It highlights a variety of suitable technologies that fit 

the implementation.  Comparisons and evaluations were also presented to spot the pros and cons of each 

technology. 

The criteria that is followed in selecting the reviewed articles is summarized as follows: 

• Recent articles within the last five years, with very exceptional historical cases. 

• Articles published in high-impact factors journals and international conferences. 

• When several articles handle the same established technology, the oldest are selected and/or those 

having a new novel approach. 

Section 2 of this article presents the three-phased students identity authentication model that represents 

the structure of this article’s presentation, i.e., this article reviews the different solutions and techniques 

categorized as per this three-phased model of D-exam identity authentication.  Whereas Section 3, Section 

4, and Section 5 review the different technologies and techniques that are used by the researchers and/or 

the system integrators for each of the three phases of the mode.   
2.  The Review Strategy followed in this Survey 

 We classify exam setups into three types:  traditional, online, and distant exams (D-exams). As it is 

well known, traditional exam setups mandate the setup of exam halls, where both the students and the 

human proctors coexist. The human proctor is responsible for authenticating students before the exam 

begins, and to detect any cheating attempts during the exam session. Online exam setups are like those of 

the traditional setups except for the use of technology, e.g., replacing paper & pencil with computing 

devices (e.g., laptops or tablets). The Human proctor can either perform his role like in the traditional 

setup or use surveillance cameras. 

On the other hand, D-exams assume students are placed freely anywhere, hence it is totally impossible to 

employ human proctors. D-exams raise a new set of cheating-prevention challenges. Table 1 sheds lights 

on some of these challenges.  
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Generally, D-exam session management operates in two phases, namely authentication and proctoring. 

This article, however, focuses only on the authentication in D-exams, while proctoring will be discussed 

later in a separate article.   

The model that was followed in our survey process follows. 

2.1. Authentication 

Authentication, in general, is the process of verifying a user`s identity to ensure they are those who 

claim to be [1]. 
TABLE 1.  New Cheating-Prevention Challenges raised by D-exams.  

Type of Cheating Classical 

setup  

Online 

setup 

D-exam 

setup 

1 Looking at another student's answer sheet.    

2 Answers are communicated through sign language or a code.   

3 Writing on desks.   

4 Using Prewritten cheating sheets hidden in books or under files beneath the desk.   

5 
Faculty rules allow students to go to the bathroom, allowing students to review notes hidden in the 

trashcan in the bathroom. 
  

6 Using electronic devices (e.g., cell phones) to communicate an answer by text messaging.   

7 
Using any text-based memory calculator to keep track of all equations, notes, theorems, proofs, and 

so on. 
  

8 Listening to an iPod, Earphone cables can be concealed underneath long hair.   

9 More than one face per session detects during the exam.   

10 
Someone views an exam from an open door or window using powerful binoculars, providing 

answers. 
  

11 Two students took the exam side by side in the same house, assisting each other.   

12 Leave the camera’s frame.   

13 Turn left or right more than time.    

14 Request verbal assistance from another person in the same room or over the phone.   

15 
Having family or friends stationed in the same room but away from the webcam or behind the 

screen. They write the answers on a placard. 
  

16 
Students frequently copy-paste correct answers from documents or notepads kept ready on a 

separate window before the test. 
  

17 Use auto coding software in online programming tests.   

18 
Browse the internet, visit unauthorized websites during the test, copy the questions and paste them 

into the URL, and find the best solution. 
  

19 Stop the camera for a look at a book or other and then run again   

20 Take a screenshot of the exam to send it to another student.   

21 Copy and paste the exam to a word processing program for another student.    

22 Print the quiz or exam for another student.   

23 
Use external hard drives, USBs, Micro SDs, and other smart devices that are easy to conceal and 

difficult to detect. 
  

24 
Using screen sharing, use multiple monitors with friends to simultaneously access the exam 

questions and provide answers on a different screen. 
  

25 The student has a net-connected tablet/laptop next to the actual system's monitor.   

26 Looking into the computer monitor, which is placed slightly away from the user.   

27 Using the keyboard, mouse, or laptop mouse pad by somebody else.   

28 
Fixing the camera and the eye tracker in front of the exam taker and moving the computer to another 

individual to give unauthorized help. 
  

29 
Students were entering the domain from various IP addresses and taking the exam for their 

classmates. 
  

30 Taking an exam for another student.   
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Human proctors do the job in traditional and online exams, while automated proctors are the genuine 

substitute in D-exams.  In D-exam systems, this process begins early enough at the time of student 

registration to the system, and continues till the end of the exam session, since the student should be 

authenticated before being enrolled to a D-exam and will go through a non-intervening complex 

continuous authentication process all over the exam session [2, 3]. 
 

Our followed authentication model operates in three phases as shown in Fig.1. The continuous 

authentication phase is mainly added to the model to guarantee that the examinee is unchanged all over 

the exam session; this is to substitute for the absence of a human proctor.  In the following sections, we 

will go over the authentication requirements for each phase. 
 

 

 

 

 

Fig. 1: A model for exam authentication 

2.2. Exam Registration (phase 1) 

This phase occurs at the time of the student’s registration into the examination system. During this 

process, student data is collected and saved in a database for later use. Among the collected data are the 

necessary biometrics needed by the authentication mechanism, e.g., facial features, fingerprints, 

keystroke dynamics, palm prints, etc. As discussed in Section III, most of these biometric techniques are 

considered in this article’s survey. 

2.3. Exam Enrollment (phase 2) 

This is the stage before allowing students to enroll in the exam session. There are two types of 

authentications here: static authentication and continuous authentication. Static authentication refers to 

the authentication that takes place directly before enrollment into the exam. Meanwhile, continuous 

authentication refers to the authentication that continues all over the exam session to make sure that the 

examinee is not replaced. 
 

Noteworthy, some biometrics especially for the face features may change from the time of registration. 

Examples of such changes are beards, cosmetics such as eye shadow, lipstick, and liquid foundation on 

the face, which changes the facials, and contact lenses that change the color of the eyes. It is also possible 

to wear a veil or remove it to change the shape of the face of women. Therefore, the exam-session 

enrollment phase should update the stored biometrics to reflect the timely status. In addition, it should 

capture a few temporal information that should not change during the short-period session, such as the 

ornaments, dress color, beard, scarfs, and mustache, which will aid in the continuous authentication 

process [4].   
 

The system should track the face and the body separately to extract registered modalities for matching or 

storing histograms of both the face and body [5, 6]. For instance, the system registers face biometric data 

every time a user logs in to mitigate the illumination difference between registration and identification 

time during login [5]. A set of frontal-view images of the test taker is captured; a 160-dim HSV color 

histogram of the clothing is also extracted to be used for continuous authentication [7]. 

Furthermore, spoofing is another common threat to biometric authentication systems [8]. It may occur at 

the enrollment stage when a person tries to masquerade as another student, e.g., by using face 

photographs, and thereby gains legitimate access to the exam session. Photo attacks, one of the cheapest 

and easiest spoofing approaches, and photographic masks are examples of such attacks [9]. Photographic 

Masks are made by getting a high-resolution photograph of a student’s face, cutting out the eyes and the 

mouth, and looking through it like a mask. Another used spoofing approach is artificial fingers that are 

used in systems that authenticate based on fingerprints [10].   

2.4. Continuous Authentication (phase 3) 

To understand the role of the exam enrollment stage and its procedures, we need to discuss the meaning 

and requirements of the continuous authentication stage (stage 3) since stage 2 is made to serve stage 3.  
  

Exam 

Enrollment 

Continuous 

Authentication 
Registration 
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As a one-time static authentication, static authentication is not sufficient in D-exams as there is no 

guarantee that the examinee will not be replaced during the exam session. After entering the exam, a 

continuous authentication for the student is necessary to verify the examinee throughout the session. 

Continuous authentication is, therefore, sometimes called dynamic authentication as opposed to static 

authentication.   

In general, researchers define continuous authentication as providing continuous verification of identity 

when the user uses the system or accesses protected resources [4,6,11,12,13,14,15,16,17,18].   
 

However, researchers define continuous authentication as providing an extra security measure next to the 

initial authentication. It applies after starting an exam session and ongoing checks during the exam period 

that the current student is the same as the one who started the exam [1,7,19, 20, 21, 22, 23, 24]. 
   

3. The Registration Phase. 

Three types of biometric data can be collected in the online exam registration process: physiological 

biometric data such as (face, fingerprint, iris, retina, palm-print), behavioral biometric data (keystroke 

dynamics, mouse dynamics, voice), and multi-modal biometric data (combining information from two or 

more biometrics). 

3.1. Face features  

Some researchers enroll facial feature points such as the eyes, brows, nose, mouth, chin, and ears. Some 

features do not change over time, but some change such as facial expressions or hair [ 5, 6,19, 20]. These 

features must be avoided during authentication process. Other researchers are storing various poses of the 

user to use in cheating detection during the exam. Storing various poses like turning head down, turning 

head to the right, turning head to left, stretching the arms, quitting, and leaning back in the chair because 

the user may make movements during exam [4,15]. Take photos of students` faces and record them in a 

database for future comparison in the authentication process as in [7,24,25,26,27,28,29,30,31,32,33,34, 

C1, C2, C3]. 

3.2. Fingerprint 

Nobody has the same fingerprint as Even twins with identical D.N.A have different fingerprints; some 

research records users` fingerprints to be later used for authentication purposes [10,35, 36, 37, 38, 39, 

40,41, 42, 43, 44]. 

3.3.  Iris  

Two irises are unalike in their mathematical details; each eye's iris is unique, even between identical twins 

or between the left and right eyes. Shdaifat, et.al. [45] extracted the iris pattern from the student eye image 

to generate and store the code used to identify students in online exams. Mock, et.al. [46] extracted iris-

like x-y coordinates, pupil radius, shape, and size, intensity values, pupil ellipse orientation, and ratio of 

average intensity of two to be used later in mobile exam authentication. The authors scanned a student's 

iris and saved its pattern in a database for future matching during login [47,48, 49]. 

3.4.  Retina  

The retina is a secure and reliable source of person recognition as it lies behind the eye and is unforgivable. 

Mushtaq, Rashi [50] extracted the feature vector of all the captured retinal images for persons and stored 

them in a database. Ghada, Moustafa and Essam [51] captured snapshots of the eye using an ordinary 

camera. They Converted this image into the base64, which will return the code of the image in the form 

of a string. Retrieved the retina from this converted image and stored it in the database for future student 

verification. 

3.5.  Palm print 

Ahmed and Traore extracted the desired features from the region of interest of a student`s palm print 

images and stored them in a database for the verification process [52]. 
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3.6.  Keystroke Dynamics  

Keystroke biometric systems measure typing characteristics are believed to be unique to an individual 

and difficult to duplicate [53]. There are two basic types of keystroke dynamics: fixed-text and free-text. 

The fixed-text keystroke dynamics approach is based on a predefined text that the system has already 

trained on and that the user must give at the login time. On the other hand, the free-text keystroke approach 

is easier for the user because it does not need memorization. After all, the text used for enrollment and 

login does not have to be the same [54,55,56]. Free-text keystroke dynamics also improve security by 

providing ongoing and non-intrusive authentication [54,56,57]. To create a template of the users` 

keystroke dynamics for future authentication, we use some pre-determined text (fixed text) such as 

username and password [58,59,60], some digits [61] and fixed string as in [59,62,63] or some random 

text (free text) as in [6,18,65,66,67,68,69,70,146]. The user's features are captured, and a reference 

template is created. This reference is used to authenticate the user at the time of login. 

3.7. Mouse Dynamics 

Mouse dynamics refers to a person's behavior with a computer-based pointing device, such as a mouse or 

a touchpad. The mouse biometrics traits for each user extract and stored in a database to be used in the 

verification process [71,72,73,74].  

3.8. Voice 

A voice biometric is a numerical representation of a person's voice tone, pattern, and rhythm [75]. A voice 

biometric, also known as a "voiceprint," is as unique as a fingerprint or palm print. As a result, speech 

recognition can authenticate students in online exams. The proposed approach creates speech templates 

by registering the user for the first time, and it also authenticates the user by recognizing the voice 

template made [76,77]. 

3.9. Multi-factors  

Many researchers have indicated that utilizing a single biometric element is insufficient for a safe 

authentication technique [78, 79] compared to employing several authentication methods [80, 81]. For 

example, Fenu, Marras and Boratto building a template containing features of the following five 

modalities, face images, voice data, touch data, mouse data, and keystroke dynamics [82]. The student's 

face will be captured and stored in addition to the student's dynamic keystrokes [14,83,84]. Alternatively, 

Shen, et.al. building the template of the students` face images, skin color, and keystrokes is dynamic [17]. 

Schiavone, et.al. registered images of a face, fingerprint, and keystroke dynamic [22], while Jagadamba, 

et.al. captured the student`s typing pattern and his face image [85]. Bal, Acharya used the examiner's 

fingerprint image as a cover image to hide the Personal Authentication Number (P.A. N) [41]. The authors 

in [86,87] Recorded the facial image and an image of the fingerprint. Rudrapal, et.al. asking the examine 

to apply his fingerprint using a fingerprint mouse scanner, a still photo taken with a high-resolution 

camera, and some challenging questions asked to extract the examinee's keystroke dynamics feature [88]. 

Ullah, et.al.  created a multi-factor knowledge-based authentication scheme that employs a login-

identifier, password, and challenge questions [89]. Hayes, Ringwood suggested storing a combination of 

username/password and features of student's palm-print [90]. Alshehri, Coenen and Bollegala Stored pin 

code and image for both smart card and face of user [24]. Recording a person's fingerprint and iris as in 

[91, 92]. Morales, et.al. Stored keyboard and mouse features [93]. Kumar,  et.al.[94] used hand images of 

every user to automatically extract the palm print and hand geometry features for personal authentication 

The results obtained are significant because the two biometric traits are derived from the same image, as 

opposed to other bimodal biometric systems that require two different sensors/images. In [95,96], the 

authors described a study that built a combination of a student's Keystroke and stylometry template. Bal, 

Acharya suggested using a mix of steganography and students` fingerprints [41]. This template was 
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previously used in other domains, such as online voting [97] and online buying [98]. While Bimpe, 

Ayoola stored face images, fingerprints, and challenge questions to build a template for student’s 

authentication in E-learning [99]. However, Canales, et.al.[100] stored face images, voice, and challenge 

questions. Parkavi, Babu, and Kumar [101] stored faces and gestures of users extracted from videos. 

Jorgensen, Yu [102] stored a mix of fingerprint and mouse dynamics. Durcheva, Rozeva Stored facial 

images and voices of students [103]. Teh, et.al.[104] stored face images, voice, and Keystroke dynamics. 

Rudrapal, et.al. [88] stored students' passwords, tokens, fingerprints, and keystroke dynamics. Almalki, 

Chatterjee and Roy [105] used data gathered from a mouse and student`s eyes to build a student template. 

Hossain, et.al.  [106] stored different student events, such as mouse dynamics, clicks, mouse wheel, and 

keyboard use. In [C5], the template is based on a student's face, ID, and knuckle scan. They were storing 

the only image for the student and his ID as in [C4]. The system in [C6, C8] stores the test taker's 

institution-approved ID card (contains face image + student ID) in a database, while in [C7], the authors 

storing student ID, challenge questions, Keystroke. Instead of student ID in [C7], the authors in [C9] store 

students' faces. 

4. Exam Enrollment Authentication (Static Authentication) 

All exams begin by verifying students' identities, a process known as authentication. User 

authentication's primary goal is to determine whether or not the person interacting with the online 

examination system is a legitimate user. Several studies have been conducted proposing user 

authentication in an online examination system [107, 108,109]. Authentication methods are divided into 

traditional authentication methods and biometric authentication methods (advanced authentication 

methods). Traditional authentication is either a knowledge-based technique or possession-based. The 

knowledge-based, frequently used username and password, while possession-based authentication uses 

what students have like cards, keys, Badges, etc. Using traditional authentication methods username and 

password only in online exams increases attacks and security problems. So, all the previous advanced 

authentication methods used in the registration process will identify a person's identity static 

authentication. 

4.1. Spoofing Detection  

Spoofing attack is still a threat for biometric authentication systems [8]. In biometrics, liveness detection 

refers to a system's capacity to determine if a fingerprint or face (or other biometric) is genuine (taken 

from a live individual present at the time of capture) or not (from a spoof artifact or lifeless body part). 

So, we need to find a solution to spoofing problems during authenticating students before the online exam. 

4.2. Liveness detection of fingerprint 

In the fields of fingerprint recognition, liveness detection, which uses the recognition of human 

physiological activity as an aliveness indication to resist spoofing attacks, is becoming increasingly 

popular [8, 110, 111, 112]. Spoofing is when someone uses a falsified biometric device (such as a plastic 

finger) to access a secure system. This prosthetic finger behaves exactly like the original natural finger 

when it comes to recognizing the user. This difficulty can be solved by using liveness detection. Intruders 

frequently use prosthetic fingers to try to achieve authentication. Different approaches for detecting 

Liveness can divide into two categories: Ways that require additional hardware; use temperature, pulse, 

blood pressure, electric resistance, and so on; and methods that use information already in the system; use 

skin deformation, pores, perspiration, and so on. Before matching the captured fingerprint with the stored 

one in E-exams, an intelligent agent will perform live detection tests. Alotaibi ensured that no fake fingers 

are being used to impersonate another student based on perspiration from the fingers, which is considered 

a sign of life and is not present in the case of fake fingers [37]. Derakhshani, et.al. developed a new 
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methodology for detecting vitality using sensitive scanners and fingerprint examination [113]. This 

method is based on detecting the sweating pattern from two successive fingerprints taken for 5 seconds. 

A back-propagation neural network trained on example fingerprints is used to classify the data. It 

calculates the perspiration pattern and ultimately concludes the fingerprint's liveliness. Ackley, Hinton 

and Sejnowski [114] developed an approach for detecting fraudulent fingerprints in authentication-based 

systems, in which they adopt several features called deep features retrieved from images, such as the Deep 

Boltzmann Machine (DBM) proposed by Pan,et.al. [115]. DMB’s key advantage is the layered design 

aids for the investigation of complicated correlations between characteristics and allows for deep learning 

of very detailed data characteristics. The results of the experiment show that the Deep Learning model is 

resistant to spoof forgeries such as wood glue, gelatin, and Play-Doh. 

Putte, Keuning said that The epidermis has a temperature of around 26-30 C. When a thin silicone 

artificial fingerprint is used, the temperature transfer to the sensor is reduced by a maximum of 2 C. 

Without a doubt, keeping the temperature of the artificial fingerprint within the sensor's working 

tolerances will not be difficult. Outdoor sensors often have a larger working margin, providing the intruder 

with even better conditions [116]. Chugh, Cao and Jain proposed a new method that uses the wavelet 

transform on the ridge signal taken from fingerprint images to detect Liveness [117]. The results reveal 

that the capacitive DC and optical scanners can detect vitality by utilizing a single fingerprint and a 

perspiration pattern exclusive to live fingers. This liveness detection technology is entirely software-

based, and it can defend fingerprint scanners from spoof attacks. Pan, et.al. [118] used fingerprint domain 

knowledge to train MobileNet-v1 CNN models by extracting local patches centered and aligned using 

minutiae in the input fingerprint image. The local patch-based technique provides valuable clues for 

distinguishing between fake and live fingerprints. 

4.3. Liveness detection of Face  

The most popular method of spoofing the face recognition system is to utilize a valid user's facial 

photograph, which is easily available to the public, for example, obtained off the web and taken 

unintentionally by the camera. One of the simplest and cheapest spoofing methods is photo assault. There 

are three sorts of methodologies for spoofing detection: techniques based on Liveness, methods based on 

Texture, and methods based on 3D geometry. 

 

4.3.1. Methods based on Liveness 

Asthana, et.al. said that any dynamic physiological indicator of life, such as eye blinking, lip movement, 

facial expression changes, and pulse beat, can solve the spoofing problem. Anti-spoofing protection in 

facial recognition systems relies on detecting eye blinks [119]. The system works only using a web 

camera, and no other sensors like depth sensors or infrared light beam are used. With Blink Detection, 

recognizing a printed photo is much easier, in which they successfully identify blinks on a live camera 

feed [33]. So, face recognition is triggered only after a successful blink detection occurs. Researchers use 

eye blinking in [119, 120] to discriminate between a face and a facial snapshot. Blinking the eyes is a 

physiological process that occurs 15 to 30 times each minute [121]. As a result, GCD cameras with a 

frame rate of at least 15 frames per second can catch two or more frames each blink [119]. Soukupov and 

Cech [122] suggested a real-time system for detecting eye blinks in video sequences captured with a 

conventional camera. The proposed method can tell the difference between open and closed eyes. It 

calculates landmark positions [123, 124] and calculates the eye aspect ratio (EAR), which describes the 

eye-opening size in each frame. Because there are no eye movements in the photographs, Alshehri, 

Coenen and Bollegala used Eye Tracker to detect a genuine exam taker in front of the camera [125]. 

Because there is no depth or head movement information in this 2D image, it can also detect using a 

photograph as a mask with eye holes to overcome the eye tracker protection. Some studies have used the 
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lips of a person's Face to detect spoofing. Uliyan, Sadeghi and Jalab [126] proposed a method for detecting 

photo attacks by scanning the lips of the presented Face while the user is required to pronounce a randomly 

selected sequence of numerals. Saied, Elshenawy and Ezz [127] proposed a method that may be used with 

any authentication system with a camera, such as a mobile phone, tablet, laptop, access control device, 

etc. The suggested method takes an authorized person's image and locates the eye region, using CNN to 

classify open and closed eyes, before capturing face dynamics using a challenge-response authentication 

mechanism that uses eye blinking. The challenge will be launched by authenticated devices, which will 

ask the user to blink their left or right eyes in a specified order, and the user must then follow this order 

to be authenticated. Each time the user logs in, the authenticated device will issue a new challenge, 

protecting the system from spoofing facial video. Tan, et.al. [128] suggested that a robust feature 

representation that incorporates deep texture characteristics and eye-blink cues to defend against 

presentation attacks on pictures and replays (spoofing problem). Both aligned face photos and full frames 

are used to learn texture properties in a generic-to-specific manner, resulting in fantastic complementarity. 

An eye-blink detection technique based on picture difference is developed to aid in texture cues with low 

computing cost. 

4.3.2. Methods based on Texture  

In these methods, the textural attributes of the object supplied to the system are investigated as genuine 

Face or fake. Wang, et.al. [129] used physical models to model the respective reflectivity of genuine faces 

and face-printed photos. The idea behind this method is that a face-painted photo image is more distorted 

than a real face image because it has been captured twice and printed once in the interim, whereas real 

faces are only captured once [130]. Brocardo, et.al.  [131] estimated the noise of a specific spoof face 

image in order to detect photo attacks. The spoof picture was calculated as the sum of the original image 

and picture-dependent noise (e.g., blurring, reflection) introduced during the spoof picture generation 

process because the noise in an actual image was supposed to be zero. 

 

4.3.3. Methods based on 3D geometric  

This method uses 3D geometric features to distinguish between a genuine face with a 3D structure and a 

faked face with a 2D structure. The most commonly used 3D geometric cues are the 3D shape 

reconstructed from the 2D image acquired by the RGB camera and the face depth map (the distance 

between the camera and each pixel in the facial region).  Saragih, Lucey and Cohn [132] proposed a 

method for detecting photo attacks in which the 3D facial structure reconstructed from 2D facial 

landmarks [133] that was detected using various viewpoints [134]. A genuine face and a planar photo 

have different reconstructed 3D structures. The reconstructed 3D geometric structure from the real facial 

profile retains its 3D geometric structure. On the other hand, a fake photo's reconstructed structure is just 

a line indicating the photo's boundary, while suggesting an approach that takes advantage of the fact that 

the depth map of a live face has variable height values, whereas depth maps for photo attacks are constant 

[135,125]. 

 

5. Continuous authentication (dynamic authentication) 

Throughout time exam, continuous random authentication is essential in online examinations to verify 

that the examinee is the correct student [37,136, 137, 138, 139]. Continuous user authentication can be 

divide into three categories: physiological biometrics (iris scanning, fingerprint scanning, facial 

recognition, hand geometry, etc.), behavioral biometrics (mouse movements, keystroke dynamics, speech 

recognition, etc.), and multi-modal biometrics (uses information from two or more biometrics). 
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5.1.  Continuous authentication based on physiological biometrics 

5.1.1. Face Recognition 

Face recognition is desirable because the system should not require active participation from users to 

authenticate them. Face recognition continuously collects images for the student`s Face from the camera 

at random time intervals and compares them to the base image stored in the database for ensuring that the 

learner who started the exam is the same one who continued until the end [1, 15, 20, 24,31,140,141]. The 

system continuously authenticates the user using the soft Face and clothing enrollment templates 

registered in the enrollment process [4, 5, 6, 7]. Aisyah, Bandung and Subekti proposed a system that 

tracks the Face and the body separately based on the histograms registered in the initial login process as 

his frontal facial view is not available to the webcam, the template registered at the beginning and the 

second frame of the video are subjected to the matching process [21]. Authenticate students who use 

Android mobile devices in online exams continuously by taking pictures during an exam at random 

intervals and match them with the base image. When taking the exam, the proctor will be constantly 

monitoring the student by video for continuous authentication, and the entire session will be recorded 

[C4, C5]. 
 

5.1.2. Fingerprint  

Fingerprints are among the most reliable human characteristics that can be used for student authentication 

in online exams due to their distinctiveness and persistence. Levy, Ramin proposed solution that ask the 

student randomly to apply his fingerprint during the exam for authentication. Assumed that the student is 

focused during the exam and is not disturbed by anything, this solution is inappropriate during electronic 

exams because it causes inconvenience to the student during the exam period [142]. Alotaibi proposed an 

intelligent agent that will extract the fingerprint from the fingerprint mouse and keyboard (which can scan 

the user's fingerprint while working) every second without extra effort to get his fingerprint scanned [37]. 

This solution will be appropriate in electronic exams conducted in halls equipped with the keyboard and 

mouse mentioned in the research. It is also suitable in the case of exams that contain essay questions and 

multiple-choice questions, where the keyboard captures the fingerprint in the case of essay questions or 

by the mouse in the case of multiple-choice questions. Asha, Chellappan proposed a continuous presence 

verification system that can deploy reliably to ensure a high level of examination integrity. They 

demonstrated that it is possible to lessen and eventually eliminate the reliance on the remote proctor by 

capturing test-taker fingerprints at random intervals and confirming them via the national Aadhaar service 

[43]. Their system is made of commercially available components. 

 

5.1.3. Iris Recognition  

Shdaifat, et.al. proposed a system that automatically captures the student's image without informing 

him/her and applies the proposed code generation process to compare it with the stored one in a database 

for controlling the student's authentication during the online examination [45]. However, during the real-

time picture acquisition, the user is writing on the screen, he stares at it in a specific position. As a result, 

the eyelid covers a majority of the iris, causing issues with feature extraction. The user interfaces are well-

designed to force users to look at the top of the screen while installing the camera. Mock, et.al. suggested 

that capturing iris images randomly for a student during the exam session, to ensure that the same person 

who logged in is the same person conducting the exam on mobile by comparing iris extracted features 

with features in the database [46]. The proposed model provides an easy-to-use, effective, and fast 

authentication system that does not require additional hardware devices, but it annoys the student during 

the test because he/she directs to focus his/her eye within a specific area of the screen to take a picture of 

his eye at each interval of time. A commercial eye tracker can be used for continuous user authentication 
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via iris recognition in [48], because eye trackers have a relatively wide field of view, allowing continued 

tracking even when the user moves his/her head. 

5.2. Continuous authentication based on behavioral biometrics 

5.2.1. Keystroke Dynamics  

Al-Saleem, Ullah said that the online learning website Coursera applies keystroke features to verify the 

identity of students [143]. Lu, et.al. Detecting a user's keystroke habits as they enter text can be used to 

continuously verify the user's identity without affecting user input. When users type free text, the 

proposed method authenticates them through their keystrokes; the user keystroke data is divided into a 

fixed-length keystroke sequence, which is converted into a keystroke vector sequence based on the time 

feature Keystroke [64]. A CNN-RNN model is used to learn a sequence of individual keystroke vectors 

in order to obtain individual keystroke features for identity authentication. A trained model easily 

combines with continuous authentication mechanisms. A method for reducing the dimensionality of the 

features a vector describing a session. Then, features vector is extracted from each input stream of 

keystrokes to form a model representing the user typing patterns; this can later be used for the continuous 

verification process. Shimshon, et.al.  [144] proposed a method for providing continuous biometric user 

authentication in online examinations via keystroke dynamics. The system records the exam question 

answer and generates a signature every 50 keystrokes that is compared to the ten signatures stored in the 

system [136]. As a result, the problem of requiring a fixed text for authentication via keystroke dynamics 

can be overcome by generating multiple signatures from a single set of text and using the average cosine 

correlation value. Variations from one signature to the next are reduced in this manner, resulting in a more 

accurate correlation between the trial and recorded signatures. 

Ceker, Upadhyaya proposed a new methodology for continuous authentication of users by processing the 

long text and extracting features for keystroke dynamics for long-term continuous authentication the key-

logger uses to collect the character, key's press, and release time. This method requires the analysis of 

only certain digraphs efficiently without additional modalities [145]. Mushtaq, Rashi proposed a survey 

on the use of keystroke dynamics to continuously authenticate a user using the system, focusing on free-

text Keystroke [50], described a way for continuous authentication by monitoring the user's typing 

behavior to detect anomalies [1]. They adopted the distance function, and we came up with a penalty and 

reward function. This penalty and reward function will keep track of the user's behavior over time and 

will decide on locking out a user or not. Discuss how keystroke dynamics can be used for a true continuous 

authentication system using the "Trust Model" [146]. In this model, the current user's behavior is 

compared to the template of the genuine user; trust in the user's genuineness is adjusted based on each 

single action performed by the user. If the trust falls below a predefined level, the system locks itself and 

requires static authentication of the user to continue working. Continuous data collection was carried out 

in an uncontrolled environment to simulate the users' typical computer usage behavior, with no 

instructions or specific tasks given to the user. 
 

A mechanism represents typing patterns in free text for iterative Keystroke continuous authentication 

(KCA). The idea is to use sequences of keystroke dynamics in the form of time series, to monitor such 

time series, as a continuous data stream we periodically extract subsequences from these time series and 

authenticate the subsequences [65]. Zamfiroiu, et.al. proposed a method for Keystroke continuous 

authentication (KCA) using time series analysis to recognize typing patterns from free text in a manner 

suitable for the continuous authentication required for digital learning [67]. Simultaneously, the proposed 

method operates using the keystroke timing features associated with all keystrokes, not just specific n-

grams. The proposed approach operates by considering typing behavior terms of Multivariate Keystroke 

Time Series (M-KTS) subsequences A novel feature extraction method for free-text keystroke dynamics 
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in continuous authentication that is based on n-graphs and extends, with N-graphs representing the latency 

between n consecutive events and extended-n-graphs being an improved version of the commonly used 

n-graphs. Instead of extracting the same features for each n-graph, they propose calculating the extended 

list of features on each N-gram [57]. 
 

Antal, Norbert suggested a method for verifying a student's identity in virtual tests based on statistical 

modeling of KD using GMMs. The system was tested in two modes: (1) intrusive mode (text-dependent) 

and (2) non-intrusive mode (text-independent). (In other words, the user is unaware that his/her 

identification being checked), because the user's identity may be constantly checked without disrupting 

the activity, the non-intrusive mode can be used during assessment activities. Although the model has a 

greater CUA, verification can be done on any text typed by the user, even those written during the 

examination [72]. So, Keystroke systems based on free-text keystrokes can be used in electronic exams 

to ensure students' identity for the exam duration because they do not cause the student any inconvenience 

during the exam. It is appropriate for tests with essay questions, but it cannot be used for multiple choice 

questions because the keyboard is not used in the answer. 

 

5.2.2. Mouse Dynamics 

Factors related to how each individual uses the mouse can be used to identify them because each person's 

use of the mouse while utilizing the system is different. Khanam,  Ahsan used mouse movement dynamics 

to implement continuous behavior-metric user authentication in electronics examination. The mouse 

movement software runs in the background throughout the examinee's examination, comparing data from 

the mouse movement to data already saved in the database for ensuring that the authorized examinee is 

the one taking the examination [74]. The validity of employing mouse biometric as a primary or 

supplemental security measure for ongoing verification of an individual during an online multiple-choice 

examination was discussed. The results are that mouse biometrics may not be entirely reliable for 

authentication because the amount of data required to analyze mouse clicks and movements accurately is 

sometimes large. The resources required to regularly assess this information are limited. It would be 

incredibly difficult to tell if a user is genuine during a quiz if the person's data profile was not broad 

enough to reveal any patterns [147]. 
 

Mogus, Djurdjevic and Suvak Demonstrated a novel approach to developing a continuous authentication 

system in which the system determines the user's genuineness in every occurrence. They tested this theory 

using six different machine learning methods and a publicly available mouse dynamics dataset [71]. 

Mooad, Rasmi and Hassan Presented a continuous user authentication model based on the analysis of 

mouse clickstream data. Three machine-learning classifiers are used to perform verification and 

authentication processes. They employed 39 mouse actions, including mouse motion, point and click, and 

drag and drop. With reasonable accuracy, the classifiers distinguished a legitimate user from an impostor. 

Because they do not cause any inconvenience to the student throughout the exam, mouse dynamics-based 

systems can be employed in electronic exams to confirm the identity of students for the duration of the 

exam. It is best for tests with multiple-choice questions because they prefer to solve problems with the 

mouse rather than the keyboard [148]. 

5.2.3. Stylometry 

The "statistical analysis of writing style" is defined as stylometry (also known as authorship analysis). 

Kaur, et.al. suggested a novel framework for carrying out CA based on stylometric analysis, which uses 

n-gram analysis and features merging to create new stylometric characteristics. The framework also 

employs a deep machine learning methodology for the first time to classify stylometric profiles. They 

also looked into the three key issues that any CA system faces: short authentication delays, authentication 
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accuracy, and forgery resistance [149]. Stewart, et.al. proposed a new framework for continuous 

authentication is based on stylometry analysis; their feature-set comprises existing lexical, syntactic, and 

application-specific features in the first place. They also used n-gram analysis to come up with 16 new 

features. They compute and analyze the information gain to select the best features to represent each user 

profile. As a result, they can reduce their feature set from 349 to 50 on average [150]. 

5.2.4. Typing Behavior 

Mungai, Huang Suggested a novel biometric modality that allows real-time continuous user identification 

while typing, based on the hypothesis that each computer user has a unique and consistent habitual pattern 

of hand movements, independent of the text, while typing on a keyboard (TB). They create real-time 

computer vision algorithms to automatically extract hand movement patterns from video streams using a 

webcam pointing toward a keyboard. Unlike common continuous biometrics like keystroke dynamics 

(KD), TB provides reliable authentication with a short delay and avoids explicit key-logging [151]. 

5.3. Continuous authentication based on multimodal biometrics 

Aside from using a single biometric trait for the continuous authentication process, several methods 

combine more than one biometric. There is a study on the fusion of fingerprint, face recognition, and soft 

biometrics. While operating a personal computer through the mouse, a fingerprint image is captured, and 

matching is carried out. If no match is found, authentication is done through face recognition at the 

specific time interval based on webcam images of the person. If the face is not recognized, the process is 

switched to soft biometrics, where skin and cloth color recognition is done. If the cloth color does not 

match, the system logs off. This process is repeated until the user shutdowns the system [11]. 
 

Wiklund, et.al. proposed a novel continuous authentication technique combining touch behavior and face 

recognition; The system will automatically take an image of the user during login and capture an image 

for each question-answer to be stored in the database. Then compare all the recorded images of the user 

with images already captured during the login and compare the behavior of all the captured images for 

user authorization during an online exam [152]. Chao, et.al. proposed an approach that continuously 

verifies the presence of a logged-in user in a non-intrusive and continuous way by combining three 

biometric modalities Keystroke, Face, and skin color. By fusing these three biometrics, the continuous 

authentication system combines both temporal and modality intonation holistically and can keep verifying 

who is using the computing system without troubling users' activities [17]. 
  

Schiavone, et.al. proposed a continuous authentication mechanism for desktop applications designed by 

integrating face recognition, fingerprint, and Keystroke. At the verification step, features extracted from 

the new traits are compared with the stored templates to generate a matching score [22]. Fenu, Marras 

and Boratto designed a multi-biometric system that integrates with an e-learning platform to continuously 

authenticate students on desktop and mobile devices. The system will be supporting the most common 

types of interaction, by performing a score-level fusion of different biometric responses (Face, voice, 

touch, mouse, and Keystroke). The global authentication response is computed by adding the matching 

scores from all the subsystems, weighted with their reliability measures [82].  
 

Issa, et.al. proposed a continuous authentication service that continuously validates the test taker's identity 

throughout the exam using a multi-modal biometric framework, which integrates the following three 

biometric modalities: mouse dynamics, keystroke dynamics, and facial scans. These modalities can be 

collected without the active cooperation of the student. Face biometric scans can be collected using 

standard video cameras and collecting mouse dynamics keystroke dynamics using standard computing 

devices (mouse and keyboard) throughout a session without any user knowledge [12]. Sim, et.al. 

described a system that continuously verifies the presence of a logged-in user by combining temporal and 

modality information holistically rather than sequentially, allowing their system to output the probability 
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that the user is still present even when no observations are made [153]. The verification uses two types of 

observations: fingerprint and Face images. Fingerprint images captured by the SecureGenTM mouse 

incorporate a fingerprint scanner ergonomically, where the thumb would normally be placed. Monaco, 

et.al. suggested the combination of keystroke dynamics and stylometry (writing style) for verifying the 

identity of students in online examination environments. The system can collect raw keystroke data over 

the Internet as well as from a key logger on an individual machine; it focuses on free-text input where 

sufficient keystroke data are available. Keystroke measurements include keypress duration (dwell) times, 

transition (latency) times, and the identity of the keys pressed, while the stylometry system employs a set 

of 228 linguistic features, including 49 character-based, 13 word-based, and 166 syntax-based features 

[154]. Ryu, et.al. proposed a continuous multi-biometric authentication system to identify the person 

during an online exam using two modalities; face recognition and keystroke dynamics. Both will be 

verified continuously. Each modality is processed independently to generate matching scores, and the 

fusion method is applied at the score level to improve accuracy. During the exam session, facial image 

and typing behavior will be repeatedly captured at set times to ensure the continuous authentication of the 

user [14]. Srivastava, Sudhish proposed a multi-biometric system, which uses facial recognition and 

keystroke dynamics, which can both easily be captured on modern computing devices for continuous 

authentication [155]. 

Jagadamba, et.al. proposed system which is an adaptive multi-factor authentication system for e-learning 

applications designed to work with keystroke dynamics and face recognition authentication. The 

information on the typing behavior includes dwell time, the interval between the following keystrokes, 

and the typing error rate, flying time, etc. The Face features are the distance between two eyes, eye slant, 

nose shape, and distance between eye and cheek. When the user accesses the Application, his Face and 

Keystroke are continuously captured and compared with the stored data [85]. Rudrapal, et.al proposed 

continuous authentication that is done as follows, during answering the MCQ or match questions, the 

examinee's fingerprint is captured and compared, while in the case of answering essay questions, or 

complete questions, the examinee's keystroke dynamics are extracted and compared [88]. Jackn, Kevin 

developed an initial method for a continuous authentication system using Face, voice, and fingerprint as 

individual biometric modes for simulating channels with different temporal characteristics [156]. Ketab, 

Clarke and Dowland proposed a novel e-invigilation system design incorporated a range of behavioral 

and physiological biometrics, including face recognition, keystroke analysis, mouse dynamics, linguistic 

analysis, and iris recognition for continuous student identification in differing examination scenarios (e.g., 

essay writing, multiple-choice test) [157].  

Liu, Jiang and Devenere proposed two models for secure e-examinations propose; the Interactive and 

Secure e-Examination Unit (ISEEU) is the first model, and it has two ways. One uses a webcam (ISEEU-

WC), while the other uses video calls (i.e., ISEEU-VC). Smart Approach for Bimodal Biometrics 

Authentication in Home-exams is the name of the second model (SABBAH). Continuous Authentication 

uses video matching, fingerprints, and keystroke dynamics [158]. Maas, Heather and Do looked at how 

well a continuous user authentication and identification system for a PC performed using various 

analytical approaches. For the analysis, they used a novel identification methodology known as Pairwise 

User Coupling (PUC); this dataset is made up of data on keystrokes and mouse movements [159]. Tong, 

et.al. a biometric authentication based on mouse dynamic and Keystroke has been disclosed; They 

gathered data on mouse movement and keystrokes from 53 people using software; They developed a 

robust, trusted algorithm to function on a continuous authentication system. Several new mouse 

movement features; divided mouse events into four categories: single click, double click, move, and drag-

and-drop; They compared their findings to those of other studies and discovered that their proposed 

methodology produces better results [160]. 
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6. ConclusionS 

    D-exams are of special nature that makes managing the exam session is completely different than all 

other exam types, namely, in-class and online exams.  D-exams differ in both main management tasks, 

namely, examinee identity authentication and detection and prevention of cheating.  This article focusses 

on the identity authentication for d-exams, while cheating in d-exams if left to another article that will 

follow shortly.  This article presents an intensive survey for the authentication process that is viewed by 

this article as a three-staged process: registration, session enrollment, and continuous authentication 

during session. Solutions, techniques, and algorithms are reviewed in this survey for each of the three 

stages.  The survey covers available commercial systems and under research ideas and contributions.  This 

review article aims to give both researchers and system integrators a broad map of the problems and 

challenges involved and their suggested solutions.  It highlights a variety of suitable technologies that fit 

the implementation.  Comparisons and evaluations were also presented to spot the pros and cons of each 

technology.  
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